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Abstract: The drive by download attack technique such as Gumblar, which compromise websites by infect-
ing them with a virus and direct operations, has been increasing rapidly in recent years. Existing measures to
detect dangerous scripts using a Web browser cannot protect against all of the attacks, because it is difficult
for everyone to find dangerous scripts. Therefore, the authors devised a mechanism named RPF (Request
Policy Framework) that uses a highly accuracy whitelist obtained by using a Web browser cooperating with
the DNS server. This paper reports the detailed mechanism of RPF, the prototype program, evaluation
results of its function and performance, and the consideration of coverage by RPF.
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Fig. 1 Flow of Gumblar attack.
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Fig. 2 Example of operation based on RequestPolicy.
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Fig. 4 Mechanism for Web access under RPF environment.
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Fig. 5 List of cross-domain requests.
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Fig. 6 Method for permission of destination domain.
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Fig. 7 Method for copy of destination domain.
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Fig. 8 RPF information for experiments.
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Fig. 9 Items for operation check experiments.
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Table 1 Experimental result for support function. Table 2 Result of speed measurement.
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F3 FAAxt Web 1 hOBIR
Table 3 Relationships between domains and Web sites.
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Fig. 10 Ratio on type of damages.
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