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Traffic Visualization and User Interface for Supporting Long-term
Malware Sandbox Analysis

HIROSHI MORIT KATSUNARI YOSHIOKAT
TSUTOMU MATSUMOTO

In order to investigate the behavior of attackers who remotely control malware-infected hosts, we are developing a malware
analysis environment where malware sample can be run and monitored for a long period such as several weeks or months. When
we let a sample run for that long period, the traffic it creates becomes huge and diverse. Thus, we propose a new user interface
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and traffic visualization method that can help the human analyst with the burden of analyzing the huge traffic.
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DP Packets & TCP Session Count
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220 bgagSUDSSE tk.mesh. ad. jp ESMTP Sendmail shby/4714030211; Fri, 18 May 2012 15:34:19

HELO FL]. 110-233-151-254. kng.mesh. ad. jp
250 bgag500556.tk.mesh. ad. jp Hello FL1-110-233-151-254.kng.mesh. ad. jp

[110.233.151.254 leased to meet you

MAIL FROM: 1 mt1o. co. jp>

250 2.1. G @mtlo. co. jp>. .. sender ok
RCPT TO: j@mt1o. co. jp>

250 2.1.5 <- Nt 10. co. jp>. .. Recipient ok

354 eEnter mail, end wﬂ:h " on a line by itself
H 1o co.jp>
j E lo.co.jp .
E mtlo. co. jp>
MIME-Vers

charset='
cuntent—Traﬂsfer -encoding: quoted-printable

BREITLING Inc . Discount-87037

<!DOCTYPE html PUBLIC "-//W3C//DTD HTML 4.0 Transitional//EN" “http://www.w=
3.nr‘?/TR/RE(—htm'MO/'\OGSe.dtd">
<htmT>

<head> |
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