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Security Analysis of Pattern Authentication on Smartphone

TSUKASA ISHIGURO! KAZUHIDE FUKUSHIMA®

SHINSAKU KivyoMOoTO! YUTAKA MIYAKE!

Abstract: Pattern authentication is a motion-based user authentication method where a user traces dots on
a screen with his/her finger and it has been widely used for a unlock function on smart phones. The pattern
authentication is user-friendly and easy to implement in smart phones; however, the security analysis of the
pattern authentication is not sufficient in comparison with security analyses of other user authentication
methods. In this paper, we model the pattern authentication, and then we explain the security analysis of
the pattern authentication with basic and relaxed rules for patterns.
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9 41,006,250,000 | 36 3,035,340,860 | 32 4,151,347,200 | 32 533,427,944 | 29
10 615,093,750,000 | 40 32,912,944,504 | 35 29,059,430,400 | 35 3,221,413,136 | 32
11 9,226,406,250,000 | 44 356,883,143,876 | 39 174,356,582,400 | 38 17,068,504,632 | 34
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15 467,086,816,406,250,000 | 59 4,933,591,728,561,644 | 53 | 20,922,789,888,000 | 45 | 1,577,602,537,520 | 41
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r 0oa ¢, len oag e, len oag 4. len oag 4. len
1 12 4 12 4 12 4 12 4
2 98 7 92 7 98 7 92 7
3 814 10 708 10 744 10 6,32 10
4 6,724 13 5,448 13 5,268 13 4,088 12
5 55,662 16 41,924 16 34,276 16 23,920 15
6 460,382 19 322,616 19 201,412 18 127,264 17
7 3,809,144 22 2,482,616 22 1,046,052 20 600,992 20
8 31,512,018 25 19,104,388 25 4,656,484 23 2,470,208 22
9 260,704,966 28 147,013,332 28 17,043,160 25 8,491,136 24
10 2,156,813,620 32 1,131,306,572 31 48,087,520 26 22,891,840 25
11 17,843,492,742 35 8,705,704,056 34 93,100,144 27 43,065,856 26
12 147,620,112,998 38 | 66,992,701,164 36 93,100,144 27 43,065,856 26
0o 167,916,969,180 38 | 76,998,682,928 37 | 257,275,314 28 | 120,741,896 27
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