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A Client-side Solution for Protection Against Targeted
Email Attacks Using Email Feature Information

TAKASHI YOSHIOKA" YOSHINORI KATAYAMA™ HIROSHI TSUDA
MASANOBU MORINAGA' RYOTA FUKASAWA *

As the first step to steal confidential information from targeted organization, targeted email attacks are increasing rapidly. By
impersonating a legitimate sender with falsified "From" field, and carefully crafted email title, message body, signature, and
attachments, the attacker sends an email which the receiver opens unwittingly and infects the victim with malware. As the
attacker changes his tactics and tricks adaptively for each receiver, it is extremely difficult for current mass-market protections
such as spam email filter and anti-virus software protect from such attacks. This paper proposes a client-side solution to protect
email receivers from such attacks by utilizing email features which is difficult for attackers to forge. Based on this proposal, we
have implemented a prototype, which warns an email receiver of potential email attacks before she opens the emails and its
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implementation details are given in this paper.
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~v X (X-InboundTargetHead, X-InboundMAC) & LT, i%
FEA— N~y ZIBEM LT, BRIERS Y X 2L A
—/V%, MTA ~%ET5.

53 BAITEHRRIIMEEDRE

W7 7 A AT E OFZAF A — Ik LT, Inbound ALEE
BERED & O FERZZ 1T, ZE A —/VOMHTILER, B X
OFRAE R O MREEARRE 2 F22E L 7=,

R IEE R, Ak 7 3V XN, R~y FHE %,
EEWAREERAL, A—0FE®R, 7vT) XA LEFM L.

Inbound LELAEIY, ZEWER EOFEE TR L LT
BESE, MUA 25 O POP ##i Z sk #7492 . Inbound
ALBEREREIR, MUA & OB 2 L%, MRA & OB 2 il
SL, ZEA—NVERET 5.

FRAE RSy X EfERB L, ZEA—NVEANE LT, #
BE ARG RE 2 FF O L, #RBIME SR OMEEEAT O . #5l
TR - LG, SRR R~y X & LT,
X-InboundMACCheck: OK % 3 A — /L~ Z\ZBM LT,

ARBME R —B L2 WA, FBAEHRMBRGERE R~ & &
LT, X-InboundMACCheck: NG %8/ L, Z{g A —/ ATkt
T ORI AT O BERE A 2 LTz,

BRI, B A — L ORRENEN D D B2 ZEH T
BRI 5720, #BAlERORES 2R EEEEE, *E
SRARDOEEICRR LTz, 72, 4 ~> & (Subject:) ~D
WERIROBMIM, EE~y ¥ (X-InboundAnalyze:
Warning), 3 XA — /LRI OSEFHITEERR A — L D A RE
RS DEDEERA vy E—URBEMLTZ.

SIHIT, IR’ 7 7 AN EEEIRCHIERT 28888, BX W
FTE D 7 # V2R GIFREET 5 HRe 4 5825 L 7=. Inbound
IR ZAT > - BRZEFICEMT 5720, AREE~Sy &
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(X-InboundPolicyCheck: OK) BN L 7=.

BRI, ARG R A~y X &, AN~y X%

BN L 72 bR A — L%, MUA ~EET 5.

54 HEIEHRRIIMEEDOREE

FRBME S > BRI E N TWRWEZE A — VDA,
ZHAT RLAZ L ICRIE R L 2B RIEZ b &
(2, HPVERERR A1T 9 Inbound WLHREERE 2 528k L 7.

ZRBEOHDEHANT RLANLOEE, ZIFA—L

D REHE AR AL TR 24T 9

RO A — L D RTREME DN 72 WA, R EIB SR RERS SR~
v 4 & LT, X-InboundPECCheck: OK % %5 A —/Lr~v &
WZIBIN L7, BERRL A — LD ATREME DS & DB, RIS
WAL R~y # & L T, X-InboundPECCheck: NG B/ L,
ZAEA =N T DL LA 21T O HRe & 322k LT,

Fio, ZERBREOR, YD TEZETLIEBAT KL
B DOZFIZBWTIE, A —/LORTREM N H 5 &
EL, BEEmERT L.

6. HERERE O

FBRIZ, EE A= BRIV EER LT, A—ik
ZfEL, 7a M A T TREBEGTFROBRIEEZITH 2 & T,
R FEEOFMEIT o 72,
6.1 ENEHLE

P, UF3HEHOEEA—LEERLEZ. (A) X,
HEEEIPMERT 28 A —1, B), (C) 1%, BEHFNRN
TERLT DRI A — VIS 3 5. IR 7 7 A viE, (BE
DOPDF 77 A NVEHE L.

F72, BEOEBAT FLANLZE LT A — /L OB
Bz, TOZEEEE L CRELEZ TR L.

(A) 52 fiOFET, BEA—ADPOHIEHR~ Y X %
BIMLUCER LR, &G 7 7 A A& EEA—

(B) EHMOBEBIFBHME A —LinD, A=~y ZDH
a— L THERLE, 47 7 A T EEFEA—L

(CO) ZERBREORWVEFBIEHR CIER Lz, 77 AL
fif & BME A —L

(A) 12, Thunderbird TA—/L{ER L, HEERZ &
TT5Z LT, A—)vF = v 7Y —/L® Outbound LLEEFEHE
FNLT, A—EETD.

B), () 1%, TFAMEXTHEA—VEERL, A
—NVF =7V =)L ENET, sendmail 2~ FEHNT
A—NVEETD.

(A), (B), (C) ®A—/NZAZWH L, Thunderbird TIT
I, ZERZUVERTTL2LT, A—Fzv 7Y —)b
@ Inbound HEREZ M LT, A —NZET 5.

(A), B), (O) OA—NVZERROHEMEZ, LLTO
&%Df%é 9, (A) TiE, #RBIEROMRAEAE S IE

W & 72V, Thunderbird DZA(F b LA IZZAF A — /L DA S
na. £z, #BIEHR~ v ¥ (X-InboundTargetHead,
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X-InboundMAC), ANQ@iE~v % (X—[nboundPolicyCheck:

OK), BIUEFEKKRETTHINERRIERE RS &
(X-InboundMACCheck: OK) MBS 5.

(B), (C) TIx, HIEMENRE L2y, BEREENE
REND. (B) TiX, ZE A — VAN S v 7B 1k~
v A, ERA—ADPLEMICat—SNfEFRThH LT
W, ZAFA—ADD FAER SN HBRIIE R E —BL 2 ES
Ry, LhEmmAERIND (¥ 11 2H1).

(C) TiX, TORMFELIEZEREORBIE®RLE,
A= ORFEAERN R DR L 720, (B) FEkIC
HAERIND.

(% 2552 — FlabMailChecker v1.8.0.60

=15
et
= |:|

[E=S ECR (]

@@ AFOX M ERRA— DU RS E0 T,
Z4d A suzuki@soft rema 0
R ERYATLIMIDH
B

R RS T,
ERETP AR T T,

w [k BAFE Rl

[#31LE2-
AT L TR f

m|»

HHEE s TENE T
ASTE —E ARSI AT H.

53 TRRE B EL L L,
SRS, SREEMIBEMEBAE T IS - L. EXMIEIT &I A 2

[EHTPAN

AR P2
1 e EEE pdf

UASHEEELT, LT D& b & Thd b
(e —EEMLE L. -
S mEEnLELE.
HT 2P N EETHERLELE. -

[ | [ zoss=isnw | | O MREELREIS W |

X 11 FBIEHRAE ST L DR A — L D8
BEBEOBEA vy —VOHEA %, ZEEBTITCT
v 7 FTHIELT, “A—NEREMLTZETE FF
DO TFREN 2D, WMTOXA I 7T, BR{LLE X
7z A — U, Thunderbird DA5 M LA TSI ND.
MRA ZEBEINTVDLITXRTORA—ADZENTETT
L&, BEHEARS L. (JAZZBRHMLTE) TR
#w@ﬂ*@®%6§Ex~wKﬂbf,£QMﬂﬁ@%
BEEAERIND (K 122H).

¥ 2{==88E - FlabMailChecker v1.8.0.60 [ = =
B LOYATEEILE Lk,
YRDERILEA— M L. L FOHBETORUE,
REVAII= N |
i s EA [
A B R ELELE, [T E Kisoftr SRR A T,
EER Y e RRATLAROR sk Gt BB e T

l?ﬁ Srd LS THRRLE
I HOEg Eekl
x R SRR

@ EEE A Eebnd @ ERpE

BJ 12 BRAYEL A — L~ D24V AL PR R T
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(B), (C) DHEIL, Z1E A =N OE4~ v & (Subject:)
JeERIC ] ABMEh, A —/VARIEEHICIE, BE A
vE—URBNEnd. £, BEBEERTEE~y X
(X-InboundAnalyze: Warning), 3 X OGRBIE HARGERS F~
> 4 (X-InboundMACCheck: NG) MBI ND. S HIC
W7 7 A b mERICHIERS D (X 13 Z3H).

& BIE R - BIEBX—)LT:A LS - Mozilla Thunderbird =
I7OUE) RWEE) FRVY) BBG) Xvb—SM) Y—IUD) ALTH)
| B BEDLA - BEEXLTANY L
SBE - #rE | ATRLRE | 55 Qo(usD0LE TRTOA Y E—BHRE... <Ctrl+K> o
AIBEBEA-ATANS t k& L oo EHHA © EEEE ~m
[ &=ErLs | [E2) FBSAFLIE .. - suzuki@soft.rigmm i i 17:37 ]
B
> 8 O-AATANY
« EE & BE 4« EE - > BE TF—h1T| @ REI-OZMHITB| @ ElR
17:37
TR -
d b=l \
CDA—ILTENEA—))LOAEEERGDFES .
. .
EBRLTLEZWN, L
------------------------------------ END FlabMailChecker v1.8.0 ---
AT INEE) EESA
BEECR>TBDFET. N
23 Y- ERBREAOHA T,
SETHBERLBELTUELED,
S5, BHUEOERTIS—N'REL. ERLEN TS ETA.
IS—BEEQAF YT 3y bERHLELET.
™ FEE:0 &l

13 Thunderbird TDOZERILZAF A — /L O HEFR M

6.2 TEREST(H

FRBIUNE WAL - REEALFROMERERE MM 21T o 72, R 2 O

BB & R, LUFRBRRE ZE L, & 3 ORER®E

L.

(D A= LIRS IE O R AR Rl AL BRI P

(ID A= V3T R ORI ERAR Il AL BT A [

(D) A — VS AZ WE D TR G HAd Ak AL BT B 5A 7> & 25245 1]
R 4D E TOREfH

* 2 WAEBRBE & &M

ARERE O
A=Y A R

A=A X: 165KB, 769KB, 1470KB
WAt 7 7 A LA X1 120KB, 560KB, 1070KB

OS: Windows XP Professional Version 2002 SP3
CPU: Intel Core 2 Duo T8100 2.10GHz

A€ V:3.23GB RAM

A — 7 —: Mozilla Thunderbird 12.0.1

HEERSE (PC,
A—T—)

WELZ LI D A — YA XTHIE. Java
WE k- St | VM 2%, BN 23 230> 2 #IE 01 BRak L C
LRIl & HL

WO AP« BREEALEE, i i O FORLELR I,
A=A ZXRREL 0 o8, WAz L. FIHE
(2 & > TE, EZEITEBRO L WEME TOREMEAFF LN,
LRI L B AN D.

£ 3 TR

A=A X WEAER (AL ms)

R 7 7 A M3 A K] 5 (I ()
165KB [120KB] 571 563 648
769KB [560KB] 797 789 969
1470KB [1070KB] 1094 1094 1375
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7. FEH

AFMICTIL, BT TOBEEIT K D50 & R AL
L, ZAEBIEE MW EFHE D Y — o % Vo Bl &
FIHL, EHBRA—L~D7 T4 T MR EMZIREL
oo REHFAICLY, EHa XA NETHREELE RS> T
P—NTOXNKEML 2L TH, 77472 h_X—RA T
HORL A — L D RTREME 2 RE - BT 2 2 L S ATRERIC 72 5.

IHIZ, A—EZERENT, ERMA— L O REMEEZ Y 7
NE A DTRIE L, ZEFICH L TEEREOEEZ 5
L2780 NEATVRAT LERBEL, BESFXOFTMEIT
7. REFRUC KL HEEMNR A —VHE LT, FIREICE
BOROEAT, AR2<RAMTEDLZ L EFFELE

REFR I, BFOA—NVBREZEXHZ L],
ZEFICR L THEBEREORMZ 25 2, B A — /2
KDY AT D 2 ERARRICAR D,

T, MERNO A —LEx 27 Rl O/IESe, BE
SR FERE, PRI D A N = LRI A — VR B
ISR T D 2 ENAREE 72 D.

Lth, BEHRIA—LOPIBERRAEDLE T, BEFXO
AT - BFEZIT> TV FPETHD.
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