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An Online Scripting Infrastructure
for Security Experimentation

TAKUMA WAKAMORI,* MASAHIRO IDE,* SHINPEI NAKATA®
and KiMI0 KURAMITSU™ 't

Recently, security breaching caused by illegal use of a software is increasing. To prevent
this, it is important to perform access control on a software. OS and Application have their
own access controller because OS level subjects that can perform actions in the system differ
from that of application level. We have constructed an online scripting environment named
Aspen. However, Aspen had a security risk, server filesystems have suffered some attacks. To
construct a safe online scripting environment, we propose a scripting language engine based
access control method. We implemented our proposal system into KonohaScript. To evaluate

our system, we show some access control examples that performed on Aspen.
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New Open Save Run .chen_ii Sign out

(qsort.k:30) a=
{22, 13, 12, 0, 5, 2, 21, 12, 17, 18, 28, 26, 14, 9, 22, 2aﬂ

(qsort.k:34) a=
0, 1, 2, 5, 9, 10, 10, 12, 12, 13, 14, 14, 16, 17, 18, 18,
0.006000

load average: 0.00, 0.01, 0.00

time:

rint ronicion. S72M

gsortk x

void swap(int}] a,inti,intj) |
int tmp = a[i];

ahi= 3%
void gsort(int[] a, int left, int right)

inti=left;

int j = right;

intji:ivot = a[(left + right) / 2];
whil e(tmef

while(a[i] < pivot) i++;
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System.exec("rm -rf /");
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/% TV AHHO R SR T 2 */

int String.index0f (String s);

/% 77 AHMONRET B */

ORestricted String System.exec();
QRestricted this Socket.new();
@Restricted void OutputStream.write();

K 4 @Restricted 7/ 77— a v

5.2 @Around 7./ 7—>3YV
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QAround this
InputStream.new(Path urn,
{
if (urn.startsWith("/home"))
proceed (urn,

String mode)

mode) ;
else

throw new Security!'();
B 5 @Around 7/ 75— av
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OS a=wy FIckaBEB2Ciciy, I X —F L
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Holef—F2AFX > 2 oicid, OSa<r F
%9479 % System.exec XV v FIZXL T, 7D
X2V T4 F vy 7 Da—FNEEDRT S,

ki, flto OS a< v FOETEHIRT 21213,
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e System.exec AV VY FDXFaVUT4Fzv 7D
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@Around String
System.exec (String cmd) {
if (cmd.indexO0f ("nmap") != 0)
throw new Security!!
("nmap is not allowed");
else
proceed (cmd) ;

K 7 nmap 2<% ¥ FOHEIE

o System.exec XY v FEREHETUIHT I L 245k
L, %0Savy FOETE XYy FILLTEL.
OEDHIZ, K7 EFBRIS, ¥X2Y T4 F v
Da—FrEELEZVa2 Yy FIZoVLTZRFNE
MLl AHETH 5, HILL Z0RELD B VLGS
&, FllEEADRLTEZLD, ZOHHPBRLER
bihs,

SeoHIR, eI Tsa~ry Fezhnzns
Yy FELTEE, RYT—IkoTT 7k AHilfHl%
BT 248 CH B, CoLEEHVBRIEELT
&, ZILOEMESEMTH oD, HT MDA
FIRA=FIZL ST ETHIHLAI, 2V A RD
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Ve —7 740 ELTIERT 3,

Iz,

@Restricted void MyApp.gotoAdmin() {
/* original code */

}
8 gotoAdmin XY v FOEEIE
6.3 FUEAHEOTE
AKEiClX, FBREFTo7T7 7 AT EOHNE
ZWET 5,

FTELOI, UTORZ Y7 2HEL, 774
AR & L 7z,

$ cat demo.k
ous
ous << System.exec("ls -1") << EOL;

= new OutputStream("result", "w");

ous.close();
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RV =774 0I21F JSON A TUT DL D%
HEL .

[
{"name": "Bachelor",
["System.exec"]},

{"name":

"permission":

"Graduate", "permission":

["System.exec", "OutputStream.new"]}

FETIZ, UMTOTIETT 7 & 2l oI % R
L7,

(1) 77exilHlziTbkw
(2) v A NKET 7 & AHl#HZFTH
(3) TR 7 7 & Afili#lZ24T 9

Loz, 77 AlflZITHOTICAZY T EFHE
795 E, EHICHETEN, 774V BERENS 2
&R MR L 72,

$ 1s

demo .k policy

$ konoha demo.k
$ 1s

demo .k policy result

I, AV AL VEET 7 e A O L LT,
7 —)L”Bachelor” & LT, DAY 7 FETL
7. "Bachelor” 1213 7 7 A VOEEBF RIS T 0
Wi, 77 ANRERTEAY Yy F3av 4L
nyg, ry—thkot,

$ konoha --enforce-security=Bachelor demo.k
- (demo.k:2) (error) konoha.System.exec is
not allowed

mBIc, a7 72 2H#of E LT, Sys
tem.exec XV v FORIEOXFI%F 2y 7 LT, #F
HINTWIEAIIFTTs2a—F2d L. 2L
C, KonohaScript DA ¥ ¥ 72754 73 2 )LICTIE
LSl TN s Z LR LTz,

$ konoha --enforce-security=Graduate
>>> @Around String System.exec(String cmd) {
if (cmd.startsWith("1ls")) {
return proceed(cmd);
} else {
throw new Security!!'();
}
}
>>> exec("1ls");
demo . k
policy
result
test .k
>>> exec("rm -rf /");
((eval):1) Security!!:
allowed
at ((eval):1) System.exec(cmd="rm -rf /")

rm -rf / is not
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7 b 2 TICEBEMZ 208 H 7%, % T Er-
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27 7w AKIHBERS L, TART FIICEFX 2 T4
Fry 7 ERMATLIENTE SO, IRM &R,
X2V T4 Fzy 7Da—FeEARKEXE L TR
THILEMNTES, LHLIRM LIEERARD, 7vy
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