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Abstract: An explosive spread of handheld devices with wireless communication capability, such as cellu-
lar phone and smart phone, rapidly increases an opportunity for data communication through temporarily
constructed short-range wireless networks. An easy realization of the secure data communication in such
networks is indispensable to user-friendly networking environment towards the popularization of short-range
wireless networks. In this paper, we propose a common key sharing technique which generates the encryption
key on a communication pair rather than distributes a prepared key from one to the other. The main idea
of the proposed technique is to generate a common key based on the variation of multipath fading channel
caused by shaking the sender device. Furthermore, we implement a prototype system realizing the pro-
posed method and evaluate the effectiveness of the proposed method. The results indicate that the proposed
method can generate the same key of 128-bit length for about 3 seconds on each device.
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Table 1 Terminal devices used in this preliminary experiment.

A g} 4 LAN 7 — F

P59 K | Let’s Note CF-R8 10 DATA WN-WAG/CBH
S50 A | Let’s Note CF-R7 10 DATA WN-WAG/CBH
WA | Let’s Note CF-R6 10 DATA WN-WAG/CBH

100cm A 5cm

PCA PC-B BES
(EEHF) (RIESHR) CETE)

2 FRTER T ORI ORE

Fig. 2 Location of terminal devices in this preliminary

experiment.
JEIHA 0.6~1.0[s] .
ZhO—% 25~50[cm]
<ToTTOME> shake
50cm
PC card

Sending terminal

Let’s note CF-R8

1-O DATA WN-WAG/CBS

B3 77 FofiELimkoiRD )i
Fig. 3 Method for mounting antenna and shaking terminal

device.
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Fig. 4 Fluctuation of observed RSSI values in this preminary

experiment.
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Fig. 5 Modeling fluctuation of RSSI values in frequency

domain.
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Fig. 10 Location of terminal devices in this experiment.
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Table 2 Terminal devices used in this preliminary experiment.

HHB PR % REFEHEH  IREFEHERH
HE 1 | EHoEEER 0.88 0.92
W L 2fEE 0.21 0.06
W 2 | EBOBEER 095 0.94
WS 25 0.49 0.03
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Fig. 15 Fluctuation of RSSI values after using bandpass filter.
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Table 3 Evaluation of secret keys.

A H c=18 ¢=30 ¢=09

k=09 k=03 k=15

128 ¥ v MEKT 5 DIZLERIERH [s] 2.56 12.81 1.68
D128 By MAERT A I AT & DR 0.96 1.00 0.22
Prob(0,0) 0.087  0.158 0.065

Prob(1,0) 0.402  0.297 0.428

Prob(0,1) 0.402  0.296 0.429

Prob(1,1) 0.109  0.249 0.078
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Fig. 18 Fluctuation of RSSI values useing 2.4 GHz.
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