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design of network switches that outsource user authentication

KoicHr SAKURAI! AKIRA SATO? KENICHI YOSHIDA® YASUSHI SHINJO*

Abstract: In a public space, network switches authenticate guest users, and control the connection between
PCs of the guest users and the allowed network segments. Such a switch often perform user authentication
based on are used 802.1x and Web forms. Today, in order to improve user convenience and security level,
many new methods of user authentication are developed. In this paper, we propose a functional design of
network switches which allows network switchis to outsource user authentication to external servers to new
mechanisms.
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1 | public class fbserv extends HttpServlet {
2
30 ...
4
5 public void doGet (HttpServletRequest req,HttpServletResponse res)
6 throws ServletException, IOException{
7 String auth =”"..... ” ; /xaccess token addressx/
8
9 req.getSession ().setAttribute(” code” ,req.getParameter (”code”));
10 String at = getAccesstoken (auth);
11 try
12 if (getAccesstoken (auth) = null){
13 if (NetworkSwitch (HOST). allow (req . getRemoteAddr () ,GID)== 0){
14 req.getSession ().setAttribute(” access_token”, at);
15 res.sendRedirect (” /auth/fbcomplete.jsp”);
16 }else{
17 res.sendRedirect (” /auth/error.jsp”);
18 }
19 else{
20 res.sendRedirect (" /auth/error.jsp”);
21 }
22 }catch (InterruptedException e) {
23 e.printStackTrace ();
24 }
25 }
2 |}

3 FI L7z Facebook 77V r—yarnra s T n (B

Fig. 3 a part of implemented Facebook application program
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