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This paper reports on the 4th International Symposium on Engineering Secure Software and System (ESSoS 12), held on
February 16 to 17,2012, at Technische Universiteit Eindhoven, Netherlands.
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International Symposium on Engineering Secure Software
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Tablel Sessions in ESSoS 12.
ESSoS 2012(Bf{# #1: Eindhoven, Netherlands)
Formal Methods
Mobile Devices
Trust

Models and Policies
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Applied Cryptography

B 14 ROFRICRFITMA T, BB ORI, 2R
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2%, 2WIOHTHIZIX Doctoral Symposium 723BEE S 4,
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2.5 ESSoS DEE
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Az8z%. ZOMONEDOEEIHSONT, Eyirarn
A MNEZTOWENDIWDL L, R2DIIITRD. BAT
OETIE, Ky arNOREMREEEDT.
F2ESSoS IZBIT D, v a R OEE
Table2 Changes in ESSoS programs.
ESSoS 2009(BA{f# H Leven, Belgium)[3]

Attack analysis and prevention

Policy verification and enforcement

Refinement and transformation

Testing and faults

Al |W|W

Secure system development

SSoS 2010(BAfEH: Pisa, Italy)[4]

es]

Policy verification and enforcement I

Secure system and software development I

Attack analysis and prevention

Secure system and software development 1II

Policy verification and enforcement 11

W [ W | W | W | W | Ww

Attack analysis and prevention II
SSoS 2011 (B {EH: Madrid, Spain)[5]
Model-based Security 1

es]

Tools and Mechanisms

Web Security

Model-based security 1I

Ideas

Security Requirements Engineering

W [ W | W [ W ]| W |[WwW]|Ww

Authorization
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3. ESSoS12 I BITH%%K
3.0 MEEFAAR

(1) Improving Software Reliability and Security via
Symbolic Execution
[Cristian Cadar(Imperial College)]

VURY w7 FATICE DY T b U = T ORGERAT L, 4
HEWNERNZY 7 N2 T OMESHER IR L, A
5 ANBA%E L 72 — /L EGT, EXE, KLEE O 8 & 34 L 7=

R w7 BITIC R D MR A EHBR b DIZT 5720
(i, NARRE R L, BREERR 2 E MR ol
2D WHEMNB D . N ADEIBRERI 72X A O~ — 7, Phi-node
folding), Irrelevant Constraint Elimination & Caching OFl&
ERIRPHDHZ L EBRLI.

—k, V7 MU =T REEZEB W TEKRRI/ S 7 OMA X
WEETH D2y, ZHIRAED DO T P — 3 »OElIc
M oMEICERT 5. b,

o V7MY =THHDOTH—va s TORRICETD
T DA,

o VIZLMU=THEEN, TH—va L IZELLRREIN
T2 2 DFEB ORTRE.

INOEOMBIZH LT, WEEII/nAF =y 71285
BFEE WO EXF AR L., 7aAF=y 7 biE, 22T
ER—D Y 7~ 7= TAERRIC S o R T o8 E
DERDOWHAEZ T

ZORE, V7 MU 2T HARICESWT T =g 0
IR AT O MBER R, FLEFOMIS, YT MU =T HAR
ETY—varEnERLETRN

BHEDIZZOBEZICESE, RITRTHEEEIIHONT
JRAF v ZICLDMIEEITY, ZOAMEETR L.
® BusyBox &, GNU Coreutils ® PN BusyBox 8 24 #% i

DT DI 2 B,
® ZeroconffLAED A —TF 0V — A EIETH S, Avahi &
Bonjour D#E 2 FEu>.
® OpenCVODY 77 L AEEL [FLL OpenCV D
SIMD fjiift = — RO 2 F L.
3.2 £ v ¥ 3 >~ Formal methods
J# £ Cristian Cadar (Imperial College)
@ Runtime Enforcement of Information Flow Security
in Tree Manipulating Processes
[Maté Kovacs and Helmut Seidl (3£ {2 Technische
Universitidt Miinchen)]

BROU—7 7 —55FIcBWTEESN TS, Web
PF—EAREVRATBERA L VST XML LEDOY Y —
BEEICBIT D, Bl 7 u—RY o Ol 2ERT D
D, TUAA LET=LFTAORE.

EHEDLIIETY Y —BRIEDTZ D ORARBOALAR D H %
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YOFELT, MXOERBIOLE2—DOIEV AT A

EREL, HHR7e =R v AICESSE=FY VT RN

BARUDOBFNZ SN TIRAR T, RIZT XA LE=HX DI

KHRHUZONWTIRR, BFEE=H I LY EH I D RGE
FHOMNILTNAS.

B2 A O BT IE & D B A 1TV, > U — RIS EE D
SARFADR, B/ — REEOTA T 4 v TIZERT
DROIEL D b, EOKEE COHBNTEETH D &b
fFTn3.

(2) Formalisation and Implementation of a Standard
Access Control Mechanism for Web Services
[Massimiliano Masi(Tiani “Spirit” GmbH/Universita degli
Studi di Firenze), Rosario Pugliese(Universita degli Studi
di Firenze) and Francesco Tiezzi(IMT Advanced Studies
Lucca]

Policy Based Access Control(PBAC)FEik D72 DSiEE L
T eXtensible Access Control Markup Language(XACML)7 &
W, UHESHEIX XML RX—ATHD I EnD,

—fRHI7RT X A R T ¢ 2 TIE, MR .
XACML R VU A OFRLRIZ I 1T 5 —EHMEDLRF A
HThHy, =7 —EFEIT N

EWOMEEZ P ZTVD. FHELIFINICRLT 572
B, KRIZBWT, KA RT 7 & XHIHR S
FHEL WD,

FIYZEHOTT 4 ¥, BIUHFEEEND XACML
AND AN H BRI =V EFEEL WD, FEESTE
L LTidJava %, /S—H# & LTITANTLR Z N TW 5%,

EELDEME LY — R, Web ETAB STV S[6].

(3) Hunting Application-Level Logical Errors (Idea
Paper)
[George Stergiopoulos, Bill Tsoumas and Dimitris Gritzalis
(3£1Z Athens University of Economics and Business)]
EEOIE, EVRAT SV = a VNADEY R AR
Ty JHIATZ BT DR IR TS HERRRE( N Y 7 7 A —
N=T7B—R SQL A ¥/ ¥a l FE)IONWTIINE
TEDED LN TERR, 77V r—a U L~V DH
PRAIHESSME(LV: Logic VulnerabilityiZ DWW Cixd £ 0 B
BN T Tl o 7o LR, MO0 7 L— 0T —
27 ”App LogGIC”Z#HEZ L T\ 5.
WETL—AU—7 %, LTFTOaryFRixrr b,
IBM(Invariant-Based Analysis Method): Daikon {2 & %
EHAUMENT &, Java PathFinder 1 L 2 FROUMENT 2 f0 5
B, R LR BT ) r—varOE YR ARD
Tyt s.
IEM(Information Extraction Method): IBM 7> & D1 #t
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L, V—RAa— FpBAR LS IR, X5
AR Z Dz MY RA Y NEMITL, LV 2B
THHERERBICT 5. HADT 4 VL Z KB
WaHT 5.

WS EMREN TV D, BRI LV OFERHR STV
HAZ L RTar® Java GUL 77V r—vavzy o7
M, BT L— LT — 272K D LV 24T, &To
LV MR END Z & &R LT,

3.3 t v < 3 > Mobile devices

[ E-: Wouter Joosen(KU Leuven — DistriNet research group)

(1) Challenges in Implementing End-to-End Secure
Protocol for Java ME-Based Mobile Data Collection in
Low-Budget Settings (Idea Paper)
[Samson Gejibo, Federico Mancini, Khalid A.Mughal,
Remi Valvik, and Jorn Klungseyr (#£:(Z University of
Bergen)]

MDCS(Mobile Data Collection Systems) 27 AMZEIT 5,
ENRNANTNA ZMOFEED T D, Java ME E~Dt
X7 RBIET D L OREFEICHET SR,

Java ME L TOIIEICET 5B L LU T2, %
NENRR A B TND.

W5 AL FR APT OIRIR, & 2 VM FHTH 52

I 0> Java ME (ZH5 540 API % fiff 2 TR0,
Security and Trust Services API(SATSA)Z3%IZ Java
ME OF 7L aF Ao hr—Irkhsl=i, vk
FEREICY R — T DR ERII D .

—F, F—F I —ADRESLE APl Th 5
Bouncy Castle F2%51%, SMB API THDH Z &0 bH A E
VA =R~y RREZKRTHD.

EH DI SLIAPIOA V4 T = — AD I KR
1L, 3L LT SATSA & Bouncy Castle % B4R ]
RRT—X%7 7 F ¥ ZBM LT,

HED ARk

s Lot br E—JEEZ R -7, 2ME
I e 74 77 ) blenZ &inn, =" ET
B AEAERL, WRICEET LI HFAEH > TWVD.
T=EDEX 2T RT vy Ir—RKF T ra—F

HTTPS &, EHOLOA Y U LD Tm haLkiik
PUATREZR AP1 2 EHE L T 5.

X T RA ML=

B — YRR IHEREANDZ LA REE T
7w, = —FWILIZHE S E, MIDP O Record
Management System & O] CHEB{LEN/=TF — & %
MAHEETHAPLEFEEL TS,

INLORGHESHI LS X, YKHEIKD, Java ME 245
Lo —x ROERER L CTOMRETM AT - 7ofE R
L, Tt efEelmE L T0D.
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(2) Application-Replay Attack on Java Cards: When the
Garbage Collector Gets Confused
[Guillaume Barbu (Institut Telecom/Télécom ParisTech,
Parq Scientifique), Philippe Hoogvorst and Guillaume
Due(#1Z Institut Telecom/ Télécom ParisTech)]

Java Card fEEE DO FIR TH 2 3.0l T, B S OILIE
ELT, MIAHR Web Y —NOw L TF AL T 4 v 7R —
Mootk e iz, AT —XyYal s a VD
AENTND.

L2 LEFH B, Java Card fEERD 222 it L 3.0 fTIE,
TTV = a A AL ADHIBRICET B B0 E
BEESNTWDHZEIZHERAL, 77V r—var A&
ZUAPHIBRSNIZbOD, EOT TV r—va i@y
LA TVl SHRHIBRESNARVRRBERIND 22 L&
IR

T, ZTORNEERMICEDHL, FICEHESNY
77 L ATMENRSFEEMNDSG LT, 7TV I —
ar Ty AT UGB LK ERKLL D DT L
o Lic.

(3) Plagiarizing Smartphone Applications: Attack
Strategies and Defense Techniques
[Rahul Potharaju, Andrew Newell, Christina Nita-Rotaru,
and Xingyu Zhang (3£1Z Purdue University)]

BEHEDIL, AV—F 74 RBTFDLT SV r—varo
HEE, Z< BT =T OBIEOFEE L TIThRTn
52 EMmb, AT =T HRIEICIET Y = a ORI
ITHADHENEETHDLZ L aERL, ZOXH>RBGT
TV =y a VHEDTZD DOFIEEREL TN D.

WX TIET 7Y r—v a3 oA F U(DEX EX)n
D, AV RLLT ASTEHSME XK ZMEEEL, AR
NHNL Y, AST BEEE, AST 8L VOFIEEZ AV
EE1T .

AFEICHESSHRIES 2T A DEREL M L, FFAMx 5
DT TV = aHEORND, RBGRT 7Y r—va v
DETHERHIL, BBEE 05%DRREHRZ L, £72H
EEDONIEE & LT HoRAMREREGEZ L 2]
HLTWD.

34 £y 3 Trust

J# F: Sandro Etalle(TU Eindhoven)

(1) A Task Ordering Approach for Automatic Trust
Establishment
[Francisco Moyano, Carman Fernandez-Gago, and Javier
Lopez (#£(Z University of Malaga)]

T 7 AR ORI T v ACB W TRE L 22 D EHEE
D 7E #:Ab(Trust metric)(Z B3~ 2 W 2E.
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FEEOERIOTLDIZ, =TT 1 MO, 2
Z 27Tkt L CTREBEDCIEFAA T E2ITH5(N T A ME, B
NI T 7 TRRATS, ZAZIZOVWTOERE DY
THEAMIEZEHI T 7EMET L2 LT, FEEOERL
ERERETS.

= ARART 4L LT, e-health 3 27 L~Di 237
Stz FEEIZEKORE LD Lo,

() Optimal Trust Mining and Computing on Keyed
MapReduce(Idea Paper)
[Huafei Zhu(A*STAR) and Hong Xial(AFEU, Xi’An)]
Keyed MapReduce % fl\ 7z T A h~A = 72T 5
W 2y FU—27 B $RREORES Web X— D
NZE, {15220 reputation H—E A EDOFEHNIZ & & o 7o)
BHWMEEL, FELET 5, Keyed MapReduce % V>
ThrIAMYA =T ETOIAT v 7L, ZORENDLA
AT EHETIAT v T bk b,
mBYikam L, TREIITEHRIA TV, BRE
idF v oL Eni.

35 _HEEH#AER
(1)  An Overview of Modern Security Threats
[Thorsten Holz(Ruhr-Universitdt Bochum)]

FEE L, TFEOEF 2T 0 LOBBOREME LT
APT: Advanced Persistent Threat Z 281F7=. Z iU, HED
Z—2y MTxF UlkRE L C, Dofkx 72 FIEE B LTI
BANRATHRYFETR)EIT O D THD.

ZoXHyRHEOH L LT, 7T v h—4MH LulzSec &
Sony DIEEIZ I L, APT (3% DEFEL Y X728 L
PREWEB T DL BRI,

LA LZEDO—FHT, WEFBIIHEMIITEHE ST
5 EEFBRLT, FOBBITERSBEEIRICE ST E T
L L bR~

BB 1L Z O Stuxnet R° SPAM O REIZ DV T H Ik,
RBEICELEDL LT, WBHETEENRET -2 a2
HEOXTHTHIENZNWI L2 FHNLVIZ, KBAOR
HEA e T A TN TR EMA D ENEETH D
L&y, Yv—2 v 3 v 7 Workshop on the Economics of
Information Security(WEIS)[7]D B 2 =N L 7.

3.6 v ¥ 3 > Models and policies

£ £ : Thorsten Holz(Ruhr-Universitit Bochum)

(1)  Supporting the Development and Documentation of
ISO 27001 Information Security Management Systems
Through
Approaches (Idea Paper)

Security Requirements Engineering

[Kristian Beckers, Stephan FafBlbender, Maritta Heisel,
(University of Duisburg-Essen), Jan-Christoph Kiister
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(Fraunhofer Institut for Software and Systems Engineering)
and Holger Schmidt(University of Duisburg-Essen)]

FH 51, 1S027001 [ZHERLT DM E X2 U T 4 <R Y
A b A7 L (ISMS: Information Security Management
System)fFEOWEE S 1L, ZNEFR— 95T AT LBHFE
RRF2 A POZLSCHD LML, ZOLET, E¥%=
U 7 ¢ B3R T5%(SRE: Security Requirement Engineering)® 7
Tu—F%&, tXa VT 4 BHEOMEEOTICHE LT,
13027001 YEHLD ISMS MM+ 2 Z L 2R E L=

FEH DL SREIC K > TRRDEHI, HFFEOELSE 2 W
X9 % 7=, Fabian & D& 7 L — A T — 7 (CF: Conceptual
Framework){Z &% SRE A Vv RO EEIEHT 5.

EH DI, ZHUTX D ISO 27001 HEHLD > AT LRI
KOCFICHESFD SRE A Y v FOBFRHAEREE L
ISO 27001 OFEHZ YA — b9 25 2 L3 ATRE & fiam it T
Wwa.

Validation

(2) An of Vulnerabilities

Discovery Models (Idea Paper)

Independent

[Viet Hung Nguyen and Fabio Massacci (312 University
of Trento)]

HE O WaFEPETE 7LE 7 /L (VDM: Vulnerabilities Discovery
Model)%, 3 fiJEH0 Web 77 U ¥ (Firefox, Google Chrome,
Microsoft Internet Explorer) DD /N— a2 2kt L Cil
ML, WkafTo7. od% & -7 VDM (3,

Rescolar Quadratic(RQ)

Rescolar Exponential(RE)

Alhazmi-Malaiya Logistic(AML)

Anderson Thermodynamic(AT)

Linear model(LN)

Logarithmic Poisson(LP): Musa-Okumoto Model

D 6 BETHY, £EF /LD NIST ® NVD (National
Vulnerability Database) & D& E 2 KD 5H Z & Thhdk %
ToTW5.

3) Transversal Policy Conflict Detection
[Matteo Maria Casalino, Henrik Plate, and Slim Trabelsi
(3:{Z SAP Labs France)]

INETORY VAT OT T r—Fi%, Z<BHE—O
7T A(T 7R AEI, TanE )T, T2 R#ER L)
Bt LTER.

T L, BR27 7 ACBL, B EFHTRIEAS
NIEBEOEX 2 T 4R VA BAE DY 5 BRI
MI72 78 U 3 A 8 %%(Transversal Policy Conflict)23 3§44 2 &L
nNnds.

LUm LTI, ZOXSREEPEF=2Y T 1 LOM
PR, a7 IAT U AEREGISRIL, RBHORE
DFFEREEIZ 2 A M AT 5 LIEHE, B2 % HHTCR
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TAHREDDTL—AT =7 ZERELTND.
T — AU =7 TROERIND
. KA A > ik <7 /L (DDM: Domain Description Model)
BHG LD RAAL U ERGLRL, 77 AMOM AR
FRKREZET VLT 5.
o U IZREAFRY A ET/)L(CSPM: Class-Specific
Policy Model)
7 AR/ THRY VA OIERNIEBRIZLDET L.
o  fEZEHET T /L (CSM: Conflict Specification Model)
Mg L 70 %, BEMIIE S 2 ERT 5.
I b EMEYE, XIS L 72 2HWTIE 221, SAT(R
AR E Lk Sh D Z &R L.

3.7 v ¥ 3 > Applied cryptography

JE £ : Gilles Barthe(IMDEA Software)

(1) Typed Assembler for a Crypto-Processor(Idea Paper)
[Peter Breuer(University of Birmingham), and Jonathan
P.Bowen(London South Bank University)]

235 B3 Crypto-processor & FES, FrL 7' a7 —
XTI F v ORRE.

ZEH 5 DS Crypto-processor [(BETF O AILIZB T 28
F7ut oy lidfey), ety P L LTEIRISC 7 —
X7 FXIHESIN, BElbshleT =2 bFEXLDT—
24, HEOLER EHEEEARERRLOTHS.

B TetwyvVomaty N7 —F%727F vix R
Milner ORIHEFRHAE & (i 2, WEZRMEERRFT D L 9K
INTWD.

(2) A sound decision procedure for the compositionality
of secrecy
[Martin Ochoa(TU Dortmund/Siemens AG), Jan Jiirjens
(TU Dortmund/Fraunhofer ISST) and Daniel Warzecha
(TU Dortmund)]

WELRFE Y v X DA% OMBRFEENX, Dolev-Yao
BBETNVICEBWUMRES ARV, FEDLIL, Z0iEH
DEFENE, VAT DOWEEE AT —TF TNV b DT D
DR RTH D4, EFAHTER I Rx B
WY 7 P = THRBICEWTHRICHEHE L 25 L ik
L, KR 2 Ea—2 VAT AORIECEIT D, ARk
HETNAMEDAr—F )T 4 EBODDOFIEIZHON
TR ~7z.

ARFETIE, arRxy MO LTEBRD 7o 24 Ak
REICfE ] C & 2IKTEARZ TOAERL, SRFICITYZY
U—%~—UF5. ZHICEY, R T vFnLOMRHIT
IR AT YA FNRERTZAREE T 52 LT, Wik
DORNFREEEZK > TWND.

ARFFEIZEDSDY — VDO FEEEITV, BiExtg e LT
TLS(IRf) 2 Bs, AOMEDRGEEZIT > TV 5D,
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(3) Design of Adaptive Security Mechanisms for
Real-Time Embedded Systems
[Mehrdad Saadatmand, Antonio Cicchetti and Mikael
Sjédin(#1Z Milardalen University)]

ERFMIPEE B X 2 U T 4 ZRBTRER, AR Y T H
A DYV AT LDTHD 0S OFRFHI DOV TORFFE. I
K LT, ERTIREST L TY XL ZENRIT
5 LT, EEFHEMEEiT.

TTV = a rh, B A ETT O BN U
B, THE TORESLLERRFH OB 2N D 7o v 7l &,
a7 AT XLADF VLT 7 L AR, FEHIK
I ST AT Y AL IRT 5. LA zs L
FRIZE=2 Y 7w xRN EL, v 7Bt 5
ZLT, FAIVTICHT LR BN ESHATREICT D.

WHT —F%T 7 Fx%, ENEAOSE RIZHR$T 52 & T
WL, FHEEIT->Tn5

4. REBEEIZTOWNT

2O a—T 7T, RERRMIZT 7 AD/RY T
ORRBEFETHDLZ ENTRENT. 3 AKRKORFETIE, A
7Y 2= VBN O W TIRIE R EN TR,

5. BhHYIC

AFETIE, 20124 2 416 HE 17 HO ZHE, 7~
FOTA Y bA—7 = TREESIZ, % 4 B ESSoS
(International Symposium on Engineering Secure Software and

Systems 12)IZB L C, ZOME LR LT,
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