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Evaluation of Anti-Malware User Support
System using Queuing Network Model
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With the increasing number of new malware species, traditional malware detection
approaches relying on signature files are being less effective, since it is quite difficult for
anti-virus vendors to keep up with the frequent appearance of new malware species. To
address this problem, a system called Anti-malware User Support System, which detects
malware files using dynamic analysis and remove them from user PCs, is developed. In
this paper, we model this system as a queuing network model. Then, using this model,
we evaluate the performance of Anti-malware User Support System against the large
scale malware epidemics.
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Figure 1 Overview of Anti-Malware User Support System
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Figure 2 Queuing Network Model of Anti-Malware User Support System
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Figure 3 Malware Propagation on SIS Model

~ VU = 7 R4 B 100,000 F(=28 REf)ZIC, BREELmRE GBEIT LY
T TIEYE L= 2 L3 D RE) 131000 BISET 5D, —75, MaggumRE (b 5 )
2, AU TITRYE L TV W ERER) 13 100 BRIZRICIGET 5.

PR R B — EHUCPOR L TV AR, BRI S 7= 0 Ic~w vy = TSR T 5 5
KL B HZ0 I~y =2 7T REERENDMREIHME 5. KA tickiT5
A HF—Fy b EOBYSHERZIL), 2— VR — 2T LIS LT 5 a5
K MEFHEEH D0, AT o TIHERE L T RWERE) 2S'0ET5 8,

BERERIM 72 0 122 L = T ISR T 5 B HUT, 1(0) X scan X ST FEHTX 5. - 2T,

232

For IR R L7210, A v ¥ — % v N EOMEFRRITIZIERE T AU = T IR
PLTWVWDEEZTWVWNDOT, [()~350000& 72 5.

—J7, AU = TRNTHEREN O EITERERIT 10 6 TH Y, TLSERITREOLHE
B, EIHEM L ED TE00 B TH S0, mRT, 60 I 1 BEDEE T, MikE
TWETT 5., 2—FHR—F AT LNOMONEE, £2TI0WTRTT I,

Vol.2012-GN-83 No.1
2012/3/21

RIRFATIELDS, VAT ABIKROR MRy 7 Eled. 20, HWEIRETIX
S'() 1 .
%WWXZxF2=@-KO)

MNRALT D, ThafE &, S'() =102, X 30fEE —ET5.

WIZK 4 \ZHRN~ L7 = TR U2 2 & ok - ERRIFR O#ER 2R
~ VT = 7 OREYLBRA S DR D - BEBREERDZ AR M L T <L RIS BB AR 2 D
10,000 B LRIC~ A T = TICEE LESmEN O~V Y = 7 ZBRT 5121
54,000 (=15 FREfE)FRE D25 .

6.E+04

5.E+04

4.E+04

3.E+04

* RN - ERBREFRA (F))
2.E+04

A - BERRERR ()

1.E+04

0.E+00
0.E+00 5.E+04 1.E+05 2.E+05

ER B2 (B)

4 4 SIS ET /LTI T DM - BRERRF I DO HER
Figure 4 Detection and Removal Times on SIS Model
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Figure 5 Malware Propagation on SIR Model
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