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Abstract: 1t is quite natural for Web applications to request the user authentication from security reasons.
Then users are required to authenticate themselves repeatedly when they use from one service to the other.
The network authentication increases the opportunity for user to make user authentication, too. For such
problems, Single Sign-On will provide the convenience of managing user authentication information appro-
priately. However, the deployment of SSO to switch-based network authentication system has been discussed
yet. In this paper, we propose the implementation of SSO to switch-based network authentication system
and show the effectiveness by its performance evaluation. We also describe the applicability by applying our
proposed method to the other authentication switch.
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Table 2 Specifications used for performance evaluation.

SP/LDAP
CPU Intel® Pentium® 4 CPU 1.90 GHz
Memory | 1GB
0s CentOS 5.4 (2.6.18-164.11.1.el5)
Package | Shibboleth-SP 2.3.1, Tomcat 6.0.26, Apache 2.2.3, OpenLDAP 2.3.43 (—HKs7 %7 >~ M)
I1dP/LDAP
CPU Intel® Pentium® 4 CPU 1.60 GHz
Memory | 640 MB
0s CentOS 5.4 (2.6.18-164.11.1.el5)
Package | Shibboleth-IdP 2.2.0, Tomcat 6.0.26, Apache 2.2.3, OpenLDAP 2.3.43 (FZFE7 7~ >~ M)
DS

CPU Intel® Pentium® 4 CPU 1.60 GHz
Memory | 640 MB
oS CentOS 5.4 (2.6.18-164.11.1.el5)
Package | Shibboleth-DS 1.0.0, Tomcat 6.0.26, Apache 2.2.3

RADIUS
CPU Intel® Pentium® 4 CPU 2.80 GHz
Memory | 512MB
oS CentOS 5.4 (2.6.18-164.11.1.el5)
Package | FreeRADIUS 2.1.10

74T X4

CPU Intel® Core™i7 CPU 920 @ 2.67 GHz
Memory | 6 GB
0s CentOS 5.4 (2.6.18-164.11.1.el5)
Package | Jmeter 2.4

1 PC
CPU Intel® Atom™ CPU N270 @ 1.60 GHz
Memory | 1GB
0s Ubuntu 9.10 (2.6.31-22-generic)
Package | dsh 0.22.0

FeRlE SW
Product | Alaxala AX2400S
CPU PowerPC® 533 MHz
Memory | 256 MB
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Fig. 4 Network topology for performance evaluation.
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Fig. 5 Evaluation results of static account method.
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Fig. 6 Evaluation results of dynamic account method.
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Fig. 7 Evaluation results of registering temporary
account (b5).
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Table 3 Specifications used for performance evaluation of authentication switch.

ESXi #—/
CPU Intel® Core™2 Quad CPU Q6600 @2.40 GHz
Memory | 3GB
0s CentOS 5.4 (2.6.18-164.11.1.el5)
SP/LDAP[I8H — /]
CPU 1 vCPU
Memory | 1GB
0s CentOS 5.4 (2.6.18-164.11.1.el5)
Package | Shibboleth-SP 2.3.1, Tomcat 6.0.26, Apache 2.2.3, OpenLDAP 2.3.43 (—W7 %7 >~ b))
IdP[fifHH — 3]
CPU 1 vCPU
Memory | 640 MB
0s CentOS 5.4 (2.6.18-164.11.1.el5)
Package | Shibboleth-IdP 2.2.0, Tomcat 6.0.26, Apache 2.2.3
RADIUS/LDAP R84 — /]
CPU 1 vCPU
Memory | 640 MB
oS CentOS 5.4 (2.6.18-164.11.1.el5)
Package | FreeRADIUS 2.1.10, OpenLDAP 2.3.43 (GERE7 #~7 >~ M)
F2RE SW-A
Product | Alaxala AX2400S
CPU PowerPC®) 533 MHz
Memory | 256 MB
Ak SW-B
Product | Apresia 13000-48X
CPU EISAN |
Memory | 512MB
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Fig. 8 Network topology for performance evaluation of vl
authentication switch. (b6)
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Fig. 9 Authentication flow of dynamic account method
(modified).
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Fig. 10 Evaluation results of authentication switch A.
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Fig. 11 Evaluation results of authentication switch B.
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R4 BIEAA v FHIEREAEDK 7 T4 7 > MBI S il
Table 4 Worst-case value of performance evaluation of

authentication switch.

7747 v N A] | RRRE SW-A [sec] | R&HE SW-B [sec]

1 0.9 0.3

4 2.0 0.6
8 4.0 0.8

16 7.7 1.4

32 15.5 2.3

64 49.0 3.0

128 71.0 7.6

256 140.0 12.1%

* ZALLTT b ERL.
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