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Test Generation for Equivalence of Access Control List

NoORIAKI YOsHIURAT! and HIROKAZU SAvyAaMAt?

Computer network security is one of the important issues in the Internet
age. Network Administrators of companies or universities filters IP packets
at network equipment between their organizations and the Internet to keep
the security of the computer networks. Access control lists are lists of rules,
which describe permission or denial of packet transition by source IP address,
destination IP address, port numbers and so on. Access control lists are not
always fixed; network administrators change access control list according to the
change of network topology or network security policy. After several changes,
access control lists may include redundancies and network administrators have
to modify the access control list to remove redundancies. This modification
keeps the semantics of access control list. After modification, the network ad-
ministrators have to confirm that the semantics of access control list does not
change. For this purpose, this paper proposes the method of generating test
packets to confirm the equivalence of two access control lists.
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policy network group G2 IPaddressC/mask

policy network group G3 IPaddressD/mask IPaddressE

policy condition C1 source network group G1 destination network group G2
policy condition C2 source network group G1 destination network group G3
policy action OK

policy rule R1 precedence 100 condition C1 action OK reflexive

policy rule R2 precedence 10 condition C2 action OK reflexive
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while ACL1 000000000 do
if 0000000 policy condition 00000000 then
if source 0 network group 00O OCO OO0 then
Ci:=network group 0 00O
A;:=C;
else if source 0 [IPOOODOOOOOOCOCOCO then
Aj:=sourceJ IP OO DODO
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else if source J any 00000000 then
Aj:=any
end if
if destination 0 network group 00000000 then
Dj:=network group 0 0O O
Bi:=D;
else if destination 0 IPO0O0O0O00OOOOOOQO then
Bi:=destination 0 IPO0 00O
else if destination J any 000000 OO then
B;:=any
end if
A, - B;0000O0O0ODODOODOOO PTOOO
Oi0d+100
end if
ACL1OOO0OOOOg

end while

ACLIO0O0OO0O0O0OO0O
while ACLI1O0000O000O0O do
if 0000000 policy network group 00000000 then
if ¢; 00000 network group 000 then
E;:=00 network group 00000000000 IPOOOO
else if D; 000 00O network group 00 0O then
F;:=00 network group 00000000000 IPOOOO
end if
jo0+100
end if
ACL1OOO0OO0OO0O0O0O
end while
proOOOOoOO
while PTOO00000O00O0O do
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end while
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end while
1=1
for 1<i do
0 m=1+1
if 0 mind mex 0000000 then
000000 2000000000 (00000000 sp)0OO
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end if
100100
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