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The improvement of the malware automatic
classification system by enforcing the static
analysis

Tatsuhiko Matsufuji’ Masaki Hashimoto"
Keiichi Horiai’ and Hidehiko Tanaka'

In this research, we attempted to improve the classification accuracy of our automatic
classification system for malware, using static information contained in malware as a
parameter in the analysis process, in addition to behavioral information such as starting
information of malware, tampering information about registries, and contents of network
packets.

While previous research has improved the classification accuracy using packer
information, automatic classification of proposed method uses the strings obtained by
unpacking malwares with packer information.In this way, we found that the gain of run
method is 4.5% in accuracy of family and subspecific name.In our method, we can
distinct the name of the family and subspecific of malwares with an accuracy of more
than 67% by comparing the accumulated data, the behavior of malwares and strings. This
system can classify such malware that can not be handled by commercial anti-virus
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softwares. Besides, it is possible for our method to improve classification accuracy in the
time of analysis is comparable with the one of previous research.
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iptables DREREZFIA L THESE L CW 5. ZOMEER Y MU —2121%, ~ VU =T &%
179 &Y PC (Victim PC) (OS:windows XP) oftt, |4 PC (Control PC) &, f#HT
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5 X4, Bl DNS, IRC, SMTP, HTTP D45 % — "BE X PC OWNICFEE L T\ 5.
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NATA T DHTNAT 2 TIZOWNT Y, TOFEEZBRTE LM AL o TND.

VictimPC & 431X, (R~ 2R 0856 &, FAIHLaWEE & TR -7 5%
Lo TWnD. Ry NU—7 BBERE AT 2RLEIE, T2 ReicEirca
DEICINZ, ZFEENTOBRBMEL R LS WAIZSH D, RITERIEROB e &, 5t
BENDORBE KR EIT L LTH, A ¥ —F v h~Bift LIZIRIE TN 21T
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72, Windows NDZEENIZ SV TIE, APl CALL Z&8k L, N5 OE M & T4
LDTIERL, AT =T 2 FETTHRIEOREL LRSS 2L T, Zb0ES%
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e LTHhitH L, BDB (Behavior Data Base) & L TERiT % (M 1).

%72, BDB 2L, HEOBEDIERNH 50, FNENOMEDIER AL KFET T
fEOTNT 7Ry hO—LFTRTIELTEWLRIFILVIA N OKEAER) .
BDB (21X, &~/ v =7IZxt L, BEHO AV BIZ X 5 A% v VR E ST, T
RBOT7 7 A NNE T =7 BRI N0 - 72854121E, Unknow & LTW5.
SEICHTEY, REEO~LY =7 OFFNIEL LTS EREL TS,

[HASH] Hash value of a Malware binary file.
04999957e3c78e03737cd55a61a7f3ca

[REGISTRY] Changes of registry file observed.
HKLM¥SOFTWARE¥Microsoft¥Windows¥CurrentVersion¥Run

c:¥windows¥system32¥logon.exe
[MD5SUM] Changes of Windows System related files.
Created C:¥WINDOWS¥SYSTEM32¥L OGON.EXE
[PROCESS] Changes of process observed.
winlogon, services, logon
[HOSTS] Changes of Windows’s hosts file.
No change Found
[ROOT KIT] Result of rootKit detection.
Not Detected
[SERVICES] Changes of services observed.
No change Found.
[TRAFFIC] Packet traffic observed.
PORT(2), domain(2), 8998(16)
[MALWARE CLASSFICATION] Scan result by multiple AV products.
C:Trojan.Lineage-80, T:Unknown, S:W32.IRCBot,
K:Trojan-PSW.Win32.Nilage.zh

1 BDB(Behavior Data Base) > —
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Analysis Target

¢ [ virusScan |
ExecuticE
NO
v YES

BDB (Behavior Data Base)
BDB to PDB A ||
—To N list
conversion :

PDB (Profile Data Base

| Hamming Distance Calculation |<—'

| Malware Variants Classification |
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[STEP-1] ~V T =T % FE4TL, 77ANVDKE A, ALY - 2DELH),
N T 4 T DIERYE, =T = T DFEITITEE > THAET BB ZEE)
kL7 —4#~_—2x (BDB) AT 5.

[STEP-2] vV U =7 2#HIRD AV - TAFy o L, HA LI~ 7 =7 DAHE
BDB ~z 5. (SN 720WEB413 Unknown &9 %)

[STEP-3] STEP-1 T/Fjk L 7= BDB 7 B mO HBISHE U A & (Top N list) % A=k
T5. (ZOAT v 71X, BDB DY AR & KIE 722 B HTRE O 5 A T)

[STEP-4] TopN UV X b % {5 T, BDB DEEFELA N T A - T—H~EHL, Zh
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HHTHDLD, TNEEEEONT IV « T —X~EHL, EHoL a—
Fa 1l a— FIC#ED T PDB 247 5.

[STEP-5] STEP-3 G/ L 7= PDB # %M L, AR O &, ik B & % < PDB
NOETO~LY = T ERMONI v 7R BT 5.

[STEP-6] BEBEN I LD~V U =T 2RO TINEREOFEFOBM & LTH
NT5. 22T, BENREO~ LY = 7 NMEREEFAET 2548100
FEEEE OBAEE N S EEZ M E L TH AT 5.

232 FUMEDHIE

FATHFRLTITIE~ VT = 7 OZFBORELMEE HlIET 5 FELE LT, NI v VTRl
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Wi, Z20HEERLICRT.

ZOFETIE, RPMT OFELETIIEIOENELBIMESH, ZD4>DHEHAN
SV TCHEBEAREFR LR EEZLND. W, SHK X, vV U =7 %FET LRI
THHTEZ 200NV N2 tnd, TRODOBHIZT T T =T ONEEITH D
L WEEZOND., LML, ZNLOFEIEITI LD EITHLRVL DR EDEN
NHDe, TERBLMABRDLED Z L THEBENN LT HEERS S, 20k
W, BB TELBEGICE T, DEEZROLELZRDILENDD.
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# 1 BDB OEFEHE CEHEBU CXEE
Element S H K R P M T
Changes observed 3% 17% 19% 7% 96% 67% 82%

F72, BATHRERNE, ~ VU =7 OFETIE- THEL LR (v =T 52 5E
TFLTELND Y - 20RENIEHR, LA M) OESAESR, BE Yy NOAR
L) oz, v T =T OFMNRIERE LT = TIRITIREORT A—2 L LTS
ZENTENRE, BREKEOMENEIADDAREERSH D & LT, Ny h—IFREEMN
L7z, TOREER, FATHE]OFEL D 5 %RESHEOREN EX- 72

ARG FEE, ~VT =7 OFRIERE -~V T = 7 5O RT A —% L LTH
I, FATHFER]I THTZISBINENTZ T A= T (I CTEMHESNTNDE0] v
SR =V DEROLTH D, DHEOBENRM EL TSI EnD, AFEIZEBWT
BT 2T LELND Ny I —ERITHEIAICR AT 5.
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SEATHFZE[] T, API CALL DERERITIEIE L RWT, <L =7 OFETHTE E17%
@ Windows DIRFEN D, /T =7 OFEMEMNTT 5 HFIEEREL TS, LaL,
FEITF ORI A LTI ERNH 5D, FDD, KFFRTIEL T =T 5
BonD LT (API 72 ) ZHAWT, DEE1TY.

T, PEICESAT 2T EETLTELONS T e ADRENEHR, LA NI D
WS AER, BESTY FONERREOBNZER L, v~ LU =2TDETT 7 A VEff
Wi 52 &T, BN CE Lo 7o kibe e & ORI 72 X 2 — U B & iz 7o B
FLELTHWA.
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33 R T7DXEF

AT =T OLENRIEREFINETE Dy & LTE, BUERIZ Ny 1 —% TIEM
ENHE XN RIRE, Ry D —FDEMEEN LTREND 2 2THD. 1 DED/ Xy
B CEM SR ORRIE CTIE, Ak a— RED TR - #Hbsh sz
ENREZ W=, AT HIZITR/ANBED AP 721 LS N TWARWEA RN H 5. F0D
o, TOREBTHELNDLIERIEI Ny I —OFH LS Tl LoadLibrary <
GetProcAddress 72 EDRSNT= b DI LI TE R WEERHY, ~ LT %
SETH L CEEREREIET2OFEH LWEEX RS,

ZLT, 2 B3Ry I &N~V 2T BT R I THILETELONDT—H
PHERPGIFETH D, TIUXEBRITHENTE D FRMRNT 21T 5 BRI FEBRIZIT 9 Tk
THHD, HAREBRBIETE S, B2, w0 =7 OREZ RS 5 7= D121,
<A =7 BFEAT S Wind2 API DA EE TH S, CH[B]TIX. 5 APT &%
DBITMERH D APl OMNBNDHEZ APIHER L EEL, /LU = 7RO FF
MELTREEIT-TBY, VU =T 20T ETHEI-2EEXLND,

Al EBEIZw AT 2T L LTI ELTE, K4 0XE5bondb.
X 4 O OEF 1L 865 MIKHICAMOLFHIN G ENTW ik zZ "L, Ao
FHNE strings 2= 2 R CHIH L2308 TH 5. SCFF0IE 47923 R S, 7538
DIRTGA—=FIZ LTV EEZ T TH b EE LS M S Tuniz

WL IS E S
it

5 ControlPClLinux)
FH {FRrc(Windows XP)

(©2012 Information Processing Society of Japan



T AL R 2 TR

IPSJ SIG Technical Report

%A,

?94 GetProcddress
Loadl ibrary
784 kerne 32.d |
BA9 GetModuleHandled
B37 ExitProcess
BOE GetMoculeF i [eNameh
592 ReglpenievExd
540 ReeClosekey
882 Shel |Executed
b7 uzerdz. dl |
569 Bd. ¥d.2d. ¥d
56T Reglueryialuelsxd
564 Windows for Workeroups 2.1a
hE4 FC NETWORK FROGRAM 1.0
4 WT LM 0,12
BG4 LM, 2¥002
BG4 LANMENZ 1
BE4 LANMENT . O
BE3 we2 32 .d1 |
587 WNet AddCornect ion24
550 winiret .l

X 4 ~u=T7 bl LECES (—F)

STFFN O, TRy TEEATOYA Y= TIZHLTIT). v AT =T
I L7=XFINI 1 oD~V =T IZR UXFANMIELHRT L ENH L7
BRI LT s 2 =— 71295, ZLT, TNOLOSLT =T MH Al
Hisk D el 20 L, SHIEICERS. TEITHIET, &@LU TICFEL
TFFIREDL SEWVEENTWENRNDNY, OB & 72 5 SCEHRRVRT <

X 5%, 865 AN L2 TOXTFINE T T 7{bLi-bDTHE. 0777
v, HEHEICIER SN0 TOP10 1349 570 Mk () 66%) IC&Fh T\
Lot FT-, FOMIZH TOP100 TIEK 46%, TOP1000 TiI# 21% & £ T
WBZ Engnd. LT, EELROITHN 44000 FREH - 72208, Ziidxtg s
BTN TN 1L OULNeNED, BEONRT A—F L UTCIIESDER, R38R
WRARNRTA—=ZTHBEZENDN5S.
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IO FINIEFHT AN OERE B ICRGTEX 52 2006, THEHT-
ROy L LCRIAT B0, SATHFSED PDB (BT 5 Z & C, SFEEE DM
WG TES.

34 SHYEICERT S PDB DAER

<~ =T IZ TOP20 HFEHUND CFFIMBIIE, 0FZHIL, 2 OFBUNIZABAR
MolzE 1 2MhT 5. K6 OEMIZLVY =74 (Nyra), AUNHTLIZE
Thb.

02c978617d306fh10becEb49:1320862 00 00D 00001 0000000000
02487 ebB0BTc102564801862:2d9676d 0 0000000 000000000000
034650aeb12fcd]83abaleThebbdd886 000000001 11011111111
036cf2d195h0811felBelBlfbicadeb0 0D 01 011 1111111111111
05c3el 987 0e38e0a2falTSff0085114a 00001 011101111 111111
03d65615a8a6165d1cd031ded?IIL4 0000001 1101111111111
0472982006398h 52251 d87ebbd30dbf 00 00D 00D 010000000000
0496del129dff0ededBacl3f4dbib3b 0 0001 1000000000 00000
04999957 e3c78e0373Tcdbbablaflea 00001101 000100000000
NENZR2AA4T ARhFAF2TN2a004RARA OO N DO NN AN NNANNNN

X 6 $RETIETIBMLIZES O PDB
T, NI U THBEOFFIZ, XOR (HEBYFHEEFD) OFFAELTCWD, 01D
BE2LIEY NFORETL2ID G, 16 8ICEBR L FLOTHEAETIZ LIS T,
HEEEZM ESETND. ZOMIZHLT —F VA AP/ EL 720, RRT< o
W5,

4. REREER

RETIE, 32 OMBETHH LIEFEZBEAFO AT NMTEBML, FITH%E» 5
LNDEMIRATORER L, Bl RCBML-ERZ 2T, —BROEHAZITH. £
o, ABFROFIMEEZRTIZ0IT, ITHFER]ITRESN TV DI HE TIE L OLkE
f1-7-.

41 REBRT—4

SFEATHRGE[2] TIT o T2 328k T — & 1%, JeATHRSE[L] O & Sl v A7 A s L, PDB
NEB LTy Vil =— 7 L5~ =T 6828 MR E G LTV B8, ZJK
I TIEZE DRIEDOFTH Ry =R TZ, 7 o3y ZIZE LT- 865 i
WTAT .
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K 2 JATHIFE & OXREHPHDEN

At PE 77 A VT2 Ny B—BLrb7i Ny B —nB¥HBITE
Wi TRk (T Ay 7
3R 7= B )
UL APIRbSE 3 6828 109 4997 1722(865)
X4

~ VT = T OLIE, B4 (Family name) & #EfE 44 (Variant name) DFLA G L 72 >
TWDHH, AUCHEEEZSGE LTS, SEOBEHEARAICE - TRELZLERD T
EBRDPoTVD. TEAEICRNTY, HDv AU =T OEENEAIZL - THO
R E LTHOBEESN TV AHIZERL TV Aa.

FATHRZE[]TIX, ~A v =7 6828 MKz Hilkd v A v ARG (Trend
Micro:VirusBuster, kaspersky:Internet Security, Symantec:Internet Security) TAF ¥ >
L7-#s5, mbE < HB LT, VirusBuster D A% v U2~/ =74 L LTHIH
LTWa.

42 REOFIRE

BN, HATHFZERI THW BTV 5 B3 C VirusBuster & O —ER A2 HH L, KIZ
AW TRET 5T 5% PDB IZMMZ T, BE-BREOEHEZITV, EITHR]T
REINTWDLFELOBEEITY. FIRIZLLTO@EY THD,

[STEP1-1] Jefr#fzeE2l TIRE &N T 5, port100, md50, hostN, rootN, sveN,
file, peid D AT Y « F—X Z I —BEOHEHEIT .

[STEP1-2] AIECHRET I~ T =T OXTHERNHizeh T IY - F—X
ZIBAL7Z, port100, md50, hostN, rootN, svcN, file, peid, str20
PHEL, —EEORMLEIT.

[STEP1-3] STEP1-1 & STEP1-2 O R A& R4 O—BoR L iifis O —HED 25|

ST, iR EIT .
b FE O ALER - [RIFE A1 (A28 1~10 fE R o> 10 [E]4k 0 3K

43 REEER
o R

TANZEY 7 N EO—BROBEHIZIE, BAN—KT 54 L, HELE TR
SERIIC—ET HLED 2 IEIC W T T 7.

AT IRE T 2 FIE T, BN RE 2D~V D =7 OENEZEOGEIC
%, PDB O OFSEEOBEEEN L WVEEE L THET . 2O DEEO R
DB, DEORBEICEER 525, ZORBEWRT LD, FTREMENE LTRA—
HRE 7oy FLEHEREEZ TRICRT. K7 T, ~ vy 2T OR4L O —HRE/RL,
AT ZETIL 55%~80% TH ¥, IRETIETIL 60%~83% L 72> 7=, T 46%DFE
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FEmEAHERTE. K8 T, v~V u=T7 OlELO—HRERL, FHITHETIE
46%~T5% T V), TERFIETIL 50%~80%L 72~ 7. I 4.4% % DR EE M b ASHER
T&7-.

HEeo—HE
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80% %
77%
74% A s
71% /r /’/',
—  68% —o— SEATEIZE
o 65% 1F - BEFE
® oul L/
i
56% ‘/
53%
50% : : . — . . — .
1 2 3 4 5 6 7 8 9 10
EIFE{E{FE D TR
7 REO—Eek
BELO—HE
81%
78%
75% f_zﬁ
72%
69% e
i g f’ nd o
B oean / —— FTiTAZE
G Vi 4 = RETE
57% //
54% //
51% 1/
n/
48%
45% 4 . . ‘ . : ‘ . : .
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