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Detecting An Encryption Key Used in Malware
Communication

Kiyoto Kawauchi’ and Shoji Sakurai

In recent years, new type of targeted attack has become a significant threat. The attack is
done by malwares which infect into a target network and are controlled by an attacker in
the Internet. This type of attack is so sophisticated that can avoid being detected and
prevented. So, if such an attack is found in a network, it is highly probable that some
secret information has been leaked. This is the reason why identifying the damage of
information properties is needed when it becomes clear that an attack has hit the
network. To do so, the incident response team of the network must find an encryption
key used to encrypt messages sent by the malware, and decrypt all messages by the key.
We propose a method for detecting an encryption key used in malware communication.
In our method, the malware found in the network is executed on an emulator and its
message decryption process is recorded to an execution log. The recorded execution log
is analyzed to mark all memories accessed by the malware. And finally, candidates of the
encryption key are identified by tracking dependencies among them. This work is
currently concept level, and prototyping and evaluation are for future work.
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GetKeyCandidates(P, FS,TR)
AT
P HHNT A=A
FS : 7 — 2 {KAF BRI I NG
TR : FEAT b L —2FHn 7
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K< ¢
Q< ¢
for each (address, d_line) in P do
exec <— FS[ line =d_line ].exec
Q < (address, d_line, exec)
end for
QDHEFE, exec DEDIEETHE (BMT) — Gilern
fori=1to N do

i
i

A A S e

9: for each (address, d_line, exec) in G; do

10: A < GetDependingAddresses( address, d_line, FS)

11: ADKERE, T RUVANEFHG L TWNDENE I D THE Myl

12: for j=1to L do

13: Kj<null

14: M; D4 B (addr, tr) % addr JEIZ Y — N L, TR[tr]2>5, addr &
S LT RIS RS S L7l & K ISE R

15: K< K U {K}

16: end for

17: end for

18: end for

19: return K
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HDET—HERDO TV MLERHD.

42 ToAEEHREROYS X
AR ITATIE, KEFEBEROB OO, FFET P L—AFRITKHL, ZOKRA
TORFERRERERFFLTND. 207D, FAT ML —RERR 7D, %HEITRD
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GetDependingAddresses(addr, tr, FS)
AT
addr AEVUT FL A
tr AT LR TES
FS T — B ARAT BRI A
RV H:
A CRIFT RV AR € T RLVA X bL—2f7HE

A — ¢
F < FS[line=tr]/FS O T, line=tr Td 5 EWFE % KT
D < {(m,i)|(s,m, i) € FRNOEFHFRMESR A s=addr}
if D= ¢ then

A < (addr, tr)
else

for each (m,i) in D do

A < A U GetDependingAddresses( m, i, FS )

end for
end if
return A

e AR AN AR >

—_— O

X 7TREEBRTF = — DL— R MIHHAET T FL2OHIH

FEREOERFEMBERZEFLRTNVER LR, ZhE2WET L0, £3F
TR —RAERICKT L TE, DO P L —RIZHIET A~V ViEMGICL > TEHFEN
TRFERIERTZ T 2R T2 HERE L LND.

L2L, Zokd it XNz2@A Lga, AT VI L UKEBROH 5
AEYERET DS, T X EFHEREREEEFIRLILERH T 5700, #HE
BRH KT HREERD H.

43 HHIIh-BEHOEDR

AL TN T, EHOBBEMAIH SN TREERSH Y, T Ho ENNAAY
DOEERDOIFE CHREIT) ZLZBELTWS. ZoEEZHELT 5121E, #E
BRI LI E2 02 A CHET H2LERH 5.

—ODPT Fu—FL LTI, E5E2TLEKREGONT-T =20 T & LM%
ETAHFANREZEZ NS, UL, BEICRII L TEIRELNZREICE, F—&
HIZT A2 MERCMT 00T — X EENHDN D 720, HE IR LA I,
FUTLERTNDEFHINDTZDTHD.

T IMERETAESRFEE LT, BEOEHT7 VI X LaEEAL, E
MREMET D HENEZOND. TOT—X, BIOESROT —F 2% 2 L@o
FERET VT RLZHWTERL, BEEROT —X 2EM LIEBAOEMRE T — 2V
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A RN, BEROT —X & [EfE LIHE OFEMEERT — 2 4 XL g LT Is (f)
ZI1E10%) U E/NSK RoTe B BITEBITR LTc L BT, LW oTlc FERARE
Hbhs.

5. £&8

VAR, P HE A V7 T OB R AL 72 & Bioh 2 B o £ R 58 3 v o),
ENEHbLTHRINTEY, BEATREELZTLIT, ERREHE L TEAESINT
Wb, TOXIREHRLEL, TUoFUANARY T NE, ERMABEOEX =Y T ¢
KR E AT D X DB TN D728, B - Bl E4T ) Z L AEEL <, AR
L e &L, EBRICHERFZVHEEL ST TLE> TS AREER W

FO, F—HMMNKELZZ T T LE->1254E, WRLREET 25820972t
KEFELDOLEWITL T, EBIZEDEL I RIEBENPBN T LESTZODERFET HH
ERFELESGARAIRERDN, FOLEDITIEIAT=2TICLsTAyE—J1Tish
T b2 fRE, EXFT— XA ETTIMNERDD.

AFETIE, HEARSEIC L AE®RIF VA LIS, BETENLIRAVLE
BWMEHTET D20, v ATz T7MER LIRS {b# 2T T2 FIEEZRELE. A
FHRTIL, v~V =TI SUEEZITOY, ZOAMPIIT 7R &SN~ LT =T
NEED A& U B OKRFBRZ T+ 5 2 & TROBEME RS T —Z OfMH%E1T 5.

AHXTHE, ATz TNTHEASNLIBESb#EESFRIFE—CTHY, 1on—
Ra—RENTWIBAEICOARBEHATRETH D, ZNLANDOHEITIT D RAEICS
WCBREToT. £io, T— X EREBBRERO T XEET, S 7 s s
DR STRITHWTHF L=,

A%, RKFRICHT HRUME, FMZER L, KHFROERHEIC OV THERL T
TETH 5.
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