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SPE Observer: An OS Monitoring System
Running on an SPE in Cell/B.E.

TAakUYA NAaGATAT! and KenicHl Kourartf!

Recently, operating systems (OSes) are often altered by kernel rootkits. Since
security software running on a compromised OS may not run correctly, it is
necessary to guarantee the integrity of OSes. In this paper, we propose SPE
Observer, which securely monitors an OS from an SPE in Cell/B.E. SPE Ob-
server guarantees the integrity and the confidentiality of the OS monitoring
system with the SPE isolation mode. It monitors the running status of the OS
monitoring system with heartbeats from the external security proxy. It also
schedules the OS monitoring system to prevent one SPE from being occupied.
According to our experiments, it was shown that SPE Observer enables detect-
ing the alteration of an OS and that the performance is improved by scheduling
the OS monitoring system.
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