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Abstract: Users hope for secure environment in the Internet that is social infrastructure. However, cases
where information security measures are not executed even if users have the execution intention of infor-
mation security measures. For effective information security measures promotion, researches of individual
behavior and the decision making based on the social psychology has started in the information security field.
In this paper, we conducted a questionnaire investigation of an anti-bot measure based on the research of the
psychology of the persuasion in the social psychology and analyzed the questionnaire investigation. Factors
of the persuasion message of Protection Motivation Theory that influenced the attitude transformation for
the anti-bot measure were clarified. In addition, the knowledge of information technologies influenced the
attitude transformation by the persuasion message of Protection Motivation Theory.
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Fig. 1 Process of attitude transformation based on persuasion

message.
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Fig. 2 Questionnaire process.
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Fig. 3 Relation between execution intention and factors of Pro-

tection Motivation Theory/Collective Protection Moti-

vation Theory.
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Table 1 Number of respondents by sex and age.
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Table 2 Results of Logistic Regression Analysis for factor of

Protection Motivation Theory and Collective Protec-

tion Motivation Theory.
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Table 3 Number of respondents in each group of understand-

ing level.

[C9=4 0. 184 2 30 405 5 M
BE¥r | 153 A | 614 A | 855 A | 346 A | 125 A | 161 A
e 6.8% | 27.2% | 37.9% | 15.3% 5.5% 7.1%

Ty BET 2 EH & LT, RRMRH & o A R RBAIDME O
ZR LY bRFATEMISE L 52T D, FRISHRYTE
RN, BUEAREL 8 OEAMO LR & AT m <, s
TR VEELZ 52 TWD 2 EDHRNIRIE S I,

6.3 IBHRI/MOMERICL 2EELTRICEZ DT
6.3.1 EREDESR

PR OEEIE, Ky MIETA 52007 f ADEEE
Lo TEME L (0~5 ). 72721, 74 LS DR
HHO [ EHBRTE 2] 12 [l 527220
FL, RSP HBECTE o2 dbnL L, BEEOEE
L7, BEOREILoBNERI, R3DEBYTH
D, ZMEEEOTFERIZ 20T HTH 5.
6.3.2 IT AX/LDEXR

IT AF VOB, FRSIHTOE 1 EFRGLE2 F
B D& IT AX VIHHORE (R 4) 226, ESNED
1 RS LS 2 FRAEEERHE L TR 7.
81 FE, TRTOAF VB ORED T T AIZEE
s b7z, 61 FRSHERIENE, 1 2F =%y}
AT &N AFVSECERHET 5. 51 EHRS
BEOSMELEOTHIE, 2437 Thol. —F, £2
T, V=T A VAT T ERENLET T = 3
R — VY ZADOFH b HIEE QRN T 5 A

i

© 2012 Information Processing Society of Japan

£ 4 IT AFVOERGHH OFER
Table 4 Results of principal component analysis of IT skill.

IT AFNVIEHE | %1 ZRSORK | % 2 TRSOREK
1 0.668 —0.262
2 0.729 —0.379
3 0.690 —0.381
4 0.703 —0.307
5 0.767 —0.046
6 0.721 —0.172
7 0.789 —0.216
8 0.603 0.488
9 0.623 0.539
10 0.608 0.495
11 0.560 0.587

x5 BMHYEENELO 2 BOREEOHRE
Table 5 Results of the Mann-Whitney test of execution

intention.
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MR | BB (541) 2.13 0.02
Bz L (1,713) 2.04
AFN 1| BEHBHY (541) 24.39 0.93
HX7Z L (1,713) 24.36
AF N2 | BHHY (541) —0.76 0.43
Bz L (1,713) —0.79

ENTWAED, &2 FWASHENEVE, V= v )L R
TATEMHT 5 AFUNENEFHIT 5. 5 2
HOZNMNBERDOFIGIL, —0.78 TH - 7.

6.3.3 XMHRETERICE A 3 BRITMOMB DR E

XS FAT I AN DIERITMT O HFR D BN B T
RER 5 IIRT.

MR, ARFETERO [ERHY | & TERZL] I
BWC, [BEMH Y | O/ TFHOEBESEroT. 512,
B35 2HEORFMEOMETH 5 UM (Mann-Whitney
BE) ICBWTOHERBOENH L (BEl © 0.02 < AEK
#10.05). THICEY, BEREIIRETEMICBWTE
BLTWDZEDRIIORE Sz,

—7J7, IT AF )WL, 3PRETERO [BERH Y | & [EX
ZLIIEBWT, BRI Y | ORI OBz E» o 7.
UL, 2% 5 2BHOREMOMETH S UliE (Mann-
Whitney #%E) 12BWT, AF)V 1 (MEllE 093 > G5
KHE 1 0.05) & AF)V 2 (MUEfl @ 0.43 > A EIKYE 1 0.05)
EQICHBOED oz, THIZLY, IT AF LA
FITERIIBWTHEEL TV L WA WD EASKEmIC
TR ST,

6.3.4 [HEENHEIRSE - EAMBIESEROMLITE %
MET 3 ERICE Z 3 1BERBMOABDORE
HREEDSEATERICHE L TVWA I EATRIBE N &
25, BhREBRE R - AP REEI R ERG OXHLATE) & BlE
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x 6 HURENSSO 6 BOREHEOKE
Table 6 Result of Kruskal-Wallis test about six different

groups of understanding level.

BlEEREH e Al
A SRR 0.00
ooy A R 0.00
BRI 0.00
A N FRA 0.38
FATRE SRR 0.00
BRI 0.00
FEATEE TR 0.01
BLETRR 0.00

FTAHRERIIBOTLEELTCVALESHTS. B s
PREELT R0 6 BEIC BT 2 D rEBh iSRRG - £ AP RE By R
AOXWATEY & BlE T 5 K ER DL HE (Kruskal-Wallis
M) §5&, A MRMUANOBERICEEDEDHDH Z &
Mo (A NRMPAOTHE OMEM < A EAKYE ©0.05),
PR A PRRAMUAN OB EERICEEL TWDH I s
MATIYICRE Sz (R 6).

7. ER

Ry MEEBIE L7277 — MRAICE Y, FIHEZEA
DRy PAFRHEEEZRTHE A v = VICET AFHEBE D
EERORER N L7k REL S, FEEREICBIT 55
BAYE=VDHY) FIZONWTELET S,

Ky PAPEO W FEITERNEE LR 5 2 5 IR
E AT REBY BB O X AT & HlE 5 B & 0T L
ToRERD S, BhAEBIR IR L D D BRI O
BHPNDPE N LS PR o7, ZhICEY, i
Ay —IIE, ERIW S ATEI 2R T B e 7T ¥ — v
TAHLIENRRENTH D EREEINL., ZohTh, FIL
AL EATHEGRRAMAN RETERHICEE L TwL I L
Mo, 72 ZR, BEAYE—VOZEZHED K Y MIC
L BBBDOIE b o>TEBY, KNy MAEOETICE
b L a2 R IELNER, £ OFHBEAEY k
WA ETH LR SELNELFEA v = VICiE#i
THZEDHREMTHLEEZOND. T2, R
DA FEATEINDOEENE N DS, FEA v -
(ZAHATENIC & o TERBEZDLL - RIRTE 5 2 L 2FIHHE
DR LHBEDLZEIRRNTHDEEZLND.

Ry MIEONFEETERHD [H0 | [ L] D 2FEICH
WT, Ry MIBET AR EEEL WL Z L SHL
IZh oz, E512, BRELTERA F V2B 2 & [H
KelZ, REEZEAED TR AIZBITS [RETHNED) D
W (1) ISR L THB Y, BiEshikisg - £AnPhE
BSOS WATEI 2 BlE T A2 ERD 9 6, 3 X FRAILL
HOFTRTITHE L TWALIEDPHL DI G572, FD7
B, A MBHMPSOMEER T, Ky MBI L CHF
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TAHIET, }MREMERD [H0 | Lhedb I ehmmsh
7oo IANBANIAR Y MCBELTHEHML T, HIRFETD
THBBERPFHEIZTA N E LTERL SN0 (R
PREL TV E )RRl sN S, Th
LE25, Ky MR TIE, SHBA Y-V OFETE—NV
LT, FIHABICHBESIELZEDPRENTH S Z EHUR
Ehzz, 728z, Ky MIEgELzayEa—5 OFf|
MEIZ, Ky NOBER Ry M EOEHRE T, 2T L
FIHT B LR, BEA v b — VISR R S
VY EMAZAZENHENTHLEEZOND., T2
FRTHRARZ2 & 912, BB - AW EE) R A
O WATE % BIET 5 BRICB T, SRR FELITE
BUCHR VR 5.2 TWA Z e, FRICKR Yy Px3EFE
DEIREZDIHPDRTLHASELZEDVHENTHDLEEZLS
ns.

BAELH LWTFEORESHBELTBY, T oW
BI5IL, AL L TV A 720, Ky b sE TR EE I H
T2 DB ROFRNELLZ DT VL o
TWh., £D720, Wz BETHFHBEDEHE L3 »
912, Wit Xx ) 7 1 OEMEPBEOBZB AT HKD
HMEETER LY, ERERBEERLIZYDL, 500
R LIRRT AP EEICR->TLAEEZLNS.

AR OFATIE, HHREMOMEED IT A F VDS %
TEMICEEL TV o205, Ky M2 Igs 27
DDAXN (72 z2IE, Ay NT—=2RV 7 7T DH
W) ERBOHH CTHIIFETEHICEEL G2 L
Z\un,

8. BBHWIZ

KT, Ky MR ICBIT 2 ETEE G0N EEH
& LT, HELHZEDOT 70 —F 205 ER G % 4%
LT, BET Y= )VIZX B3 ATE) 212 4 5E BN % 1
LMICL, EEBEEOHESEA Y-V 0H ) FEiRL
7z, BHEEIREEGG TIX, Ry MO L) REREEOH
ZUIZBWT, HIREMT O L L CHBES R L T
CZERWOLNII L 2L, KON OFERIT K% A
YH =3y MIHEENRELZDDIZIE > TV EWE
CIIEEDSVLETH L. T, AIDS HF I T 5 HIV &
WATEYE R OFFE (18] TlE, BIERGFEBIHEIER [10] O B
BH (FAIEDOFH X v EAIREV) BHVLNTWVDS,
REFZE TR O RN & L CERRY — VETICE B~
VUNTITNVEMDE R SN L, WEERAOERNE &
L7 o= MR BOME L, EHICETLVORBRILE
X 7z,

THHA AT, BoRESHE L, 2o OFH % FIH
L7277 ) r—a vt —EARHL IR & T
W5, [EIZ, ZN607 7)) r—2a R —EAICH
HLUZ-WESEAELTBY, R AT 572008
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T ERIR O HRRD LB L 2 5720, FIHEOREH
BIERAMT OBE R HERIE s EECTH L. F72, 1HHRE
TIVEETIE, HREROSHRTEILT 2 HHMET IVICE
WC, CHIBTT 25T & OBMRIREICRAE NS L L L,
BB THIELWITEISEND X ) hERH
RREE A H R AN T > Twa [19]. Rt Fxa)
TAFRIZBWTHFRBOMESLETH Y, RimCIZR

U TR & D38 72 70 5T 0 U 3 2 5 10 TR LT B LS 2¢
L7120, SRR v k=7 2L D CBEEAR OOk A
2B 5 (BT 2 ERoMEE] (K1) ICET 205 % 16
HEHEILIZED, SHIHENEHEA v E—TVOHI A
ERORUREE 2 5.

HE OAWFZEIC, EEACEATWAZEE LA, O
BEBH (KT, 5P F— 7 it L T2 72 &
L7z, MVATBOE NGB ERE O BRI, AT
BHOEYET 5.
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