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Abstract: Encrypted communications are absolutely essential for the secure provision of services over the
Internet. Compromises of the security of cryptosystems, however, have become a serious issue, as im-
proved computer performance and the discovery of new attack methodologies gradually erode the strength of
the cryptographic algorithms that underpin encrypted communications. Protecting against compromises of
cryptosystem security is critical, particularly for service providers, not only from the perspective of assuring
information security but also from the perspective of assuring connectivity with the devices that access their
services. In this paper, we discuss the importance of the effective methods or tools which protect against
compromises of cryptosystem security in unspecified users by researching existing studies. Following this,
we confirm the importance of promoting the proactive implementation of cryptosystem security measures
by service providers using the stakeholder classification and the findings of a study on the present state of
cryptosystem security measures. From these findings, we propose a new straightforward method of deter-
mining the available cryptographic algorithms within a given security protocol to reduce the complexity of
the identified steps. The proposed polling method is shown to simplify the determination of cryptographic
algorithms by observing the cryptographic algorithm negotiation process between two parties, such as a
server and client. Finally, we apply the proposed polling method to the SSL protocol implement an SSL
cryptographic configuration verification tool, and demonstrate the polling method’s effectiveness.
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Fig. 1 Cryptographic settings on government/administrative servers.

© 2012 Information Processing Society of Japan

476



BEAIEF =R EE Vol.53 No.2 474-484 (Feb. 2012)

140 160

Pl

60 80 100
\ R R S
Nov 2008 0 2 :~:~:~:.:’:.:~::':: Shase
ov- setrseen Ul g
\\ SRR s s s S s e
05

Q&éﬁ&”? 2825

eteled

%
2K

0
Gt
o2
2

2

(0%

25
%5
b

25
2%

st
e
OO
s
taolete!
s
053
tatatetal
052525
CER
et
s

0 siol

=
~

‘

5
g
=
D
j=1
=]
—
.
<
o
“’”&00’:’
Socses
'..0.:.:*
R
S30sss
”:’:’.’.’:’: *
A
SRR
o

X R XX

e
240%
5
25
Se%s%e
243
2484%
33
fatetel

Q

0:
2
2
*els
0%
ele
ot
e
2%
2%

<>
R

Setitatets

%ot

0 6

M
R
Fels
aels
\ \ nn"ooo‘o detets
2 Sssass '2’
Aug 2010 3 e “03030:0‘:‘:
S50 #bé 205
BEEIIKED
m LS LIS b

m SHAL with RSA 2048 EV ¥ SHAL with RSA 2048

= SHA] with RSA 1024 EV % SHA1 with RSA 1024

m SHAL with RSA 1000 MD5 with RSA 1024
2 Y= NGERAFETHEHL TV LS

Fig. 2 Ciphers used with server certificates on servers.

0

bt

%

%

% 3

% 2%
s

& BB

5%

'.'
S

5
fols
0‘
J
X

5%

20
fotes

oG
bots?

55
25

fotes

25
e

5

oo

oo

55

i<t

gosatets

55

5L

R
—

90
"“..
Ttattate?
Patolatatets
PTnatatets
batatatatets
batatetatels
Gt aete
B
SCR
56

55

25

25

5%

= NFERAE O LTV B 551220 T 2008 4, 2009
£, 2010 £ 3AETHB L 7245 R4 B 2 12RT. FIHWT
HEZ W55 7V ) X L DGR & AZAERIYIC, 2009 4 F Tff
& T 7z MD5 with RSA 1,024 [bit] O 25, K2
WAL Tws, $72, ZoOFREFERT S LI, SHAL
with RSA 2,048 [bit] DFHAEML TV 5 2 L2505
B, WEROT — N FEHE I AR THSRE T AL
EV iEHEDOM RO LAMME 5N 7z8, TR
fEFR xR Cld e < = NFEHEOFFEMEN EA B & 72
LDOTH5.

3.3 BERA

3.2 HiOFRAAERL, = llO Web 7 7)) r—2 3~
BT 74NV NEEDEE, HDLVIEIXRYIHPERELIE
WEEEDF F SSL H— N EEH LTV RS D B [5)
T EERRLTWV S, [HHRLEIEEMRE (TPA: Information-
technology Promoting Agency) 124 % &Afifia LT\
W = N OIEFEESBIEORE RME L 2o THED,
OpenSSL [14] DV N—2 5 ¥ 2 FIH L TR a4 4 b
EUGEEZ LCTW5 (15, b i3, 1 ETHBRRARSEh
(xR AT — CARE OB TEN TV LHIR Z AT 5
WRTH 5.

—HT, =/ GEEHEOFAR R, FIHTERRRES T
T XL OFERER L SR, B faia bt ik otk
TRRLTWA, Y — \GEBEL TS 5 k05, Rat
DK 7 )V T X L% A 7252 % i 58 ﬁhmt
I EDERTHL., S5, K5 IR R i 5B
RN & BB S ETRALIC AT § 2 i oA 3k hﬁ&&[LH
(2, B = GEE R ST A RSB A UGB L 4], it
FERBELHRTH L. INSEEFEIMMEICHTT 2 M=
ERAEFICHVHBEO ) — FIcX Y, - RiEfMEEIC
LoTE, AT, MHMICH SRR LRSS Nzd D
LR ENS.

3.4 Y—EXRHFICLIHEROEEM
HARNZ B 2B 5 fEIAbx sk O FRIZ, —  FEHEN

© 2012 Information Processing Society of Japan

0 20 40 60 80 100
=T
Augl0 31 116
E|
EDES-CBC3-SHAL ImRC4-SHAL
RC4-MD3 = Unknown

& Connection failed

3 IE7 (Windows XP) THIH SN BMES 7 )T XA
Fig. 3 Cryptographic algorithms used with IE 7 (Windows
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Fig. 5 Conceptual diagram of the security protocol negotiation

process.

Lo THRIAATTREL %2 5.

X5, EFa) T 70 b aVOMPOBRREIZBWT,
BEZLEZVW2HE (UT, ¥y—=nN&274 708 5, B
HWwo CSs 7B 7 7 A VERRT A, £ LT, TOHFNPL
B ICFI T REZ: CSs 24l L, Ay i3 (IS 3 5
CS % 12BN 28 (DT, ATy —T3v) 2ffo
TWh, AT — 3 v OBEZH 5 [2RT.

5T, £fTvT—3arilioT, y—nNEr 54
7 >~ M7 CHIH A BE % Cipher Suite A & Cipher Suite
C »9H b, Cipher Suite A BRI N TV 5,

INSYFL)F 07T INVOEERICES X, Bk,
2w NTFICHERT 5.

B wHedrEeFa) 7070 s 2V TR
o TWh CSH—E i ca sz L.
BN HIBHEDOIIAT NV T I T TN F

© 2012 Information Processing Society of Japan

v T VTSAEID, RAEIIERIRE S CS 5l
mc&sz k.,

D2 ODEM AN TMET LIRS, £, T
B CSs /a7 7 A NVEHEBIER L, £ % HwTEX
= NEDA TV T = a2 F G352 954 7 b2 M
ETLHIET, £ED CSs 707 7 AV EFEOEEOIAR
W7 I94T7 Yy MIEAAT -2 a v 2FEBTHLHO
Thb. COMETHEE, UTOL)I22 00T M%7
L, #ilEzE LTS,

TR 17120V TIE, HAKD CS DA TR Sz CSs 7
077 ANERHOEEs IS4 T b e, —EE LTI L
W CS B L CTHET S, 2LT, FNBEr 5947
YEDHEEE LT, Y- NEDR T T~ a Y EFEITT D,
ZORER, =N O FEEICHRY LG, 0 CS
FtF a7 7u I VNTHANECTH S LHET
&5, ZO%CSOHERRIZLY, ZOV—NTHHT
BE7 CS OERO—E N TE S, dbedbe, £F )
T4 7B MV, BARCSEHED2 AT M-
WNEDBEZXERT L2012, EODESHEED CS 25,
HBIZHH TR CS 2ET A AT T -3 3 Vit
BAiLTWA, L7zdoT, &2 TRAMIZHIE SN 51
Hix, g SNz CS DIERDATH->T, 1T T— 3
Y OMIECTHERET A% CS & OEERTT S OEHRITI L T
LEoTwi, AFETIE, ZOMHE TV LERTGO
A& M 72012, BERWIZ CSs # BAL L7227 94
TUMIEAFTY I -2 a Y EETTLFRERMLT
W5,

FE 2 120w, BEDIIAT Y MY T 2T/
N=RFZT7DCSs 7u077ANEEELCSs 707 7
ANEEOEBZ SAT Y Ve, ELLZWEED Y I4
7Y MIGLTHET S, 2LC, ZhBERBZ 47~
MR LT, = NEDATY T -3y ETTA.
ZOFRER, =3 ORFFEE ITER S 7z CS 25, EBED
2IAT NI T MY 2T /N— R 27 ChilfE L7z
EEICBINENDBDEELCS &b, ZD% CSs 7'
77 AN T B BRIERICL Y, FOF— L OEET
BINSNL CS DIFHRO—ENMBTE 5. @, ¥z
V7470 baVHFIHEN S HIWIER5EE % EB T 5
72OTHY), FDDHIIECSs 7T 7 AND1L 74T
YMZ1IOoFELTVWRIE LW, Lo L, AEFEWTH
YA, 1272947 MI120DCSs 70774 VTIHE,
AR TA T N EENENHET ALENH D, #
BEIZHhHD A MEIRE V., RTETIE, ZOHE»L
BaA MR L, AEORFREZA LS 572012, 120
74T Y MIHEED CSs 77 7 A VAT AT LT,
W7 FA47 2 NOBATLH 7 TEEREAEL TV,

479



[BHRNIBFERIGE Vol.53 No.2 474-484 (Feb. 2012)

5. RAEFEDELE EFHM

BRELHETH%, SSL 7a b a &4 & LT SSL
= NFRERIHERE Y — v (DUF, SSL Y —)v) & LTE
B LEMET A, SSL Y —id, 57V X LDt
Rz L2 X oL B sZ L1240,
A2 T L2 AT v 7L [ K57V T X L DfEhk
ALIEFROINEE & ZUTHED CFHli] b9 KR—FLTW5,

5.1 SSL V—I/LDOEX

SSL v — Vi, SSL # Wi @EL2FH L2 —¥
ARt 5 —NE, Web 77 9% FO0 747~
FRERA A v N — 7 TERE ST S B CEME
T4, mifRe TAMMESEYR 6 1IRT. - ARl
FX, 7947V MARICSSL Y —VEA VA N=LL,
v M7= 78T, HROMENZEY — OB T fEiait
RRERET LI ENTED,

SSL 7u bV, 7947 ¥ k&Y — DM EEE %
BIAT AR, 27947 ¥ Mo HSFIHTAREZR: CSs &
ZOBERNANL, 2% D CSs 717 7 A )V &R $ 5 [16].
ENEZITY =N, HOFIHTEEZR CSs LEx4b
A, LI AFHTHEZ: CSs O 5 H 5 OERIERL I
EoONT, BHRWIZ1 2D CS ZRETH. £ T, SSL
Y —)liE, SSL 70 b I3 )VDEETH % OpenSSL [14] %
YELEDDOEFHLT, $=—NEeDA T - a %k
FI L7, SSL Y —VvoefEREZE 7 IZRT.

MAFATa~ Y ML, 6P LOHELCSs 7a 77
ANV EHT, OpenSSL YEM 2 VT —NED 4 T
VI—2arEFTTAH. CSs T T AV E LT, HK
CS & Web 77 %%t L7z CSs # HE L7,

HARCS X, =T 7)) r—2a 93 L Tw5b CSs
& 59, TLS1.0 B X TFSSL3.0 12xt L, TANA (Internet

Webt 1 1

MNAB www.example1.com

Webt+ 3

SSLY —=VICETA +D
URLEANDL, =T

6 SSL vV — VORI &K
Fig. 6 The environment for the usage of the SSLtool.

© 2012 Information Processing Society of Japan

Assigned Numbers Authority) (2& > TEID B THNLTW
B3 _TOCSs & HE L7 [17). 8512, SSL2.0 12aF L
TlE, Netscape fEANEZINTAB L7z F¥d o X ¥ MRS
NT\W5% CSs % 7% L 72 [18]. OpenSSL OFE#TIE, L
R CSs F_TIZHIE L T2 728, OpenSSL %t
L, Ihiafies8ETnsd, Zizk ), SSL ¥ —/3o
CSs OFIH T % M AT 2 2 L 2RE L L7z,

Web 75 w7 % it L 72 CSs 1%, AR E T2 Web
TIIHFDOCSs THT 7 A VxdH S LoOFRA L [19], IES
(OS: Windows 7), IE8 (OS: Windows XP), IE7 (OS:
Windows XP), Firefox3.6 (OS: Windows 7), Chrome8
(OS: Windows 7), Safari5 (OS: MacOSX10.6), Operall
(OS: Windows 7) ZE L7z, ZNICLD, FEDCSs 7
077 ANEROWRBEN R 7 74T MkARrT T
VaryrERTLIAWETREFERE L.

W5 fasa bk % 5 5 720 O feihik ) 2 b, CS
LD, FOREEIMED LN RS L7 —E TR S
s, 72& 21, oIS RIMEDBErH 5 b DIt
e, FAFNZEE L 2w DRERES, %4akd
DIIERREN, Vo2 LRV THY), F05HIEH
LALOBFRetX ) 74 OFEMRLEICLDIER SN
5. MEFEfTaY Y FIE, AR CS Fheng, Z
DfEFab) 2 N ERAE L, ZORFEIR1L L NV %
LT, HAHFANEYT. Ly, — ARz A
Ty TN EFEATHIEDRER D,

AT T/FAZIE < ¥ K LT A Microsoft Excel ZFH L
T2—FEY T4 ZHmOTWS, ANI/F%E 8 lI/”7.

ABIJF T, #2354 —/30 URL * B#EATIT 5
», BEOY— "D URL 23t#fiL7c7 7 A VEIREL T
LR TR LT 5.

9 IIM I I/FTHY, SSL Y — L THEWEEZR CS D
—EO PR, NS CSITxT B, HESRY—N
DFIHE (ON/OFF) HFEREND. F72, £ CSIZD
W, fadafb) A MCEEO (R, AL, SR EMH,
fEATEED 3 BERFCRiIk L, Fhehzik, ¥, FORMG
WX DBEILL T3 (20, K 10 1&, Web 77 7 % f8
LA CSs ZFMLAHHNI/FCTHY, Web 75 7 HT
77 RALBIGRRS NS CS &, Fhicxtd 2 @iaft
YA MIED A RRTH I EDTES.

-
EFBILYAR Microsoft Excel

2003 /2007/2010
OpenSSLBER

| Windows XP/Vista/7/Server2003/2008 |

7 SSL Y — Vo4
Fig. 7 The architecture of the SSLtool.

480



[EHRINEFZERNEE Vol.53 No.2 474-484 (Feb. 2012)
= = =
SSLEE=3 =2 (v1.0.0
SSLEE SR EMTEET A3, BE TEICH AR — I HIH LO EBIEZWH20 £ 74— LISt T2
PWBIR 2 IR TL TS,
1) WERFFAR R EHEEL TV GRE LB,
@ hAMEE
Web* — SRR ER2 L G — EEIOETAALTIES,
(EHIETTHH IR, N 2)ITEY TS
A wwwl example. jp443 www2.example. jpd43
O 774 MEE
WA KA VR FDEIRS NI D7 IV EFBRTEL TS,
A C¥work¥weh check¥server list csy
| Fie |
8 SSL Y—IVOANI/F (—ifflke)
Fig. 8 A part of the image of input interface of the SSLtool.
site
CipherSuites www example .com:443
TLS RSA WITH 3DES EDE CBC SHA o]
TLS DH DSS WITH 3DES EDE CBC SHA COFF
TLS DH RSAWITH 3DES EDE CBC _SHA COFF
tis1 ({EFHTTRE) |TLS DHE DSS WITH 3DES EDE CBC SHA OFF
TLS RSA WITH CAMELLIA 128 CBC SHA o]
TLS DHE DSS WITH CAMELLIA 128 CBC SHA COFF
TLS DHE RSAWITH CAMELLIA 128 CBC SHA @]
TLS RSA WITH RC4 128 SHA 6]
TLS DHE DS WITH RC4 128 SHA COFF
CipherSuites® tel(ZHEE) TLS ECDH ECDSA WITH RC4 128 SHA COFF
SETERIR "0 715 ECDHE ECDSAWITH RC4 128 SHA OFF
TLS ECOH RSAWITH RCS 128 SHA OFF
|TLS ECDHE RSA WITH RC4 128 SHA QOFF
TLS REA WITH NULL MDS |OFF
TLS RSAWITH MULL SHA OFF
~ [IL3 RSA EXPORT WITH RG4 40 MD5 O
tist (EFISLE) [TLS REA WITH RC4 126 MD5 oM
TLS RSA EXPORT WITH RC2 CBC 40 MDS. On
TLS RS WIT[—LIDE&OEFD SHA On
TLS DH anon EXPORT_WITH RC4 40 MDS. OFF
B9 SSL Y—VIZL2HAMRCSITHT LM I/F (—HFkke)
Fig. 9 A part of the image of output interface of the SSLtool.
site
www.example.com:443
[E8-Win7 TLS RSA WITH AES 128 CBC SHA
- [E8-WinXP TLS RSA WITH RC4 128 MD5
7 s = = = e
Ci;r:rz?em [E7-WinXP TLS RSA WITH RC4 128 MD5
FireFox3.6-Win7 TLS DHE_RSA WITH CAMELLIA 256 CBC_SHA
Chrome8-Win7 TLS DHE_RSA WITH CAMELLIA 256 CBG_SHA
B 10 SSL Y —WVIZ& b Web 77 7 &#H# L7 CSs 15 207 I/F (—Hk)
Fig. 10 A part of the image of output interface of the SSLtool.
5.2 FREFEDFHE *FMHL, CS

P—EAREFIZE 5T,
IITEHREEZR AT v 7 THY, EROFTAEFL
ESSLYy —nVEHOIRETFEZRES 22 L12E 5T,
RELI-FAEFEOFAE LT 5.

it M I PNe
AMD Athlon 2.6 GHz, Mem: 1.0GB) & SSL » — L % #%
# L 720K (OS: Windows7, CPU: Intel Core i7 1.2 GHz,

7" 1-iii,

i3,

ANVEHHREDTE L LTS
FL T2 CSIEBEICHK [21)
TEk, FATT A — N1

B 7 IR L TR AT

TS — /N (0S: CentOS 5.5, CPU:
—ErT 572012,

KT 23084 Vvt T2 a v RERET T
7B, OpenSSL %3
ICFEHD EBY TH A,
IBWTHIHTREZR CS D—&
FRED I TAT ¥ M ORESEEIGERE NS CS 2l
FTAHFIBIUTOEBYTHL. 3, FHATRER CS D
= NP GG R EHT H700
WHHLTWA A =7 7Y r—2a v &f N, CS I

Mem: 4.0GB) % 100BASE-TX ® LAN T#:f L 72 2Ff
RETHAELL. AENRY -7 7Y r—3 3 i,

apache (/X—3 3 > 2.2.3) & OpenSSL (/N—2 3 >~ 0.9.8¢)

© 2012 Information Processing Society of Japan

TRERET 7 ANVDELREDERZINEST L. 72& 213
=T 7)) r—3 3 YA apache & OpenSSL D&, i
BAFRY — N7 7 £ AL, OpenSSL DiEET7 7 1 V55

481



BEAIEF =R EE Vol.53 No.2 474-484 (Feb. 2012)

1 EAWETFHEOIT AN EVERE
Table 1 Cost and performance of the proposal method.
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