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A Group File Sharing System Enabling Multiple
Association by Single Key

Kei Sasaki™' Yuuki Nagasawa' Tomohiko Wakita'
Masami Mohri™ Yoshiaki Shiraishi”' Ryoji Noguchi'

Groupware is more popular as a method of information sharing in the organization. Group
file sharing system is one of the representative function in groupware. In this system, users
may have uneasiness in illegal act of the service provider. A solution for the uneasiness is that
shared file is encrypted and stored in service server then group member shares its decryption
key. In this case, user has the same number of group decryption key as multiple associating
groups. We have already proposed a group file sharing protocol and group management
protocols using ElGamal threshold cryptosystem and secret sharing scheme, which can
decrypt file decryption key shared in any associated groups by one group key. This paper, we
give a system construction and DB for implementing our proposed protocol. In addition, we
show operation view of each entity and implemented user-friendly GUI.
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