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Using Event Injection for Behavior Analysis
of Adware Based on Browser Add-ons

MAaSAKT Kasuya™ and KenJgt Konofh 12

Adware collects various information for targeted advertisement. Although
adware is usually harmless, there exists malicious adware that sends out sensi-
tive information such as password. Our target in this paper is malicious BHO-
based adware because most malicious adware samples are based on Browser
Helper Object (BHO). To detect and defend against malicious adware, it is
mandatory to analyze behaviors of the samples. Unfortunately, behavior anal-

ysis of malicious adware is not easy for the following reasons. First, malicious
adware behavior is blend in with that of normal browser behaviors. Second,
malicious adware is highly stealthy to hide its presence. Finally, adware is en-
crypted and obfuscated to hinder manual and static code analysis. This paper
proposes Blayzard, an analysis tool for BHO-based adware. Blayzard pro-
vides a stand-alone execution environment for adware, injects carefully-crafted
events to reveal the behavior of stealthy adware, and automatically decrypt
and deobfuscate adware code by dynamic execution. Our experimental results
demonstrate that Blayzard can extract the behaviors of real adware samples.
We collected 31 malicious samples and Blayzard could extract their behaviors.
Blayzard also suggests that some benign BHOs shows the behaviors similar to
adware.
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Table 1 Prepared and non prepared events by Blayzard.
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Table 2 Evaluated malicious adware samples and the behavior.
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