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Management of interrupts for RTOS in Xen Hypervisor
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We have extended Xen hypervisor’s capability to execute real time operating sys-
tems(RTOS) and operating systems with high functionality (RichOS) concurrently on it. On
virtual machines, interrupts triggered by devices are also virtualized. Therefore performance
and response time of RTOS are degraded. Specifically, interrupt handler of Xen has the prob-
lem with causes delay and fluctuation of the interrupt response time by interrupt load for
other VMs. To solve this problem, we improved interrupt management mechanism of Xen
using MSI(Message Signaled Interrupts) and a lightweight interrupt handler. As a result, we
succeed in shortening the average interrupt response time of 85% and the maximum inter-
rupt response time of 60%. In addition, we succeed in reducing about 21% of execution time
fluctuations.
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Fig.1 Access to I/O device using virtual device driver.
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Fig.2 Interrupt delivery model for RTOS.
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Table 1 Experimental environment for comparison.

VMM IRQ CPU
Fh (1) Xen A5 (B Idle Af
F2hR (2) Natsume-CPU A (TBL) [
F2B% (3) | Natsume-Vector | [ (Natsume) | Idle HJ
Fhi (4) Natsume-ALL [El%E (Natsume) [l

TNA AL BRI DILERT AT OS2k BTN
A ZADHGIZEID 2 B HIFR L 72,

4.3.5 CPU OBZHTZHILT 25HK18

CPU &Ji)S IdleDomain ~NEB 3% Z L 2HIFI L,
CPU &HD 5AE ZHICELT 2 HINT, CPU OFHE|
WCRBIET 28 % B0 S L7, BRI,
FA L 0S8 Elc8 W TRIREBRE CEIfET 5 CPU N
Y RRTO I L EFEL I,

5. FF i

5.1 FffioBEK

R ICEI{ET 5 Domain-U % A + OS ¥ VMM
IZB T B ERAAAMICEIH 59, RT-Domain THDE|
ABDMBENC B BIBIEDFEES, MIRRFE O S &
DIEKHFITRETHIUE, BEETFAB) 7L A
LEDHIEICERITH D LEZ N D, BARNICIE,
Domain-U @4 A  OS 12 U THERH & EBA A AT
%1720, RT-Domain D% A + OS IZx9 3 HA
FBEAIRFEZFHI L, R FATIRE AR R D FE &
FITHEDN Z L 2R CENUIR YV, IR
7DD O 4 FEHOER (R 1 SH) I2o0T, 2
NEFN3ODELDZINRFIA=FEZHTEHHIT S,
(1) Xen: Xen DFAN 2 EAARUIRNERE % WIAEIC
T5-0DHEEET S,

Natsume-CPU: Xen 12, I2EFHEDH L CPU
DFFHRYTRPILT 22 I DITDw»
T, ZOMEZWECT27-0D0EHZ2T 2
Natsume-Vector: Xen 12, {£ELFTEDH LH
HOXR7 % %2E 04T 5HH & Natsume 2N~
Fo2MATSDITONT, ZDRNE%EWIHEIC
T 5%DDESEET 5,

Natsume-ALL: X TFHEITXRTZ2EHL 72
Natsume-Xen 28T, HA ALY % B
fEICT 2 -0DERZ T3,

M ED (1) 25 (4) DZNFIUTE T, Domain-U
DEE 095 2 TTELIE, NBERERLTD 5 D
HAA A M DZEALAS RT-Domain 52 % 522D\
TREHI %,

52 B FE

MRl 2R 2 LB 3 1R L, BTk
ZLUFICRT,

(1) #aaamotlzHNWE L7 2 0SB

(2)

(3)

(4)
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T, AffH7 A~ OS) ZHEYT 5. AMAS R
F OS D EMH I 5 Z LT, HiARARD
GHICL2HELEE T2, AMATZ AT 0S
1%, Natsume DFEH LI E T RTOS & [H
RFIC AR OS MR S N TV BRI AT L,
Xen DA+ OS & LTHBEDH % E=ikkfE OS
T®H % Linux #H\ 3%,
HA B OFHHZ BN E L7 A b
OS(LLF, EHMlif”7 A + 0OS) % 1 DHET 5.
A A R OS 1%, VMM (281 2 QLR
OIS 2 HIWT, ¥ A 0S & LT
/NBROBERE L 22FE 72 22\ > mini-os % A\ 3,
BT A OS IR TNNA A R4 3% H
W, AMATNNA AZEDBTE, i, 3F
filifl 7~ 2 b OS IZ PCI Pass-through % F\»C
T T NA AZE DM TE, ZnsDTNA
2%, IR o BEARZ AR T 5 2 ENES R
NIC ZH\w 3,
HNARDFEE: L 7 W % 219 2 728, SFliA
FAL AT EB I HE L 2 EH o~ 2 8
(LUF, FHlifAR 2 %) 2#D 24T %, FHlifHR 2
2%, #HiAZE Y RV L B O TSC(Time
Stamp Counter) Dfiei % Gl 9 2 HREZ BN L
7SR ERA AN Y K 2 I BREANT 2, 3l
EHAANY K713, Natsume N K7, L <
B OHEEAANY BT 2L TERT 3
BTN RS LT, SRl 6 KRED 7y
FEREBL, EhARIC L B AMEDT S,
AT T84 2 LT, &EF 10000 fH o %
v bEEEL, FHEHZ A R OS IEAIZ N
2l OEAAR Z AT 5.
S 784 ZUEE L 72 10000 D37 » b
IZOWT, BT SA A S EAADGE X
N7, VMM OFHIIHEIAA N BT &, FF
filifl7 A b OS DEFAH NV F F DFEEHT TSC
DEZFERL, ZDFESH 5 EAABANCE L
2R T 5.

SN L 72 EA AR & Jic, S SRATIRER]
ERKFETRMERET 2. £/, HEFEEY
T2 2 & TR ORE S ¥% K9, Xen
& Natsume 281} 2D LK %2 1T 9 .

5.3 FHERICERLEZ7O 34

5.3.1 FHBEAY XK OS

VMM 2 8} % AR E] 2 IEE IS GRS 5 22 o1,
A F OS & U CEIENRE 2 i/ NROBERE % £F2 mini-
os ZFHIiHZ A F OS & L7, mini-os 1%, Xen (Zff
B39y 7VEADA =2 THD, OS £ VMM [
DA VY —7 2—APHHHLV—F v Z2IZ LD E LT
RANROBERE L o Ei7- e, Z k) kB e o
mini-os IZBU T OREZ BN L, FHEH~Z 2 & OS %
TERL L 72,
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Table 2 Evaluation environment.

CPU Intel Core i7 920 (2 7# 4 D)
<P —KR—F Intel DX58S0
S 78 A4 A Intel 82567LM-2
B 781 A Intel 82541GI

FHIGAH 7 A B OS A mini-os 1 Bk
(CPU1 fifl/RAM512MB #24C)
linux-2.6.18-xen 0,1,2 Biki

(%555 CPUL fH/RAM512MB #247C)

A7 A b OS

- — N
Linux mini-os
‘ InterrupiHandIer ‘ ‘ Interrupt, Ea_nglgr_ |
[ Callback Handler | | { [ Callback Handler ] |

of time

get TSC value

interrupt delivery
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( Guestos#1 )( GuestoS#2 )

VWM [veru | |VM [verv] |

VMM :‘ Exclusive Control
1 1

| Interrupt Handler #1 | | Interrupt Handler #2 |

Shared
Device

Pass-through
Devi-ce

B4 vy r7zIGLEHRRAANYES
Fig.4 Interrupt handlers that share locks.

( GuestOS #1 )( GuestOS #2 )

VMM Natsume Handler
or
Xen Handl
en Aan er Xen Handler__ J|

Load generater

get TSC value

HW 1 "

NIC for load NIC for measure

(TTTLLLLII L,
send 10000 packets to measure

send packets to load
B 3 PRRERHli SR D2

Fig.3 Overview of performance evaluation.

o FHHEATINA ADTINAARZAIX
PCI Pass-through 12 & » # D 24T & 1 7- i A
TNA AR LT, FEBRBEEFARDA v —7 2 —
A2 ZRLT, FANAL ZDWINGLETTS.

o FHEATINA RITHIE U CEBAHINY RS
S 78 A 2 & HEARDSFEA U 720, HhAA
FAERK Rt L, FHliH TS 256 OELAA
ZHEZMTREICT 5,

o ERULLKBAZENTZAVY—T—R
10000 fE D87 v bz & 2 HBAARFEAERZ % G
L7288, NA N—a—)LZzHwT VMM (&
MRZENT 5.

5.3.2 FHiiA Xen

FEMAERAA N Y 72 FWT, JHliH T N4 A
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V&, BEAFOHEAREAERE D> & AEE % S35 2 A TED)S
b5, Ft, #iAH%EZE L7 CPU(CPU 2 7) 25
IAREHIED 7 A b OS DM T 5 CPU L8728
A, TSC DY —AE 270, VMM WNTHIE L
7AEE A N OS WCTHUS L 72flih 5, FEHAAEAIRE
MERHTER RS, Thbb, FVYFILD Xen
RO 2179 5a, B RN A0 5 EA
AEFEZITZFERBINEIC R 570, ERIIES T
v, 220, BEEFLO—HTH 2 EADERA
AR Z & H D 2T B HEHE & HEAAEMSE CPU % [H
ETHHEREZ TV F LD Xen ITHEH L7, 51,
NS DRI LoD, 4V PF LD Xen &
75 L ASOFHIZ 1T ) BN, FHIHT A 2 L
BT NNA AL DRITIRQ AL TV 5 RER

Measuring PC

28

M Do ™ Gon] |

VMM @) @

1
| Interrupt Handler #1 | | Interrupt Handler #2 |
Hardware
7 Shared Pass-through
Device Device

5 &7 AL OS ~DOHEGAREA
Fig.5 Delivery interrupts to all guest OSes.
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D YT A, IRQ ZHAL THE TN, A% E;
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O EBAAR DA L7154, ARMMAT A OS I
RLTH, HIAAZBMT 2 EIE L7, X
B, AMEATNA 205584 L 72 EA A % FHl
AN OS ICHEE T 2N, S A b OS
2B B ERAARFERZ OFHADSHERC 72 5 72 80,
FEEL TR,

NS DB, RO BRSNS T— Y BSOS
R EPFEL R ORICEEL w3, £, M
Xen 1%, EAMEAISE CPU ZHE T 2 R 2SEA X
T2, AT SA 25 6 FE L 7 EhAAR D
i7" A b OS NEEE I RV EIZE VLT, FY TS
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3. Thbb, FHiiH Xen & Hil U B0 daEn3ME
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54 ERBROAR
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Bilkd 2 M ORISR 2 IS T 272012, VMM I
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5.4.3 3EB% 3(Natsume-Vector)

COEETIE, REFED) LEHAORY ¥ E2ED
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<IZ, FEAMH Xen (MM ZEML, TRQ 24k
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[FAREDFBR % 15 7z
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:@%&f@,%%%&@éf@%%%ﬁmtt
Natsume-Xen DFEHAAUBVERE %2 WHIEIC T 5 720
S Xen & FHMIHZ A B OS 3 ;,kiiﬁmﬁ
%%ﬁmbk§®%mmé.g@%a BT, fho
Babi L MRk D IR E T o 7.

5.5 EREREER

FEEHEREEZEI6 LR 7 IR T. X6 1%, FHHlEEER
6 B REATIRE] &SP EATI, I/ NEATIRE ] %2 2R
L7zbDThD, £, KTIE, WEFBRED S HIAR
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