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Implementation and Evaluation of Best-effort TCP for overcomming NAT

Noriakl NakanNof! and HIDEO MaAsuDpat?

In the few years, demand for connection between remote sites has been growing. In the
structure of connection between remote sites, VPN is payed attention becase it can construct
private network cheaper than traditional leased line. Also, many small networks use NAT/-
NAPT so that IPv4 address exhaustion is unavoidable issue. But, the NAT/NAPT problem
arises when two peers behind distinct NAT try to communicate with TCP/UDP. Moreover,
VPN connection over TCP has "TCP over TCP” problem. It causes serious performance
degradation. In this paper, we provide the best-effort TCP for overcoming NAT in particular
to consider use of VPN tunnel and develop that protocol stacks. As a result of performance
measurement, in particular burst packet loss environment, the steady-state recovery time
improves almost 60% than original TCP.
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