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The Application of C/C++ Symbolic Execution Tool KLEE and
the Development of KLEE-CPPUNIT Cooperation Tool

SusuMU ToKUMOTO,t TADAHIRO UEHARA,! KAZUKI MUNAKATA,t
Hipeyukt KikucHi,t TORU EGUCHI, "t HARUYUKI ISHIDAt
and MASAFUMI BABA't

KLEE is a symbolic execution tool for LLVM intermediate code. It is regarded as a C/C++
program verification tool, because the program written in C/C++ can be compiled to the
LLVM bit code by compilers such as llvm-gcc and clang. We applied KLEE to two programs,
and show the detected bugs and its characteristics, and we study the bug detection ability of
KLEE. Moreover, we reports on the comparison of the result that the programs are analyzed
with other industrial C/C++ verification tools and KLEE. In addition, to solve the problem
when KLEE is applied, we developed the tool that converts the test case generated with
KLEE into the test code of CPPUNIT.
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int countbit (int x){
int cnt = 0, int i = 03
while (i++ < sizeof (int)*8){
if ((x >> i) & 1) cnt++;

countbit

}

return cnt;
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void TimeJudge ::Run ()

{

if ( (Rte_Receive_in (judgeIF) != RTE_E_OK) ||
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return;
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void Server::Run( void ) {

if ( reportstruct != NULL ) {

| Server.cpp |

mSettings- >reparthdr = [TnitReport mSettlngs
uDEE
true

nd
write UDP AckFIN( )

void Server: wr1te _UDP_AckFIN( ) {%A NULL) EiES
i3

1f ( JSUDP( mSettlngs ) 8& !isMulticast( mSettings ) ) {
nowledgement of the terminating datagram

¥ InitReport® iR A (-xCDD

-XCDMDIHA . InitReport TILAE!)
i %13‘3*! NULLZER

Transfer,Info *stats = ‘GetReport( mSettings->reporthdr );‘

}

}

HEESN T, agent®D A/ \S B
[INULLESHBT % }

}
XCD -uMD B & 123 | %hagent| TNULL L—p Transfer_Info *GetReport( ReportHeader *agent )
Y NS int index = agent->reporterindex;
I N z .
Z 2 i

ReportHeader* InitReport( threaE_Settings *agent ) {
ReportHeader *reporthdr = NULL;
if ( isDataReport( agent ) ) {

reporthdr = malloc( sizeof(ReportHeader) +

if ( isConnectionReport( agent ) ) { -xD(DI5E . false
if ( reporthdr == NULL ) {
reporthdr = malloc( sizeof(ReportHeader) );

return reporthdr;

XCDEHE

. false

NUM_REPORT_STRUCTS * sizeof(ReportStruct) );
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Class MyTest : public CppUnit::TestFixture {
CPPUNIT_TEST_SUITE( MyTest );
CPPUNIT_TEST( test_TestCase_1);

CPPUNIT_TEST( test_TestCase 2 )

CPPUNIT_TEST_SUTTE_END():
public:

MyTest() {}

void setUp(){}

void tearDown(){}
protected:

void test_TestCase_1():

void test_TestCase_2():

class IsLower

int my islover(int cint d);
int my_isuper(int ¢);

b
L> CPPUNIT_TEST_SUITE_REGISTRATION( MyTest );
void MyTest::test_TestCase_1() {
arg3 = 0x00000045;
TsLower arg0;
CPPUNTT_ASSERT_EQUAL(\) 5—>— RZRKEL T /L), argd.my_isuper(arg3));
)
void MyTest::test_TestCase_2() {
arg3 = 0x000000a6;
TsLower arg0;
CPPUNTT_ASSERT_EQUAL(\) 5—>T1— RZRKEL T /L), argd.my_isuper(arg3));

int main() {
Cpplnit:: TestSuite *suite = MyTest: :suite():
CppUnit::TextUi:: TestRunner runner;
runner . addTest(suite) ;
bool. retcode = runner.run();
return Iretcode;
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