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Abstract Cryptographic software on personal computer has been extensively attacked. In partic-
ular, vicious circle of attack and defense has been continuing with respect to DVD or Blu-ray disc
player applications and Digital Rights Management systems. Recently, many embedded devices tend
to implement cryptographic software and some of the attacks against them are published. In this
paper, we focus our attention on the Canon digital SLR camera EOS and SONY game console PS3
cases. Studying the attacks, we discuss the countermeasure and propose a method to detect attacker’s
analysis. The proposed method is more resistant than previous detection methods.
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hacked,” root labs rdist, January 27, 20100
http://rdist.root.org/2010/01/27/how-the-ps3
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