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Abstract We propose a privacy-preserving protocol that predicts node labels for graphs includ-
ing sensitive information. In the real world graph structured data, such as disease infection (node
labels) over individuals (nodes) through human contact (links). Traditional semi-supervised
learning methods for label prediction assume that all links and labels are disclosed. Our method
execute label propagation, one of the major semi-supervised learning methods, by multi party
computation using additive homomorphic public-key encryption scheme Our method predicts
node labels without disclosing links and labels of nodes.
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Procedure of PPLP
e Public input: o and L € Zy s.t aLp;; €
Zy and (1 — «) Ly, € Zy for all 4, j, k.
e Private input of node i: link weights w;,
and label vector y;.

e Key setup: All nodes share public key
pk; node i holds secret key sk’ for thresh-
old decryption.

1. (Initialization) For all j € N(i), node i
computes:
(@) pij Wi/ Djene Wigs Pij
aLp;;,
(b) For all k € {1,...h}, I « yu,
Yir < (1 — o) Lyir,
(c) cgg) — Encpk(fi(lg)) for all k €
{1,...,h} and ¢ < 1.
2. (Iteration) For all k € {1,..., h}:
(a) Node i sends cngl) to all j € N(i),

, : (
(b) Node i receives c;

N (i) and updates cl(,i_l) by eq. 3,

Y from all j €

(c) All nodes jointly perform the con-
vergence detection and normaliza-
tion if needed. If convergence is de-
tected, go to step 3. Else, t + t+1
and go to step 2 (a).

3. (Decryption) Node ¢ and arbitrary (6 —
1) nodes jointly perform recovery scheme

and output £, = (f7,..., )

1: Privacy-preserving label propagation
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JATHNDEAT fir DEFTZIT . Step 2 (a) T
J = K i R L T A TA o B3 oY
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D) — NEINZZITRS. 7V ERITK
RIZ Lo THEFIND.
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JEN()
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FO NK (3) Ik TEHEND L&,
limy oo F® /LY = F* 2350 320,

Proof. W5 OYERM: L 0 (3) IZLAT O LD
CEREND.
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?

> bl Y L ).
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Han. O

72%5, Step 2 (¢) IZF T private division [6]
Z W THEH DI E K OIERE 21T 5.
I P DERTORSEEZ T v X by T &
Secure function evaluation (SFE) [7] Z T
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2: NLT =2/ 5 ) — FRE AT
% BT O FHE R D221k

RET haroexa )71, &2TD )/ —
R73 semi-honest ThH LT 5L, LLFDOLD
(RSN (REFINE).

8 2. 2 TD ./ — ) semi-honestly \ZHI=Z5%E 5
label-unaware undirected PWG 385 &3 5.
O L LD ) — RAFEFEL 22V R Y, PPLP O
FAT% ) — R i 1L F* OF i {7 & THR oA
LED Z &M TET V7 Z 71 label-unaware
undirected PWG \ZfRTZD.

EREAHRE & LT QBN T2 B2 .

THE 1. £2TD/ — D semi-honestly \Z55 F
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undirected PWG ETT SNVARERIEZ FITT 5.
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SFE % H\\ 72 7 ~ U {a#k1E (LP/SFE) & H
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F24EIZ 1T Fairplay [9] V2. SFE I3MEED
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BNTHEIET 2 DOIFFHRE OB HBUERICIA
#ChD. ZO=H LP/SFE X7~ UniikD
fEl 2 DI, FHEZNZNII3 L SFE TitE %
IToToWfff]Z FIRE LT 72,

FEHR 21X 2.80GHz (CPU), 2GB (RAM) @
Linux # e, FEBRITIEREO Xy FhU—7 |
T, BH-oftEE LTy Iar—vay
HAToTc. Eiz, WERFMIZEEATHR.
scalability analysis. PPLP O X —Z £l
T4 @) ITREND L HIZ, /— ROEE
KT 5. 207D, 7T 7HET —% D
KkFz A &L, PPLP O (3) ® Al
%92 R R OZAL & FHAEREERIC LV R~
SRR IR E & B LD T2 DFE#
Bl WO ®IZE U4 To LP/SFE ©
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HRITH 21T REND Kok, A =210
DG TH PPLP 38R TRE M Tz, —
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RN ELS, RERT T 7HET —ZICHEL
FERRFIREHE TN TE 2 LT s 5.
privacy-accuracy trade-off. ZErD 7= D 7
7 71T — ZERRICIXEZER O MR » |k
U —7 OFET—F Ti% Romantic Network (8]
Z 7z, Romantic Network Dz KAk 5r (288
J =) M, BEEEERE N TG T
T U BTEIR LT 20 7 — REOVE 2025 Bstep
PIND N &G & LT, 80 / — Rz ki
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Method | disclosed info. comp. time
ENN yir (7 € N(i)) | 7.4 x 107°(ms)
DLP | f1) (j € N(i)) | 3.0 x 10~*(ms)

LP/SFE none >88.4 (min.)
PPLP none 10.7 (sec.)

1. FFEO/ — FORRE# & ROMN (12
X595 FHR IR ]

#, 208 / — F&IFEYH# 1L L L= (ROMN).
FERIZBW TG, IR L EhEN
BINLZ15 /7 — R, 530/ — KO T ~Lin3g)]
Mo~ L Thabhdll, EhOoT~L
DT EIT- 7.

)= RIZXDT T A NARKE TRIEE O
BfRIC DWW THIEET 5. label-unaware PWG (Z
BOWTHHI T LD — KD H HiE o
MNT T AN ORKRETR LTIV AR
THRMEEZEZD., ZOX )RR TIEE ) —
INESER RIS I ANV N RO RSY/N |
SINTND T LDIEREFFD. Lo THRE
iz % RHOT kT BEDFEITNARETH
5. Flm, SETHRHLEEIIC, Bnahis
N EHWCDLP #FE(77T5Z LN TED. 72
B DLP CIHEHFEICHEOBTREL /) —
FHEITHAESIND Z L ICEERMLETHS.

B3 IZBR /) — FEEZELS T L EORF
EOTRIRDZEAEZ ROMN 7 —% & v b %
W BRI IR CRGIE LTRSS 2 T, kalrfRE
& DLP TIHEBAR 7~V D 7o E ERA T
DELl ol TNEY ) —RIT~vDT T4
PNURRE THREEIL N L — R 7 ORBERICH
LHZENbinD. —J7, PPLPEHAWD L, B
IRT SV BRR 72 <, &2ToOP T v EH
Wt LRFEOTPRRER 252 Z LR TED.
completion time in ROMN. £T» / — K
TV DBRAR ST E 28V T ROMN (2%t
T5H7 0 b aALOBEN ST TSN DR
R 2 fRE Lo, EBRRER A — FOBRTE
WrEADLE TR LIRT. 2RI, PPLP
D FDMEWFLIE & BN 70 31 R BN )7 & 2R T
DL ENDID.

6 oYl

ML T T NN E T IHEET — 2D
7' AN ET /L E LT label-unaware private
weighted graph ZE AL, O ETOTT L
TRIDETEERIL LTZ. & 5l label-unaware
private weighted graph ECZ&n>IELL 7
LT REFEB T D PPLP 7'a h a L A2 %
L. A%OBEELT, 20X RTLT
BEDH J17 5 sensitive 72 1F#H & 5F D72 HIT
Output Privacy OEZ R T 5 LENH 5.
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