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Abstract From a view point of privacy-preserving and security of sensitive data, a need to manage
securely data stored in remote storage servers rapidly grows . One of most effective ways is to encrypt
data. However, encryption of data makes the search difficult. Therefor it is desirable to develop efficient
search methods on encrypted data. In this paper, we present an efficient and secure method to search for
encrypted documents. Given a keyword, the proposed method find out documents containing the keyword
without decrypting documents. To achieve the efficiency and the security for search, we construct a secure

index using bloom filters with a hierarchical structure.
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Procedure MakeIndez2(D);
oooboobob0wewOOOOooOOOODOOO

(1) for h =0 to [logn]

(2) for D € D" = {D§, Db, Dhsa,...,

D?2h71)><2a}

(3) if w € K(D), then hi(Ep(i, Es(w))), -,

(4) hi(E,(i, Es(w))) D0 OO0 BF, 000000

(5)  for-endO

(6) for-end.
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Algorithm Search2(Es(w));
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(1) ActiveID = {(0,0)}, //ActiveID 0000 0

(2) tempID =-1; //0000000 IDOOO

(3) while ActiveID 00000 do

(4) ActiveIDOOOODODO (id,level)D0DO0O0O0O;
(5)  if tempID == id then

(6) br = hash[1],- - -,bx = hash[k];
() else {
(8) T(w) = Bp(id, Es(w));

(9) b1 = ha(T'(w)),: - -,bx = hi (T (w));

(10) hash[1l] = b1, - ,hash[k] = by;

(11) templD = id;

(12) K

(13) if BFjevey 00O b1,...,5, 0000000000
O0O0O0O00d 1, then

(14) if level == (log N) then ID 00O O

(15) else (id,level + 1) OO0 (id +

2(logn'\—level—l’level + 1)
od;
(16) while-end
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