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Abstract In this paper, we discuss a classification method for obfuscated Javascript source
codes. Recently, malicious webpages often employs obfuscation techniques based on Javascript to
make it difficult to analyze the threat. This paper focuses on identifying the types of obfuscation
techniques, rather than decoding the obfuscated code. Our proposed method uses Abstract
Syntax Tree(AST), which is designed for detecting the similarity of multiple source code. We
employ Chilowicz’s [1] AST Fingerprinting as a metric of the similarity, compare and categorize
source codes extracted from MWS research dataset, and show the results of our analysis.
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