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Abstract Attribute-based encryption(ABE) realises a cryptographic access control based on user attributes.
However, one of the main efficiency drawbacks of ABE is that time required to encryption and decryption grows
with the complexity of the access policy. In this paper, we propose a new ABE scheme suited for mobile cloud
computing. Our scheme requires constant time to compute encryption and decryption in mobile devices. Ad-
ditionally, we achieve key revocation and attribute hiding. Our solution enables lightweight devices to securely
access based on user attributes with minimal cost even if the cloud server misbehaves.

1 0000
1.1 00
go,bo0bobobooboobobooobooboboobo
oooooooboobooobo. oboooooooobooo
oooooooooooobo,oooooboooboogooo
oo,000000o0o00,00000b00000000
0000O000oo0oUooo [21). DoDoOoOoooo
ooooooooooo,bboo0oooooboobooooo
ooodoboooooooobooooboooooboo
ooooooobo,booooboo,ococobooooooo
ooooooooodo,boooooooboobcoooo
oooboooobooboooboob. oo, 0000000
oooooooooooooooooo,bobcogoo
goboboo,bgoboobooobooboo. bg,0boon
00000000000 Google 00 Google Apps[11]
0, Amazon 0 0O Amazon Web Services[2], 00000
0 KDDI MULTI CLOUD[20] 0O O.
gooooooooooooooooooooooon
0,0000000000000.0000000 (IPA)
ooooooboooooooooooo,ooobooooo
oobooo,ooboooobooooboocoooo, oo
ooooooobobooooboooooooboooooooon,

gooooooo,boo0oboobooobbooooooon
goooboooboooooboooobooooobooo
000000000oo0ooo [16. DOO0O0OO Cloud
Security Alliance 0 ENISAOOOOOOOOOOOO
[8,9. 0000,000000000000000000
oooooooooooboooooo.
goo,000o0o0o0oco0oooooooocooooon
O00o0o0ooOooM,2000. 00000000 OO
ooooo,oooooboobooooooooobcoooo
ooooooooooo,oooooooboobcoooo

000000000000000.0000000000
0000000000000000000000000
000000000000000000000000.
0000000000000000000000000
00000000 [27,4, 15, 22, 7, 30, 29, 12, 13, 10, 26,
23. 0000000000000000 (007, “GL?,

0000 (KP-ABE) O
KP-ABEDD,000000000 (“GL” 00O
00”00 “00BO0O”0)000000,00
00 (‘00 CO00”0)00000000000
00. CP-ABEO KP-ABEODOOD,00000000
000000000,0000000000000000
0000000000.00,000000000000
0000000000000. 000000000000
00000, 00000 AND-gate 100000000
00 0000000 CP-ABEOOD.

00000000D00000000
00000000D00000000
24. 000000000, PCOO

0
O

oo
ooo
ooo

28, 3,
ooo 000000000oO0

0,00 00000000000
[18,17,19]. 0O OOO

0oo,0000000,

0,PCOOODOOOOOO

.0000,0000000

gbooooooooooo

100
gooo
a
O

ooCoooOooooo
o0OUgoo

-421-



00000000o0oooooooooooooo (30, 14].
BojoooO00oooO0oooOoo0O,obo0ooog
oooooooooooooboobobbooooo.oooo
000 o()oOooOooUooUooooOo,0000000
ooooooooooooooocooobooo.oo,o0
gobooooboooocooooooooboooooobooon
O00000.[14)00,00000 ProxyOOOODOOO
ooooooo,ooooboboooooobobcoooo
O0000000.00000000000 ElGamal 00O
oooooooooooooboobooooo.oooo
oooooooooooooooboooo. ooooo
go,0o000oooooboooooooboooooo
go,00000000boooo,obboo0oobobogo
goooooboooooog.
gooooooooooobooooooooooobooo
oooo

oood

OO

O oo,b0oooooobooooooooboo
O

=
O

uboabooboobbooboboobgoood

oo
050

I

OoOoood
Oooood oo

DDDDDDDD (booooo
goooooooobo.oooobooooboboooo
goooooboooooooo,oooooooooo
oooooooooooooboobobboo.ooooooo

—oOogoogo

Ooogoogd

O
O
O
O

goboooboooooboooooo
gooooooocooooooo
gbo,00o0coboooocoboooboooo
ooooooooooooob. booo
goooooo.
oooooooooooboo,od,booooo
gooooooo.
gooooooooooooooboooob, o
gooooooooo.
gooooooooooooooooo,oboo
ooooooooooooooboooooo,od
goooooo.
gobooboooooooooboocooooooo
ooooo pCOOO0OOOOODODODOOO
oooO,00 20000000 o0()00
goo.ooo,002000000000
oooooooooooooo,oooon
goooooooooboooogooo

obooono
S0 O00RK
0og
oo

=0 Oooooooooogo

OooooOoO0O0o0oo00o0oog
OO0O000 N Oee

OoooooQg

[ID.I][II:ID. gooooboooboo
ooo,0000o0o000000o0oon

DOeeooooono
DDDD

O

O

OO

4000000000000.0D0O000
gooobooooodo,bcooooooobooo
goooooa, DDDDDDDDDDDD
g
a

Oooooooooos

oo
oo
O
ooo;

oooo-

oooobd

a.
1-40000000000000000.

O
Ood
Ood
Ood

2 0000

goboboboboobooo.

00 1(0000000e). Go,G, 0000 pOOODO,
g€G000000000000000 e: GoxGo — Gy
0000 2000000000

e 0000 Yu,v € Go,a,b € Z, 0000 e(u®,0’) =
e(u,v)** 00000
e 0OOO: e(u,u) #1
00 2(00000000). 4,2€%,S0 Z, 0000
000O000,00000000
o
Ais(a)= [ =2

17—
1€S,j#1 J

gog.

00 3 (000000 H()).
H:{0,1}* G, 00D0.

00 4 (0000O0). TOODOUOOOOO. TOOO
O0O00O00OO0O0O0 (threshold gate) DUOOOODO, 00O
oooOooooo00. num, 0000 2000000, kg
oooooo0,0<k: <num,00000O0. k00
ooooo0ooo0b0. 000 k,=10000 ORDO
00, k:,=num, 0000 ANDOOOOODO. OODO
oo0ooooooodd,k,=1000.
0000000000000000000. parent(z)
0z00000000. att(x)0,2000000, 0
goooooo. boooooooooooboooog, O

oboooooobooon

0000000 7100 nume, 000000, indez(x) O
+000000. 000000000000D00O00O.
sibs(z) 0 z00000000O00DO. 070000
oooOoo |7T]oDo.

00 5 (DBDHOO [6]). g0 GOODOOO, a, b, ¢,
ZEWDDDDDDDDDDDDDD‘MDHDDDD
l9.9% 9% g% e(g,9)""] O [9.9% ¢, 9% e(g,9)*] 00D O
000000000 0000000000O00o000n
oooo.

3 Odogno

00000000000 CP-ABE,tk-CP-ABE,PP-CP-
ABE, Green 000000000000,

3.1 CP-ABE[4]

CP-ABEO 500000000000 0OOOO
Setup(\) - PK,MK 00000000000 AODO
oo,000 PK, 00000 MKOOOOO.
Encrypt(PK,M,A) - CT 000000 PK, OO
M, 000000 AQO0,A000D0O0000CDOOO
DDDDDDDDDD CTDDDDD
KeyGeneration(MK,S) — SK 00000000
MK,0000 SO0,000 sKOO0O0OO.

Decrypt(PK,CT,SK) - M 000000 PK,OO
ocr,00g SKoo,SKOo croooooogoo
DDDDDDDD~DDE/D MDOODOOO.
Delegate(SK,S)— SK OO0 SKOOOOO SOO
ooo scsSuooo,0ooon sgoooooooo
SKOOODOO.

CP-ABEOOO0OOODOODODOODOOODOODOOD
o0o00o00bOoooobOoboOoooobob. booa
00000 4ooooooo.

3.2 tk-CP-ABE[15]

tk-CP-ABE 0 CP-ABEOOUOOOOOOCOOCOOO,
goboooobooooooooo.

Setup() - PK,MK 00000000000 DOO
oo0oooooo0ooo,000 PK,O00000 MK

ooood.

-422-



Encrypt(PK,M,A) - CT 000000 PK, OO
M, 000000 A0D0,A0D000D000D0O00O0O00
ooo0ooooooo crooooo.
KeyGeneration(M K, PK,ID,S,b) — SK O
0000 MK,OOOO S, 0000 ID, 000
ooOs00,000 SKOOOOO.
GetToken(ID,C)—» T 0000 IDOOOODO DO
00000 coooooooooo TOoOooDoOO.
Decrypt(PK,CT,SK,T,ID,b) — M 000000
PK,000 CT,000 SK,O0OOO T7,0000 ID
oo0o0ooooos0Oo, SKO Ccrooooooooo
gooDboooooooo MmOOOOOd.

tk-CP-ABE OO 0OO0OO0ODOOOOOOOOODOO0O, O
Jo0o00oo00obOooo0obOoboo. oooooooooa
000000000000, D00D0O0OooDOo 150
gooooo.

oono
oono

O

3.3 PP-CP-ABE[30]

PP-CP-ABEO CP-ABEOUOOO,000000000O
Oo0oO00o()oOooOooUooUoUoUODO. oo
ooo0O,00000000000000007DO”0O0O
O0o000oo0oo. ooooooooo’bo”’0oOooOn
oUooO0oooUo.ooooooo(yooo.oooo
O0o0oo Bojooooooa.

3.4 Green et al.[14]

(140 CP-ABEOOOOOOOOOO,0000000
000 o(l)ooooOooUoo. Uoboooo, oo
Transformation Key(TK) DO OOOO0O0OO0OO0O0OOO
gob0oO00. 000000000, 00 Proxy-server [
00 TKOODOOOoOOooooooooooooo. oo
00,000 ElGamal 000000000000, 000
oo0oooOooooooo(y)yooOooooooooo.

3.5 00
gooobobbbooooogo,1gobbobobooooda
oooooooooooooooo. ood, CP-ABE
0000100000, 000000000000. tk-
CP-ABECOUOUOD 1,00 4000000000000.
PP-CP-ABEOJOUODO 1,00 20000000000
O0O. Greenet al. 00000 PP-CP-ABEO OO, O
01,00 2000000000000.0000O0OO0
00400000000D00D00D00O0DOOO.

4 00000
gobobooobbooooboooo.

4.1 0000O0O0OOO0OO

Setup(\) - PK,MK 00000000000 AODO
000,000 PK,OOODOOD MKDOODOD.
KeyGeneration(M K, PK,ID,S,b) - SK 0000
0000 MK,OOO PK,001IDO ID, 0000 S,

ooooDoooo 00,000 SKOOODOO.
Encrypty (PK,M,A) - CTy 000000 PK, 00
M, 000000 AOO,00000 CcTy0OO0OOO.
Encrypts(PK,A,CTy) - CT 000000 PK,
ooooo A 00000 ClyO0O,AO0000O0
0o0ooO0oo0oooooooo crooooao.
GetToken(ID,C)— TOO00 IDO00DDOO
oobobobOoooo Troooog.

a
a

oc¢

Decrypts(SK,CT) — CTs D00 CT, 000000
000 SKOO,SKO CTOOOO0000O00O0O00O

000000000000 CTs00000.
Decrypty (b,CTs,t,T) — M DOD00000 b, O
00 CTs, 0000 7,00000¢00,00 MOO

ooo.
GetMaskKey(SK,T) — (SK,t) 000000 SK,
0000 TO0,000000000 SK,0000¢0
oooo.

4.2 00000

(15| 0000,000000000000000D000 (Ci-

phertext indistinguishability), 0 0 00O O (Unclone-

ability), 000 0O000O (Privacy preserving) 00 0. O

goobboooobbooobobooooboo.
ogoooooooooooa.

System Setup: Challenger 0 Setup(l) 0000 PK

ooo.

Phase 1: Adversary 0000000000 OO0OO

goooooo

e 00O SODODO,00000CO000O0,0000
O000. Adversary 0 ID,SO00O00O0O

e OODO SOOO,000D0OO0O0OO0O. Adver-
sary 0 ID,SphpO0000O0.

e HOOOUODOOOOOLOOOOOODOOOOODO
000. Adversary 0 C,IDO0O00OO0OO
Choose Policy: Adversary 00000 W OOO.
Challenge: Adversary O 00O Moy, M1(Mo # M) O
00000000, Challenger 00D OO0 « € {0,1}
ooo, M, O0ODOO WDOOOOODDO. OOO

Challenger 0 C, O Adversary 00 O0O.

Phase 2: Adversary 0 Phasel OO0O0O0O.

Guess: Adversary 0 o € {0,1}00000. 00O,

a=a 0000 Charenger 00 0O.
000000000, Adversary 0 advantaged ADV :=

Prla=0d/]—+ 000. 000000 non-Selective ID

model OO DO .

00 6 (000D0O0OUOODO). ODDODODOOUOOODO
Adversary0 0000 ADVO negligible 0000, ABE
O Chosen Plaintext Attack(CPA)0 00O Selective ID
model 00 O0O00O0OOODOOO.

00 7 (Uncloneability). 00O
ooosoO0. ODOO, D
ooooogd, O O(|B\)EI
Uncloneability D0 00O 0O0O.
0000 domaein0O0O0O. |B
0 polynomial OO O OO

00 8 (Strong Uncloneability). 0000 PKOOO.
DCcpOOO.cO0D0O0O,wOoOoOoOooooo. O
000000000000 FO000, GetTokenO OO
0, Decrypts 0000000000000 OO0. 00O,
]:-{GetTolen(-,-),Dccrypts(~,-)} _

000 ID, 000 D, 0

O gooooo
0000, ABED
g |00000o
| O £(security parameter)

oooo, o
ooooo
000 |B

Decrypty, (b, Decrypt ¢ (SK, CT), t, GetToken(ID, C))

0000 extractor algorithm x O ET(,CT, ID,t,C 00
000 /pO0OO00O0 b0 O(B)00000000, O
0000O0O0OoOg Strong Uncloneability 0 000000 .

00 9 (Privacy preserving). U000 PK, 0000
00 MKOOO. OODODOOODOO ID, 0000
SK,0OOODOO D,000Do0O s, 00000 60
aogoo

Pr[b|PK, MK, ID, S, D] = Pr[b|ID, S|

-423-



TU _ T.00
A DO

Figure 1: 0O O0O0O

OO0 ABEOUOUOOO Privcacy Preserving 00O

,000oo0o0ooooooo. ooooo, o
OOO0O0O0O ChallengeJOO0O00O GuessO OO
ooooooooo.

Challenge: Adversary 000 M OO0O0OO0O0O0OO,
0000 WwWO00OOoOOooooooo. Challenger 00
0000 Be{0,1}000,MO00000 V30000
O00,Cs000 Adversary 0O OO

Guess: Adversary0 g €{0,1}00000. 000,
B=4'0000 Charenger 00OO.

O0o00oooooo, Adversary O advantaged ADV =

Prlp=p1-+000.

00 10 (D0O0O0ODOO0OO0). DOoOoO0O0oOoOoOoooo
Adversary0 0000, ADV := Pr[3 = ']-1/20 ney-
ligithle 00000, ABEO CPAOOUOUO non-Selective
ID modelOODOODOODOODOODOODODOODO.

5 0000
0000 tk-CP-ABEOOOOOCOOODOODOOOOO
ooooooo, PP-CP-ABEOOODOODOODOODODO

oooooooooooooboooboboooo.ooooo
0000oooo0o0ooo 7y0O00.000,00000
ooooo”po’0000,”po?’00000000
TooO0ODOOO (0 1). 00D0OUOOO TuATu
Oo00 DOO 7TwO0O0OOOOOO
goboooo.oboo,bcoooo
RDDDDDDDDDDDDDD
goo.
goo,0000000D0000O0
oooooooob.oooo,0o0oo00obooooo
oo Ibobooooooooooooboooooooooo
ooooooo.
PP-CP-ABEOOODO,000000000000OO
0000000 Encaypts 0000000, 000000
oooooooooooooboooboboooooo.ooo
O, Encrypty OOOOOOOOOOOOODODOODODOO
uoooooooooooooboooo. oooooo
OoOoO0,Encrypty DODOOOOOOOODODODODODOO
O goboooooo,oobooocoooboooooo
O yoooooooo
O,0000000

oo
g
oo
od
g
og
O

oo
o1 00 (000 6.20
oo gooooooooo.

(=

KeyGeneration(M K, PK,ID,S,b) — SK b
Z,0000000000.Vjes,r, 0000000
00. SKO SK=(b,Vjes: D—g “H(j)"7, D}
¢)0000000.000 D=g"
0ooooO (Ib,D)yooo.

IIDm

Encrypty (PK,M,Tv) - CTy 100 ¢qe 00000
00000. s=gqr(0),s1 =qr(1),s2=¢qr(2) 0000
0.00000 To0000 att(y) O H, = (H(att(y))*
00000, 7s000. 000, {Vy € Yy : H, =
(H(att(y))*, g, = ¢°} 00000. DOO0O0ODO
OCcCryoooo.

CTU = (51,7’3,0

Yy € Ypo : Cy = g*¥,C) =

—¢*",C = M -e(g,9)**;C = h*;

Encrypts(PK,7s,CTy) — CT Encrypt(s1,7Ts) U
000, CTs = (Vy € Ys : Cy = H )
0000. CTO CT = (T = Ts A Too; C; C;C; Wy €
YsUYpo : Cy =g i = H»®yooooooo.

/qy (0)
quy 70; -

GetToken(ID,C) »T IDOOOOOO00000
A ~ 520(7‘

0,7 =e(C,D) = e(g™ ““goo

oo.

atr
g v ) =cel(g,9)

GetMaskKey(SK,T) — (SK,t) 00000 teZ,

00000. T=T" =e(g,9)" %, SK = (T,Vj €
S:Dj=g - H(j)",D,=g¢7)000.

Decrypts(SK,CT) - CTs RO YsUYpo ODODOO
00000, DecryptNode(SK,CT,R) - A =e(g,9)"°
00000. CTs =(4,C)000.

Decrypty (b,CTs,t,T) — M T' =T¢00000.
00000000 MOOOO.
CA _ Me(g,9)"
T
(e(9,9)
Me(g,g) "%

e(g, g)letns?
= M

-e(g,9)"°

tsQ(a+r) b
b )t

Subroutin;Encrypt(s,7) - CT 07000000
0000000 ¢ 0D00ODO0O. O00ODODO R

ooo, DD[ID[IDDd =k, —1000. 00 root
ROODO, ¢r(0) =s € Z,000. ROOODOOD
DDDDDDDDDDD RODOODOOO zOOOO
42(0) = Gparent(x)(index(z)) 00, 000000000
000o000. Yo 70000000000,000
000 crooooon

CT = (WeY:C,=g%? 0, = H(att(y)™")

- 424 -

Hatt(y) ™)



Table 1: 00O 0O

[ [ Hash [ Mul Gg ] Exp Go [ Mul G; | Inv G; [ Exp G; | Pairing |
Setup - Z 1 Z - - 1
KeyGeneration (BN [S] 2[ST+2 - - - -
Encrypty (AR z I+(TT+ 1) 1 = 1 z
Encrypts (7D" - 2[T] - - - -
Decryptu - - - 2 1 -
Decrypts - - - 2[T] 7] 7] 2[T]+2
GetToken - - - - - - 1
GetMaskKey - - - - - 1 -
*OoOoooo,S:0U0po0ooooUoooo, |7 00000000 UDOOODO
Subroutine:DecryptNode(SK,CT, R) — e(g,9)"° ood, ar,b000000O,
D00 ¢eT7T0000 (a+7) B
p(£) = (¢, parent (), parent(parent(£)),--- , R) Pr[b|ID, 5, mod p] = Pr{b|/D, 5]
Oo00.00,000+¢0000 O0o00d. OO000O0O0oo0d Privacy preserving 0 00O
0. O

-

z€p(L),z#R
S = {index(y) | y € sibs(x)}

I Il =

z€p(L), 27'&1?]653#
gooo.ood

Ze A;,5(0), where ¢ = index(z),

e(Di Ci)
DecryptNode(SK,CT,R) = H <7’
LEL,i=att(£) e(D;, Cé)
7‘32
= e(g,9)
goooa.
6 OO

uooooooooooooboo.oboooooooooo
0.00,00000000(@CUO)0OO0O,000,1
gobooooboboooooooooooo.

6.1 0OO0O0OOO0O

oooooooooooooboo.ooooooooooo
000, Uncloneability, 0000000, 0000000
oooo.

00 1. 00000000000 0O000 non-selective-
IDO0O0O0O PBDHOODDOOOOODDOOOOODOO
oad.

00 1. /15/0000000000000000000
oooooooog. O

OO0 2. 00000 Strong Uncloneability D0 0O O .

00 2. FOOOO xObO O(B))ODOOODODOO
0.x00000 PK,ID,C,D'00O.
oo ]-"I]I]DD MOOOO. DD,XDPKCDEI

O A_e(g,g)” 0DO0D0. 000, M=% 0000

D,DDDDDDDDDDDcwaDDDDDDDDbD
000D0000000. 00000000 Uncloneability
oooo. O

00 3. 00000 Privacy preserving 0 00 .

00 3(00 3). bOooUOoUOOoO, PKCMKO bBOO
ooboooooocooo,

P@WKMKIDSM

0oooo. 0o, D=g¢"F
oooo,

Pr[b|ID, S, D]

Pr[b|ID, S, D]
'0oo,coo000 q0

(atr7)
b

= Pr[b|ID,S, mod p]

)

00 4. 00000, CPAODOOO non-Selective 1D
model 000000000000 DODOODODOODO,O000
goooooooo.

00 4. M =My, Vo =W,Cs=C, 00000000
00000 Adversary00000, 00 g 000. 00
0,v,0000000000000. 8/=000000,
a—ODDEIEID oooooo, DD 1/200000

00000 < 00000. DDEIEI gooooooo

DDDDDDDDDDDDDDDDDDDDD,DEII:II]
goooobooooooobooo. oogo,bbooooo
goooog. O
6.2 00O

gooobobooooboboooobo.obobog
0000000000 (00000 Encrypty, Decrypty)
ooooooooo.

OO0000,0000 Decrypty 000 GetRandomKey
000000,00000 0(1)000. 000 Decrypty
O0o00o0o()oOooOoo,000000D00000O
oo ooo.

Encrypty 00000,00000000000000
|T|0000,O0(7))000. 000000000000
00000000 H!, = (att(y))’0000000000.

ooo,00000MMOOOOOODOOOOOOODODO.
oooo,s,s,s2 0000000000 H,ODOOO
goooooooooooo,oooooooogooon
00000000. 000 Encrypty 00000 O(1) 0O
oo.

0o00ooooooooooooooo o(T) oo
Oo.0booooooooooooobooboobooo N
0000 o(WN)O0OD. 00000000000 ABED
gooooooogd.

gobooooooboooobooooboooobo10o0a.

6.3 0O0OOOOOO

00000000000000C00000000000
O00000. 000003000000 CP-ABE,tk-CP-
ABE,PP-CP-ABE,Green 0000000. 00 400
000000000000000000000000 34
ooooooo0o0o0.
00100000,0000000000000000
00000000.00620000000000000
00000000000000000000000 O(1)
00000000000,002000000000. 0

g300o0oo,el1000000D0000O0DOOOOO
goooooooooobooooooobooooooo, oo
gbooobooooo. boo,0cobcoocoboobooooon

- 425-



O
O
O
O

gbooogob,boboboobobooobobog
gboooobob,bo04000000DODODO.
oo,00000000 140000000.0000
gooo2000.

Table 2: 0000000

ToOo1[00270

CP-ABE[]] 5 X

PP-CP-ABE[30] o

*

Green et al.[14] o

0
X
tk-CP-ABE[15] o X X
X
X
[©]

Oooooooooooogoo |
OoooooooooooOoo

o
O

This work o o
O

*oooooo o)

O
O

oopgpoo O

-
odgoo

oooooooooooon.
ggooooooo,bobooooo
go.oooooooocoooo, o
gboooboooobooooboooo
gooo,boo,0o0boo0oooocoooa
goooboooobooooboood

e e e e e
Ooooooooooogooo
DoooOd0qgooood
T OogOoooOoog
ooo—googog
ooUpgopoo

References

(1] Amazon.

Amazon S3. http://aws.amazon.com/jp/
s3/.

[2] Amazon. Amazon Web Services. http://aws.amazon.

com/jp/.

[3] D. Aranha, J. Lépez, and D. Hankerson. High-speed

parallel software implementation of the 7; pairing. In
Topics in Cryptology - CT-RSA 2010, Vol. 5985 of Lec-
ture Notes in Computer Science, pp. 89-105. Springer,
2010.

[4] J. Bethencourt, A. Sahai, and B. Waters. Ciphertext-

policy attribute-based encryption. Security and Pri-
vacy, IEEE Symposium on, Vol. 0, pp. 321-334, 2007.

(5] J. Beuchat, J. E. G. Diaz, S. Mitsunari, E. Okamoto,

6] D. Boneh and M. Franklin.

F. Rodriguez-Henriquez, and T. Teruya. High-speed
software implementation of the optimal ate pairing over
barreto-naehrig curves. Cryptology ePrint Archive, Re-
port 2010/354, 2010.

Identity-based encryp-

tion from the weil pairing. Advances in Cryptology —
CRYPTO 2001, O 2139 O of Lecture Notes in Com-
puter Science, pp. 213-229. Springer, 2001.

[7] M. Chase. Multi-authority attribute based encryption.

(10]

8

[9

In Theory of Cryptography, Vol. 4392 of LNCS, pp.
515-534. Springer, 2007.

Cloud Security Alliance. Security guidance for crit-
ical areas of focus in cloud computing, 2009. http:
//tinyurl.com//ycrchqj.

Cloud Security Alliance. Top threats to cloud comput-
ing, 2010. http://tinyurl.com/yer9tvs.
C. Gentry and A. Silverberg. Hierarchical id-based

cryptography. Advances in Cryptology — ASI-
ACRYPT 2002, O 2501 O of Lecture Notes in Com-
puter Science, pp. 149-155. Springer, 2002.

(11]

(12]

(13]

14]

(15]

(16]

(17]

(18]

(19]

20]

(21]

(22]

(23]

(24]

25]
[26]

27]

28]

(29]

(30]

- 426 -

Google. Google App for Buiziness. http://www.
google.com/apps/intl/ja/business/index.html.

V. Goyal, A. Jain, O. Pandey, and A. Sahai. Bounded
ciphertext policy attribute based encryption. In Awu-
tomata, Languages and Programming, Vol. 5126 of
Lecture Notes in Computer Science, pp. 579-591.
Springer, 2008.

V. Goyal, O. Pandey, A. Sahai, and B. Waters.
Attribute-based encryption for fine-grained access con-
trol of encrypted data. In Proceedings of the 13th ACM
conference on Computer and communications security,
CCS ’06, pp. 89-98. Algorithms and Computation in
Mathematics, 2006.

M. Green, S. Hohenberger, and B. Waters. Outsourcing
the decryption of abe ciphertexts. In Useniz Security
2011. 2011.

M. J. Hinek, S. Jiang, R. Safavi-Naini, and S. F.
Shahandashti. Attribute-based encryption with key
cloning protection. Cryptology ePrint Archive, Report
2008/478, 2008.

00o0ooO0oo0o (IPA). D0O0O0O0DO0ODOOOODOOO
00D000D000D000. http://www. ipa.go. jp/
about/research/2009cloud/pdf/100924_cloud.pdf.

0000,0000,0000,0000,000. Android
000000000000000000. 0000000
00000000000 (CSS2010), 2B1-3. 000000,
2010.

T. Iyama, S. Kiyomoto, K. Fukushima, T. Tanaka, and
T. Takagi. Efficient implementation of pairing on brew
mobile phones. In Advances in Information and Com-
puter Security, Vol. 6434 of Lecture Notes in Computer
Science, pp. 326-336. Springer, 2010.

Y. Kawahara, T. Takagi, and E. Okamoto. Efficient
implementation of tate pairing on a mobile phone using
java. In Computational Intelligence and Security, Vol.
4456 of Lecture Notes in Computer Science, pp. 396—
405. Springer, 2007.

KDDI. KDDI MULTI CLOUD. http://www.kddi.
com/business/pr/multicloud/index.html.

000000000000.000000000000000
0000000000000 0000, 2010. http: //www.
meti.go.jp/press/20100816001/20100816001-3. pdf

A. Lewko, T. Okamoto, A. Sahai, K. Takashima,
and B. Waters. Fully secure functional encryption:
Attribute-based encryption and (hierarchical) inner
product encryption. In Advances in Cryptology - EU-
ROCRYPT 2010, Vol. 6110 of Lecture Notes in Com-
puter Science, pp. 62-91. Springer, 2010.

A. Lewko and B. Waters. Unbounded hibe
and attribute-based encryption. Cryptology ePrint
Archive, Report 2011/049, 2011.

M. Naehrig, R. Niederhagen, and P. Schwabe. New
software speed records for cryptographic pairings.
Cryptology ePrint Archive, Report 2010/186, 2010.

Nifty. Nifty Cloud. http://cloud.nifty.com/.

R. Ostrovsky, A. Sahai, and B. Waters. Attribute-
based encryption with non-monotonic access struc-
tures. Cryptology ePrint Archive, Report 2007/323,
2007.

A. Sahai and B. Waters. Fuzzy identity-based encryp-
tion. In Advances in Cryptology - EUROCRYPT 2005,
Vol. 3494 of Lecture Notes in Computer Science, pp.
557-557. Springer, 2005.

M. Scott. On the efficient implementation of pairing-
based protocols. Cryptology ePrint Archive, Report
2011/334, 2011.

B. Waters. Ciphertext-policy attribute-based encryp-
tion: An expressive, efficient, and provably secure real-
ization. In Public Key Cryptography - PKC 2011, Vol.
6571 of Lecture Notes in Computer Science, pp. 53—70.
Springer, 2011.

Z. Zhou and D. Huang. Efficient and secure data stor-
age operations for mobile cloud computing. Cryptology
ePrint Archive, Report 2011/185, 2011.



