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Abstract For preventing unwanted behavior by malware in smart phone, it has been
taken an approach that user checks the warnings of access permission which are
displayed at the time of installation of an application and then user permits the access
controls. However because it depends on IT literacy of users, it is doubtful whether it is
suitable for all the users. In this paper we propose an approach that is automatically
produce an access control list from an application as a Cloud service and run the
application with the access controls at smart phone. Then we implemented the proposed
approach using Android smartphone and showed the effectiveness.
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