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Abstract This report scrutinizes a mutable S-box of AES, which has been proposed in for improving the
complexity of the S-Box’s structure, looking for vulnerability to differential cryptanalysis and especially the
linear cryptanalysis. The structure of the AES S-box has been expanded and modified to be congruent with the
proposed algorithm and to obtain appropriate non-linearity of the S-box. The Cryptanalysis of mutable S-box
is based on a statistical test for randomness to measure the unpredictability level of the output values.
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0.01 LA EizZe G2 (1) OFHICH L 55,
BV EELBUERES Th 5 L HIE éms.

099 + 3 [0.99;0.01

(2 X, KE[0D%E 10 HEL, FRENIFETD
p-value DS THDNE 5 Dk I
XoTHET 5. BAMIZiE, 1= i 2101220
T, F & XM[(i-1)/10,i/10)lZJ& 7T % p-value DEEL
LT Mg, (H2) ZFHF L, p-value=sigamc(9/2,X/2)

K1)

ZEHHET 5. pvalue=0.0001 D& X, EUWEHLIEL

BA S ThHD LHEESNS.
, 10 (F; -m/10)° t2)
A VT

B OH|E A 500 A~1000 ATV, BUNVELEK
g L HIESNIZESEZD LI, BRERDT
W5,

4.2.2. ELEMEDORIERE R
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192bit, 256bit D 3 /$Z —L NI H AN, ETITIW
TEENEEFARD 20, HEE AES128,
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A B C D
Uu P Uu P Uu P Uu P
1 o o o o o X X 0
2 o o X 0O X 0O X 0
3 o o o o X X X 0
4 o) ) X ) X ) X [©)
5 O O O O O O )
6 o O o O o O o O
7 ¢) ¢ ¢) ¢ ¢ ¢ ¢ ¢
8 X X X X X X X X
9 o o X 0 X 0 o o
10 - - ) o o o X
11 o X X o X X X o
12 o O o O o O o O
13 O O O O o O o O
14 o o X 0 X % X X
15 o o o o o o0 o o
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» ELEPELIS O 22 AR At

A B C D

U P U P Uu P U P
1 o o o o o o o o
2 o o X 0 x X X %
3 o o X o X o X o
4 o) ) X ) X X ) @)
5 o o X o X o o o
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