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Abstract Malware now attacks not only vulnerabilities in the Windows operating system, but
also those of web applications on servers and web browsers on personal computers. To collect
attack information for protective use, many types of honeypots have been developed. However,
attack information that can be collected by each type of honeypot is limited, so it is necessary to
collect it more efficiently. Our proposal performs correlation analysis of IP address structures in
attack data collected by various types of honeypots, and detects IP addresses of attackers which
are used for various attacks. Using IP addresses allows us to detect certain types of malware
infection attacks efficiently.

-185-



1 0000

ubooboooooooboooboboonoo
0000000o0o0oOoOooooooosoooo
oooooboDoOoouoooogwebOooono
oooooboooboooobooobDodWebO
gbooobobobbooboobobooba
O000000oOo0oo jooobooooooo
gbooobobobooobooboboobg
gbooobooooboboooobooboobo
gboboooboobobuobboobodobdg
gbobooboooboooobooobooboboobg
gbooobooboboooboboooooboobo
gooobbooooouogoooooonon
gboooboobobobooboobobo
goboooooobooobooobooob
goooboooboboIpOO0b0OODOOO
gbooobooboobooobonooboobonbo
ooocoboobooooboIPhOoOOOD
gobooobboooboobboooobogIrPO
gobodbooobooboooboon

2 Jobbbuooooooooa
HEN

2.1 O0O0Oobooooooboon

gooooobobooobobobooobo
gboooboboboooooboooogoo 10
gboooboobooobobooboobooong
gobooboooobooooo

&A= —Kyk  TLHT

EtEweb 1+

ﬂ Web
T USATUNE
L\\\ Windows

) OosE

) Web
K», H—RE

XRFZTE

<o
AorO—RYAk

01 go0oooo

Windows 0SO0 0000000000000
0 [2@30000000000000000IP

00000000 oooooowebOOonood
000000000000 WebOOGOOoOOO
000 40000000000000000
IPO0DO0OOODOODOOOOOOOOOOOO
ggbobbooooboboabboouoodanon
000 IPOOOOO URLOOOOOO [500
OOWebDOOODODOODOOODODOODO WebDO
000000000000 e|ooO0OWebODO
gobobboooobooobbbouooooo
OOoDobobo0 WebOOQOQOoooooo
O WebOOOO URLO IPOOOO 7000
goon

gboooboooboobooooboobob
uboboboooboboboboboboban
gooboobooooobooboooboooooo
OoogooooobooooobDWwWebOoooono
uogooogoooooobooooboaoono
Web OOOOOOooooooooooooo
URLO IPOOOOOOOOOOODODOD
O00OWebOOODOOOOOODOOOOOODO
O000oooooOWwWebOOOoooooooo
O0O0duURLOIPODOOOOOOODODO
doboodooooooobboooonoo
000000000000 ®gooooooo
0000 0Command and Control (C&C) OO
OO0 URLOIPOODOOOOOOOODOODOO
goooooobon

22 QJOO0OO0OOObOOOobOOobOIP
gbooboooon

obooooooobooooDb URLDO IPDO
gboogoboboboooobobgoban
gdbooooboboboooboboboooonoo
goboboooobooboooobooboon
goobbboooouobboobobooonbon
ooobooooIpPoObOoooooboood
O00000Windows OSOOOOOOO0O Den-
DenHoney[3]0 WebO O OO OOOOOOOO
0 Marionette[6] 0 WebO OO OO OOOOO
Web Phantom[(5| 00000000 IPOOO
0000 WebOODOO IPOODODOODOODO
oo0oooopooooooo Ipooboooo

- 186 -



U1 00000000 IpP0OO0b0OOoOO

gooooo gooooooo good IPO0ODOO0O
DenDenHoney (DDH) | WinOSOOOOO IPOOODO 2011-05-100 2011-07-21 21,111
Marionette (Mari) OO0 WebOOQOQoIPOOODO 2010-110 2011-02 12,245
WebPhantom (WPa) WebOOOOODOOOIPOOOD 2009-12-240 2011-07-24 5,912
WebPhantom (WPm) | WebOOOQOOOOOO IPOOOO | 2009-12-240 2011-07-24 992

oooobooobooboo IpPo0boOonDOon
gopooIpPooOoobbooobboooboon
oooboobooooIpoooooooool
gboboboobooobobobooboobooog
ooobobooboIpPoboboOoboOo2000D
0200000003930 IPOOOODOO0O
gbooobooooboooboooboboong
gboobooboboobobooboobg
goooIpooboooobOOoobOoboon
gboobooobooobobooboobooog
gboooboobobobooboboobg
goboooooooboooooobooobooo Ip
gboooboooboobooobobobodonog
gobooboobooobooboon

U2 001POOn0gonO

DDH | Mari | WPa | WPm
DDH - 56 18 2
Mari - - 76 157
WPa - - - 96
WPm - - - -

3 dubboooobboboood
IpO000OoooOOO

3.1 00

goboolpoooboooboooooog
goooboobobooboobooobooo IpomO
goooboobooboIpO0bDOO0DOO0O0
gbooobobobboobooboboonbg
gooooobobooboobooboobg
oooIipO0O0O0O0obOObOOO0OOOOODOD

gboobooboobooooboobooIrPO
gooobobobbooboobg20000
gbooboboobobgob20b0000000
gboboooobooboo IpgonoOoOoO
goboobobooooboobobonboo
gbooooIipPoODoooOooOoOobDOoOobogn
gbooooboooboooboaod

3.2 0OOO0OIPO00OOOO20000000

gboooboboooobooboooobob
goooboboooboooboboouoon
goooboboobogob200b0gooooDo
gbooooooooooooooobogono

DRU(n) = RDL(n-1) | DRU(n-1) ~ DRU(n-1) 1 LDR(n-1)
LUR(n) = ULD(n-1) « LUR(n-1) 1 LUR(n-1) -~ DRU(n-1)
ULD(n) = LUR(n-1) t ULD(n-1) « ULD(n-1) | RDL(n-1)

RDL(n) = DRU(n-1) -~ RDL(n-1) | RDL(n-1) | ULD(n-1)

0 D:Down, L:Left, R: Right, U: Up

gbo0dnDbO000DOOOOOOOOOOD
ggboboooboobooobooboboo

ooono
;)umm

DRU(n) LUR(n RDL(n)

0200000

oooooboobooo IpPoboobOonog
oooodlpoboobobObOoooooooo
gbooIpO0000OO0O0OoOOOO0ODOOOOn
000 9o0o000000oooooooIbv4
goboobo1m3poooooobob 1200

- 187 -




gbooobooboboooboob 200040
gbobobobobobobob 3000

X
o.o.o.o+o.o.1.o o.o.14.o+o.o.15.o$
¥ 4
0.0.3.0J|o.o.2.o o.o.13.oJ-o.o.1z.o
—¥ 2 3
y 0.0.4.0 | 0.0.7.090.0.8.0 |0.0.11.0
—% . ¥
0.0.5.080.0.6.0 | 0.0.9.090.0.10.0

O3 IpPO000000DO0OOOODOODOODOO

3.3 UUboIponoooooooboon

20000000 TIPO0OODODODOODOO
golpo0ooooooooooooooooo
goodooooooooooooooooooo
OlpPO0O0OO0ODOODOOODOODOODOOOOO
Jdo00dodoooopooodoonokbDOon
0000 A(ar,ag,---,a;)0 0 B(b1,ba, -+, by)
doodoooABODOOODOODODOdOO
gooooood

!
d(A,B) = |a; — bl
=1

000O0PO0O0OO00O0O0O000000000
0000000 ASO00000000IPOO
000000000000000000000
0000 ADO0 BOOOOOIPOOOOOO
00 ASOO0D0O0000 d(A,B) = 00
000000000000000000000
000000000 IPOO0O0O00OOOO0
000000000000000000IPO
000000000000000000000
000000000000000000000
000000000000000000000
000000000000000000000
00000 IPO0OOOOO0O0O0OOOO0O
0000000000000
1.IPO000O0ODOOOOdO000000
2.00d0000IPO0O0O0O0OOOOOO
ooooo

. 00oboboboooboobobogoogIp
gooobobooobooobgob 200000
gboooobognbooo

4. DO00OOOoOoOooIPOObDOODbDODO
oo01g3po0boon
obooobooobooboooo400b00
4000000 IPODOOOOODOOdOO
gbooooobo IpOo0bOOoboOoObDOn
sobbooopooIpPobooboooooDOg
oobooobobooobooboobobooboo
gboobobooboboboooobonooa
glpO0oOo0oooboOoooooooooon
goboboooobooboobooboon
gpo0boOooooboooboobgoooon
gobooobooboobobooboobonoo
ooboIpO00D0OO0OO0O0ODOOOODOO
googn

o
Y

<
~

15
|

BERE o

10
|

.8. %4 Mari T

)

X.y.231.127 Mari
x.y.231.30 Mari

. ?I
X.y.8
X.y.224.60 Mari

X.y.234.148 DDH

.228.108 WPm
.228.108 WPa
.228.231 Mari
y.228.93 Mari

.230.171 WPm

.y.230.195 Mari

.y.230.171 Mari

]
=
o
o
=
N
N
x

X.z.233.240 WPm
x.2.234.7 Mari
X.2.234.14 Mari
X.2.234.19 Mari
x.y.230.89 DDH
X.y.230.209 DDH
X.y.230.228 DDH
x.y.231.57 Mari

- 2
> > x>

X.
X
X.

X.
X
X

ISRB1L HS5RZ2

3
N
N
r
w

U4 0000000000

4 000 IPOOOOOOO

4.1 00O

oooobooobooboooboobogoIpo
ocooooooobooobobooboooIPDO
gbooobobooboboooboboboa
gbobooobooooIpoobooogon
gooobooooobooooo1bobooon
00000000 100CCC DATAset 20100

- 188 -



2011[10] 0 D3M 201J2011[10]0 000000
g20000000000200001POO0O
000000 300000000 Windows OS
0000000000000 0 CCC DATAset
OWebOOOOOOODODOOOOOOOD
oo bsMOOOooooooIPoOOooooO
040000

O3 0ooooboooipboboonb

gboboooboobooooIpPbooboon
goooboboboooboboobogen
g sgoooopoboboobobbbooooon
glogbo3b0obobobonobooboobonboo
IpPOOO0O0O0O0DOODOOOODOOOODOOOn
gboboooboboobooboobo rpon
oobooboobooboooboIpooboOoO
gboobobooboobobobooba
gbobooobooboooooboo pon
gboooooooooooooooooon

ogoooon oood IPOOOOO
CCC2010 2010-03 13,337
CCC2011 2011-01 8,775 05 0000100
D3M2010 2010-03 257
D3M2011 2011-02 151 TO0OO00
OO0 | 000000 | 0ooooooo | 0IP0O0O000
0 24,295 1,183 4,058
1 21,480 1,722 6,075
O 4. 0000 1IPOOOOO 2 18,963 2,122 7,951
3 17,172 2,294 9,411
CCC T CCC T D3M TD3M 4 15,732 2,388 10,567
2010 | 2011 | 2010 | 2011 2 ﬁgé? ;igg i;;ii
CCC2010 ‘ 24 2 0 7 13:088 2:456 12:783
CCC2011 - - 0 0 8 12,451 2,438 13,187
D3M2010 - - - 20 9 11,880 2,440 13,747
D3M2011 . N . . 10 11,429 2,430 14,177
O 6: 0000200
4.2 0000
gooooodg
O00o0ooooooooooooooon 00 | 000000 | 0000000 | 0IPO0OODO
0 15,619 9 35
gdoodoooooooooooooogao T 3073 o 39
00000000000 IPOO0OOOOOO 2 11,119 11 44
3 9,667 16 61
000000500600000000000 : $.608 = o5
O0o0ooooooooooIpPoO0OooOoon 5 7,823 20 78
6 7,179 23 85
0000000000000 00000000 = 5671 52 o1
gdoododooodouooooboogao 8 6,217 27 100
9 5,846 27 100
oodoooodsoooodenoooogo 10 5,527 31 112
oo00ooo0oooooooooooooolo
O0ooooooooooo IpoO0oooOoao
godooooooooooooooooogo
4.3 OO

gobobooboobooboob sbuonbg
goooboooboIipPOOO0DOO0OODO0
goboooboooIphOoooboOoooon
gboooboobobooobobooobobo
gooIipOOO0O0OOO0OO0DOOOOODO0
gbobobopoboboboebbObOODO
gbooobooboboboobooboobobo

ooooooobobooboboIpobDOO
gbooboboboooboooobonboa
gooIlpObOO0O0O0OoOobOOOOOobDODO
oooboopooooboooIpooooO
gboobobooboooboooobonboa
gobboooooooooboobbooooboo

- 189 -



gobooboboobboobbooboooobo
gopPOo0oboOOoobObOOoobobOOooboOon
gooooooogoIipobooooooooOon
gbooobooboobooobooboobg
OO0 WebOOOODO WebOODOOOOODODO
0ooooooobooobOodbOodWindows
osObOoOoOoooDoooOoooobooooooo
O000DO0000O0O0nWindows OSO
goooboooobooo IpPoboboonboon
oooooooooooooooooonO Web
gbooboooboboobuoobobodong
gboooooboboboobooboboobg
gogbobooooboooobooooooooon

5 Uoggg

uboooooooooboooboboono
gooobobooobooobogobooobobo
gobbooooooooboooooooIrPO
gobooooobooon

oooooooooooooooooooIp
gbobob2000000000000000
goooobooobbbooooooooon
ooocobooobooooobooIrpooobooD
gooobooboobo IpO0DbOO0OODOO
gobooboobobooobooboobobd
gboooboobooboobooobooboooo
goboobooobobooooooboo

oooobooboboboboDbDDDDDOWindows
oSOO0O00OoOoODO0OCOCOOO00OOWebO
o000 wWebOOOOOODOOOQOOOD
goooboobobooboboboobg
gbooobobooboobboobooobobo
gobooooboognd

HEN

OooooNTTOOOoOoooooobooo
oboboboobooobooboobooooo

ooon

[1] SANS, ”Sans institute infosec reading

room,”  http://www.sans.org/reading_

[10]

- 190 -

room/whitepapers/malicious/bots-
botnet-overview_1299

Dionaea, http://dionaea.carnivore.it/

00O00,00000,0000,000
oodo0o,0000.’0oo0ooooooad
oodoodoooooooo,y oooo
00000, Vol.50, No.9, pp.2147-2162,
Sep 20090

The Honeynet Project, ”Web Application
Honeypot,”
http://www.honeynet.org/gsoc/project8

T. Hariu
"Design of Provider-

T. Yagi, N. Tanimoto,
and M. Itoh,
Provisioned Website Protection Scheme
against Malware Distribution,” IEICE
TRANS.COMMUN., VOL.E93-B, NO5,
pp1122-1130, May, 2010.

M.Akiyama, K.Aoki, Y.Kawakoya,
M.Iwamura and M.Itoh, ”Design and
Implementation of High Interaction

Client Honeypot for Drive-by-download
Attacks,” IEICE TRANS.COMMUN.,
VOL.E93-B, NO5, ppl131-1139, May,
2010.

0o0o0oOo0odooooooog, ”Gum-
blar 0O ODODODODOOOOOOOO)
http://www.ipa.go.jp/security /fy22/
reports/techl-tg/a_07.html

0000,00000,000,0000
"000000000000000000
00000000, 0000000000
0000000000 2009,20090 100.

B. Irwin and N. Pilkington, "High Level
Internet Scale Traffic Visualization Us-
ing Hilbert Curve Mapping,” VizSEC,
ppl47-158, 2007.

0000,0000,0000,700000
000000000000000 OMWS
2011 Datasetsd ”0 MWS2011, 2011 0 10
0.



