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Abstract In order to reduce the security risk caused by suspicious Android applications,
users can verify the permissions requested by the application at the installation phase.
The permissions define privileges to access certain APIs and the user has to grant them
if she wishes to complete its installation. However, once the user grants these
permissions, the user cannot check whether the application is properly using these
permissions. In this paper, we propose the fine-grained access control framework that
can control access to important information and/or functions requested by the
application during its execution. The proposed framework allows users to confirm the
access to the permission-protected APIs and to authorize the application to use them. In
order to verify the effectiveness of the proposal, we modified the application framework
of Android to implement runtime security policy enforcement mechanism by hooking
several important API calls. Our performance evaluation result shows that the overhead
of policy verification is negligible and does not affect the application’s runtime behavior.
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