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Abstract Recent efficient pairings with BN curve use a pairing rational point group with sextic
twist over F 2. For the twisted pairing rational point group, this research considers to efficiently
apply the rho method for which OEF technique plays an important role.

1 Introduction

Recently, pairing based cryptographic applica-
tions such as ID-based cryptography and group
signature schemes have received much atten-
tion. Barreto-Naehrig (BN) curve [1] with em-
bedding degree 12 is one of the most important
families of ordinary pairing friendly curves be-
cause sextic twist is available. Recent ef-
ficient pairings with BN curve such as Ate
pairing [2], twisted-Ate pairing [3] and cross—

twisted Ate pairing [4] also use a pairing ratio-
nal point group Gs on sextic twisted curve over
F,2. Thus, G2 has the isomorphic group G,
over twisted curve E'(F,2). This paper focuses
on the isomorphic groups. In order to solve
ECDLPs, Pollard’s rho method [5] that uses
random walks and collisions is well-known. In
detail, let E(F,;) be an elliptic curve and let
P,Q € E(F,) satisfy P = [s]Q. In order to
solve the discrete logarithm [s] = logp(Q),
Pollard’s tho method tries to find some col-
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lision points R;, = R;, among a lot of ran-
dom walks R; = [a;|P + [b;]Q with random
scalars a; and b;. If any efficient automor-
phisms such as [u|P = ¢ (P) exist, not only
collision points themselves but also their con-
jugates with respect to efficient automorphism
is useful. In order to activate the automor-
phism attack with rho method, it is needed
to deside some coset leader from 12 conjugate
rational points. It is known that normal basis
representations of x,y coordinates of rational
points efficiently work over Go. This paper
show an approach with sextic twist, normal
basis conversion, and optimal extension field

[6].

2 Fundamentals

Let us briefly review elliptic curve discrete log-
arithm problem, rho method [5], non symmet-
ric pairing groups on BN curve [1], and auto-
morphism attach for Go on BN curve.

2.1 Elliptic curve discrete logarithm
problem (ECDLP)

Let I, be a prime field and E be an ordinary
elliptic curve over IF,,. E(F,) that denotes the
set of rational points on the curve, including
the infinity point O, forms an additive Abelian
group. In general, the defining equation of the
curve is written in the form of

E:y=r*4ar+b abeF, (1)

In what follows, let the order denoted by #E(F),)

be a prime number r to make the discussion
simple. Usually, #E(F,) is written as

#EF,) =p+1-t, (2)

where ¢ is the Frobenius trace of E(F,). Then,
let P and s be a certain rational point in E(F,)
and positive integer less than #E(IF, ), respec-
tively. The rational point @ = [s]P is easily
obtained by a scalar multiplication. However,
its inverse problem that solves the scalar s only
with the x and y coordinates of the rational
points P and @ is difficult when the order is
enough large. This problem is called elliptic
curve discrete logarithm problem (ECDLP).

The cryptographies based on ECDLPs re-
quires that the order #E(IF,) is sufficient large
such as more than 160-bit number. Let r
be the group order, the probability of success
of collision—based attacks such as the well-
known Pollard’s rho method [5], for example,

is roughly given by 1/4/7.

2.2 Pollard’s rho method

Let xp and yp be the x and y coordinates of
rational point P € E(F,). In what follows, it
is often denoted by P(zp,yp) or P = (xp,yp).

In order to solve ECDLPs, rho method with
random walks is well-known. In brief, sup-
pose that a rational point @ is given by [s]P
with a certain scalar s and a rational point
P € E(F,). Iteratively calculating the fol-
lowing random walks with random numbers a;
and b; less than r,

R; = [a;]P + [b]Q, (3)

for a certain pair of integers u and w, one may
find the following collision points.

R, = Ry, in detail, xp, = g, and yr, = YR, -
(48)

Simply, listing and sorting the coordinates (zg;,
yg,) and random scalars (a;, b;) of the random
walks R;, the collision points R, and R, will
be found by noting that their z and y coordi-
nates becomes the same. Then, the scalar s is
successfully obtained by

s = —(ay — ayw)(by —by) tmodr.  (4b)
According to [5], the number of iterations such
that the collision points are 90% successfully
found becomes about 2.15/7.

In general, the next random point R; 1 based
on R; is given by some simple operations such
as just an elliptic curve addition. For example,
pre-compute several random points Wj, then
R;41 is given by R; plus a certain one of the
pre—computed random points. For activating
rho method, the one needs to be uniquely de-

termined from some information of R;,
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2.3 Non—symmetric pairing groups
on BN curve

According to Barreto et al. [1], BN curve that
is one of the most efficient pairing— friendly
curves is given in the form of

E:y*=23+b, beT,, (5)

where the setting parameters p (characteristic)
and r (group order) are systematically given
with an integer variable x as

p = 36x*—36x>+24x? — 6x + 1, (6a)
ro= 36xt —36x> + 18x? — 6x + 1. (6b)

Since the embedding degree of BN curve is 12,
consider E(F,12) and its non—symmetric pair-
ings such as Ate pairing use the two rational
point groups G; and G as

Gi1 = E(F,2)[r]nKer(¢—[1]), (7a)
Gy = E(Fu)lr]nKer(é— [p]), (7b)

where ¢ is Frobenius endomorphism, 1.e.,
¢:E—=E:(z,y) = (2"9). (8

According to [7], the coordinates zp and yp
of every rational point in Gg are elements in
F,o and F 4, respectively. In addition, G has
its isomorphic group G that is a subgroup of
a certain sextic twisted subfield curve E’(Fpg).
Costello et al. [8] have efficiently used G, for
accelerating pairing—related calculations.

2.4 Automorphism attack for G, on
BN curve

This paper focuses on the isomorphic groups
G and G}. First, Eq.(7b) means that a ratio-
nal point P € Gg satisfies

[PIP = ¢(P). (9)

Since the embedding degree is 12, the scalar
multiplication [p] and Frobenius endomorphism
¢ have period 12 such as [p'?|P = ¢'?(P) = P.
For P € G, there are 12 variants as

4 4

[pl]P:¢l(P):( 11)37:'-/111’)7 1:0717 711

(10)

In this paper, they are called conjugate ratio-
nal points. Since p'?2 =1 (mod r), let A\j2 = p
be a primitive 12—th root of unity modulo r.

Then, briefly suppose that a rational point
@ is given by [s]P with a certain scalar s and
a rational point P € Go. Iteratively calcu-
late the following random walks with random
numbers a; and b; less than r,

R, = [a]P + [b]Q. (11)

Then, for a certain pair of integers u and w,
one may find the following collision points R,
and R,, such that one of the following 12 equa-
tions based on the automorphism ¢ hold.

R, = [Xo] Ry = ¢!(R0).
1=0,1,2,---,11.

(12a)

For example, suppose that R, = [A2]Ry is
satisfied. Then, the scalar s is successfully ob-
tained by

5 = —(ay — M2ay)(by — A2by) ! mod 7.
(12Db)
Thus, the 12 conjugate rational points con-
tribute to reduce the computational cost for
the attack about 1//12 [2].

In order to activate the automorphism at-
tack with rho method, a coset leader of the
automorphism class ¢!(Ry,), [ = 0,1,2,--- ,11
needs to be uniquely determined with out any
complicated arithmetic operations. For this
purpose, it is known that normal basis rep-
resentations of the z,y coordinates of ratio-
nal points efficiently work according to Eq.(10)
[9]. For example, let the x coordinate of ratio-
nal point be represented with a certain normal
bases as follows,

(.%'0,.%'1,.21?2,"' ,wn), (13)
zi €Fp, i=0,1,2,---,11.

Then, its conjugates with respect to F, are
simply given by the cyclic shifts of vector co-
efficients of x. Thus, a certain coset leader for
the next random walk will be uniquely deter-
mined, for example, by max{z;} as flagging. It
is important that the determination needs no
arithmetic operations. Then, the next random
point will be efficiently determined.
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3 Automorphism attack for G}
on BN curve

In the preceding sections, it is introduced that
Frobenius map ¢ and normal basis are effi-
ciently work for collision—based attack together
with rho method. However, for its isomorphic
group G/, on BN curve, they does not simply
work because it is defined with sextic twist. In
what follows, it is shown that optimal exten-
sion field (OEF) [6] efficiently activates these
techniques.

3.1 Constructing F,> as an OEF

Especially in the case that 4 divides (p — 1),
OEF extensively accelerates the arithmetic op-
erations including isomorphic mapping between
Gy and sextic twisted G5 on BN curve. Most
of cases satisfy the condition and thus in this
case (p — 1) will be divisible by 12.

First, consider an quadratic and cubic non
residue ¢ in the prime field [F,, such that
P03 £1 and P2 £, (14)
Then, z'2 — ¢ becomes irreducible over F,. Let
w be its zero, F 2, F 4, F s, and [F 12 are respec-
tively constructed with the settings ass shown
in Table 1. As an important property, for an
arbitrary element A = (ag,a1) = ap + a1 =
ag+a1w®in F 2, multiplying = w3 for exam-
ple results in BA = apff+a1 5% = agw+a1w® =
(0,ap,0,a1). It is easily found that it becomes
an element in F + and it does not need any
arithmetic operations. In the same, multiply-
ing v = w? results in yA = (0, ag, 0,0, a1, 0).

3.2 Sextic twisted curve £’ and iso-
morphic map between G, and G,

Let the BN curve be E : y?2 = 23+ b, the sextic
twisted curve E' over I, is given by

P =2 +ba or y? =3+ ba’. (15)
In brief, suppose that the former curve is the
objective twisted one. According to [7], E'(F,2)

has a subgroup of order r, that is denoted by
E'(F,2)[r]. As previously introduced, it is just

GY,. Since G2 and G are isomorphic to each
other, the following isomorphic map is given.

@:G’Q -  Go,
(z,y) — (a3z,a'?y).

(16a)
(16b)

Based on a = %, a3 = w? and o'/?2 = w

respectively belong to F s and F 4. Thus, for
every rational point P(xp,yp) € Ga, zp and
yp respectively belong to F s and F .

3

3.3 A step for the automorphism at-
tack for G}

As introduced in Sec.2.4, the normal bases
representation of coordinates of rational point
will be desired. Since OEF of course adopts
polynomial bases as shown in Table 1, they
would like to be converted to some normal
bases representations. In addition, the calcu-
lation cost for the bases conversion is preferred
to be negligible.

According to [10], the following normal bases
are available in 4, F 6, and F 2,

3
{947927 e 7923}7 94 = ZB’L? (173“)
=0
5 5 .
{06,605, 05}, 06 = 7, (17b)
=0

1
11 .
{612,075, .07, }, 012 = g W' (17¢)
=0

Then, the conversions Eqs.(18) respectively
hold for F+ and F 6, where p and € are prim-
itive quartic and sextic roots of unity, respec-
tively. Thus, the polynomial basis representa-
tions such as (0, ap, 0, a;) and (0, ag, 0,0, ay,0)
in F s and F s are converted to their normal
basis representations as Eqgs.(19). Therefore,
the basis conversion just needs to calculate
pag, pai, eag and ea.

Then, based on the normal basis representa-
tions, the coset leaders will be efficiently deter-
mined. In addition, the hash lists for searching
collisions will be also prepared as previously
introduced. As an optional technique, norms
for coordinates are also available for no false
collisions [11].
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modular polynomial basis for vector representation
2 2’ —c {1,u%} {1,a}, a =uw"
" zt —c {1,w3, w8 W9} {1,8,6%, 8%}, B=uw’
6 $6—C {17w27w4,w67w8,w10} {1’,)/,,)/2,,)/3,,)/4,,)/5}’ ,.)/:w2
12 z2 — ¢ {1,w,w? w3, wh, - Wt}

U T NG T T U

Table 1: modular polynomial and basis for each field construction

04 1 1 1
A 1o -1
T -1 1
953 1 —p —1
zg 11 1 1
6, 1 € —(e+1) -1
b, | _ |1 —(e+1) - 1
ok | |1 -1 1 —1
or 1 -  —(e+1) 1
9p5 | 1 e+1 —€ —1
L Y%
1 1 1 1 0
1 p -1 —p aop
1 -1 1 -1 0
1 —p -1 pu ay
1 1 1 1 1
€ —(e+1) -1 —€ e+1
—(e+1) —€ I —(e+1) —e
-1 1 —1 1 -1
—€ —(e+1) 1 —e —(e+1)
e+1 —e -1 —(e+1) €
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1 1
—p B
-1 ﬁQ ) (18&)
T B?
1 1 17 17
—€ e+1 vy
—(e+1) —e 72
—€ —(e+1) 4
—(e+1) e 1L
ap + ay
wag — paq (19&)
—ag — a1 ’
—pag + puay
TT7T 07 [ ap + a1 i
ap €ap — €aq
0 | —eap —€ar —ag—aq
0 - —ap + a1
al —€ap — €al
1L 0 | | eap —€ar +ap—ay |
(19b)



4

Conclusion

This paper has shown an automorphism im-
provement for the collision based attack on G5
with BN curve. Since Frobenius map for ra-
tional points is available on G, this paper has
shown an approach with sextic twist, normal
basis conversion, and optimal extension field.
The approach can be directly applied on Gj.
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