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Abstract Template protection-based biometric authentication attracted attention in the past
decade. However, in the discussion on the security of these systems, biometric information
content is assumed to be sufficiently large and real conditions of biometric samples have not
yet been reflected. Thus, it is demonstrated in this paper that there is any correlation between
biometric samples by evaluating fingerprint information content on the basis of an evaluation
method using a Renyi entropy. Additionally, spoofing attacks taking advantage of the correlation
are explained and the security against these attacks is discussed.
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