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Abstract In this paper, we propose a new analyzing technique of obfuscated Java Script using
process debug manager (PDM). Previously, many approaches of analyzing Web script is static
which causes the obfuscation and metamorphism difficult to reveal. By using our module, we
apply PDM and its step-execution components of IEPropertyInfo Interface to extract Property-
Info Structure for tracking function call sequence and variables. Proposed system enables us to
obtain the fine-grained log generated by high-level API. Step-execution and trace of our module
can reveal the hidden behavior of obfuscated Java Script, which is difficult for static analysis
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O 1: VSPackage of debugging components: VS Debug Package, Session Debug Manager, Process

Debug Manger, Debug Engine, Expression Evaluator and Symbol Handler.
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. Start Logging On: 2011/02/18 19:16:49 ‘—f Data when the browser is traced ‘

: Process ID:7072
M axDepth 1 ’\ﬂ Process ID of browser ‘

1

2

3:

4: Process Name:Windows lorer

2: Filename:http://www.yahoo.co.jp Property of recursive tracking ‘
7 -

8

: Function:JScript global codex_
window:DispHTM LWindo
err:Object:{...}

9: ver:Undefined:undefined
10: YAHOO:Undefined:undefined
11: d:Undefined:undefined

12: $:Undefined:undefined

13: varver="gad_ie
14: ver:String:" ga3_ie"

15: | 15:if(typeof YAHOO=="undefined" ||'YAHOO)
16: | 15:var YAHOO={}

‘ URL browser accesses ‘

Function invoked ‘

Property change ‘

17: YAHOO:Object:{...}
18: | 15:YAHOO.namespace=function(){var a=arguments,
b=null,d,ec;for(d=0;d<a.length;d=d+1) —

{c=("" +a[d]).split("." );b=YAHOO:;
for(e=(c[0]=="YAHOO")?1:0;e<c.length;e=e+1)
\{ﬂc[e]]:b[c[e]]ll{};b=b[c[e]]}}return b} /

‘ Code executed

19: ...
02:.0000000000000000 yahooOOOOOODOOODOOODODOO

5 0000 5.2 MS10-002

0000 OInternet Explorer 0 000000 MS10-002 O O Internet Explorer 0 0 0 00O
000000000 oo00Ooooooooon rO00000000oooooooo 10000
0000000000 0000O00onoononn 0000000000000 Aurora Operation
0 ActiveXODODOODOOODOOO (MS09-072), OLOODODOOOOU
00000 Google Aurora operation 0 0 00
ooooooooooon

e (H)XSSOOUDOODOUOUOODODODD
00 - CVE-2009-4074

(2URLOO0OO00O00000O0D0O00O
5.1 MS09-072 00000- CVE-2010-0027

MS09-072 0 OMicrosoft Active Template Li- (3)0oooo0oUUopoOooooobood
brary (ATL) 00000000000 ActiveX 00 - CVE-2010-0244
doo0doooodooooooooooooon
do0o0oOooboos3soooooooooad
doodoooo Msog-07m200000000
doo0dooooooooooooooooon (h)00OO0OO0OOO0OU0UOODOooooOoboOO
0oo0ddoooooooDooooooooon 00 - CVE-2010-0246
000DO000D0D0o0oooooooon

(4)00000000OoDOooDooobooOd
00 - CVE-2010-0245

(6)000C0O0O00U0DDODDOoDOOOOO
00 - CVE-2010-0247

(mHTML OODOOOOOO0OO0O0oOoooQ
00 - CVE-2010-0248
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1: Start Logging On: 2011/05/31 00:18:46

2: Process IDI688

3: MaxDepth 2

4: Process Name: Windows Internet Explorer ‘ Property change

5: Filename http://192.168.20.160:8080/1FysKckbN

6: Function:JScript - onload function

T: 20:sFsSfxRecSIXauNmBnBO

8: Function sFsSTRRecs aulN BN

9: DRBfZcPV:Undefined:undefined

10: AcHKfoIb:Undefined undefined

11: OSGwFEcn:Undefined:undefined Code executed

12: pGegrrYDr:Undefined:undefined

13: mxwBzgqOn:Undefined:undefined OS8GwFEen

14: G6:var DRBfZcPV = unescape

15: DRBfZcPV:Object:{...}

16: Twar A olbh =
DRBfZcPV(2%6u350d%ufc03%u747a%ud976%u2593%fof%" )

17T: A cHKEfolbiString: =

18: 8:var OSGwFEcn = \

19: DRBfZcPV{ "26"+"u"+"0"+"c"+"0"+"c"+"2%u"+"0")

20: OSGwFEcn:String:"*=*"

21: 9lvar pGegrrYDr = 20 + AcHEKfolIb.length

22: pGerrY Dr:Number:520

23: 10:while (OSGwFEcn.length < pGgrrY Dr)

24: 10:0SGwFEcn +=08SGwFEcn

25: OSGwFEcn String:"x**x="

26: 10:while (OSGwFEcn.length < pGgrrY Dr)

27: 10:0SGwFEcecn+=0SGwFEcn

28: OSGwFEcnn:String: "F***aaxxxs

29: 10'while (OSGwFEcn.length = pGgrrYDr)

30: 10:0SGwFEcn+=05SGwFEcn

31: OSGwFEcn: String:" -

32: 10:while (OSGwFEcn.length < pGgrrY Dr)

33: 10:05SGwFEecn+=05GwFEcn

34: OSGwFEcn String:" -
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1: Start Logging On: 2011/05/30 23:13:54

2: Process I1D:3652

3 MaxDepth 2

4: Process Name:Windows Internet Explorer Pro perty change
5: Filename http://192.168.20.160:8080/qMoTNjaQzbNF (known)

6: Function:JScript global code

7 window: DispHTMLWindowZ .. .s /

8: window.clientInformation:Object:{...}

9: --- snip ---

10: window.event: IHTMLEventObj null Property change
11: window.external:Object:{...}

12: window.frameElement: IHTMLFrameBase null (unknown)
13: window.window:DispHTMLWindow2:{...}

14: pNTDIDURxbASLo Undefined’undefined

15: OEJkQerEKoGXtESVTgyyRcGTmCnvRxUl'Undefined:undefined

16: CLLFy¥YpD¥X Undefined:undefined

17: HBohOxVqidZHilgX mLPfgaMYiv:Undefined:undefined

18: Sivar pNrDIDUR=xbASLo = '"0c053e66..."

19: pNrDIDURxbASLo:String:"0c053e66..."

20: 6ivar OEJkQerEoGXtEKSVTgyyRcGTmCnvRExUL ="

21: OEJkQerKoGXtKSVTgyyRcGTmCnvRxUL:'String: "[s]"

22: i=0 \ Large loop
23: 1'Number:0

24: Tia<pNrDIDURxbASLo.length

25: S8:0EJkQerKoGXtKSVTgyyRcGTmCnvRxUL +=

26: String.fromCharCode

L i (parseInt (pNrDIDURxbASLo.substring(, i+2), 16))

28: OEJkQerKoGXtKSVTgyyRcGTmCnvRxUL:String: "[s][s]*

29: Tii+=2

30: i'Number:2

31: 7T:1a<pNrDIDURxbASILo.length

32: S80EJkQegrEKoGXtESVTgyyRcGTmCnvRExUlL +=

33: String.fromCharCode

34: (parseInt(pNrDIDURxbASLo.substring(, i+2), 16))

35: OEJkQerKoGXtKSVTgyyRcGTmCnvRxUL:String: "[s]l[slls]" /
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oo

0000 TIONS, Issue 2, Volume 3, February 2006.
ISSN 1709-0832,pp260-2266,February

[1] V. Benjamin Livshits, Weidong Cui: Spec- 2006

tator: Detection and Containment of
JavaScript Worms. USENIX Annual Tech-
nical Conference 2008: 335-348

Emre Kiciman, Helen J. Wang: Live Mon-
itoring: Using Adaptive Instrumentation
and Analysis to Debug and Maintain Web
Applications. HotOS 2007

J. Newsome, B. Karp, and D. Song. Poly-
graph: Automatically generating signa-
tures for polymorphic worms. In Proceed-
ings of the 2005 IEEE Symposium on Se-
curity and Privacy, May 2005.

Ruo Ando, Yoshiyasu Takefuji, " Faster
resolution based metamorphic virus de-
tection using ATP control strategy” , O
WSEAS TRANSACTIONS ON INFOR-
MATION SCIENCE AND APPLICA-

[5]

-41 -

Gregory Blanc, Ruo Ando, and Youki
Kadobayashi. Term-Rewriting Deobfusca-
tion for Static Client-Side Scripting Mal-
ware Detection. In Proceedings of the
4th IFIP International Conference on
New Technologies, Mobility and Security
(NTMS 2011), February 2011.

Christian
Hang, Chung-Hung Tsai, Der-Tsai Lee,
Sy-Yen Kuo:
code by static analysis and runtime pro-
tection. WWW 2004: 40-52

Yao-Wen Huang, Fang Yu,

Securing web application

M. Martin, B. Livshits, and M. S. Lam.
SecuriFly: Runtime vulnerability protec-
tion for Web applications. Technical re-
port, Stanford University, Oct. 2006.



