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A Tool Chain to Combine

Software Model Checking and Test Case Generation

Yuusuke HasaimoTo 12 and SHIN Nakajima 3.1

Bounded Model Checking (BMC) is a promising appraoch to achieving high
quality of programs. In BMC, programs are translated into finite-state transi-
tion systems to introduce some approximation. It may result in spurious alarms
or missing of errors. We propose a set of tools to augment BMC with program
testing. It includes an automated way of detecting under-approximation and
a specification-based test generation method, both of which employs a com-
mon coverage criteria. We also demonstrate effectiveness of our approach by
applying it to checking of MINIX source codes.
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doSWMCandTest ( program )
resultl := doSWMC( program );
if ( resourceQut( resultl ) )
then doTCGfromSpec( program );

W N =

else
/* for Over-Approximation */

ot

foreach counterexample in resulti

[=2]

doTCGfromCE( counterexample, program ) ;
endloop
/* for Under-Approximation */
7 trapProgram := instrumentTrap( program );
8 result2 := doSWMC( trapProgram );
9 uncovered := false
10 foreach trap in trapProgram
11 if ( notFoundCounterExample( trap, result2 ) )
12 then uncovered := true;
endif
endloop
13 if ( uncovered )
14 then doTCGfromSpec( program ) ;
endif
endif

02 000000000O00000O0O0O000O0O0O0O000
Fig.2 Algorithm to enhance BMC with TCG
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#define SIZ 1024
1 extern int a[SIZ];
2 extern int g;
3 | /#* @invariant g==-1 || g==0 */
4 | /#* Qpost __return==0 || __return==1 */
5 int bar();
6 /** @pre __exist( k, 0, SIZ-1, al[kl==v ) ||

__foreach( k, 0, SIZ-1, alk]!=v )

7 @post O<=__return && al __return ]==v || __return==-1

*/
8 int foo( int v ){
9 int r=-1, i=0;
10 if ( barO+g==1) {
11 r=-2; /* BUG */
12 while ( i<SIZ ) {
13 if ( v==al[i] ) { r=i; break; }
14 i=i+1;

}
}

15 return r;

}

03 OD0O000o0ObDO0oobDOoooOoooo
Fig.3 Example with a loop
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01 000ooooooooooooo (0o)
Table 1 Some transformation rules to insert traps

al while (p) { S } OpOOO0O0ODOOO

N while (1) { if (p) { ; } else { break; } S }
a2 if (p) { s} OpO_4da0000O

N if (p) { __d=1; } else { __d=0; } if (__d) { S}
bl if (p & q ) { __d=bl; S } else { __d=b2; T }

R if (p) {if (q) { __d=bl; S } else { __d=b2; T } }
else { __d=b2; T }

cl if (p) { __d=b; } - if (p) { __d=b; __cov_i_j=1; }

c2 else { __d=b; } - else { __d=b; __

d return <00 0>;

cov_i_j=1; }

- __assert(!__cov_i_j); gooooooooooooo

return <O 00 >;

-:000000000D00000D00Db,b1,b2:0000b1#4b200&&:0000:000p,q:000
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8 int foo( int v ){
9 int r=-1, i=0;
10a if ( bar(O+g==1 ) { __d=1; cov_1_1=1; }
10b else { __d=0; cov_1_2=1; }
10c if ( __d) {
11 r=-2; /* BUG */
12a while (1) {
12b if ( i<8IZ ) { __d=1; cov_2_1=1; }
12¢ else { __d=0; cov_2_2=1; }
12d if ( __d ) { ; } else { break; }
13a if ( v==ali]l ) { __d=1; cov_3_1=1; }
13b else { __d=0; cov_3_2=1; }
13c if ( __d ) { r=i; break; }
14 i=i+1;
¥
}
15a __assert( 'cov_1_1 ); __assert( !cov_1_2 );
15b __assert( !cov_2_1 ); __assert( lcov_2_2 );
15¢ __assert( 'cov_3_1 ); __assert( !cov_3_2 );
15 return r;
}

04 0O0O000O0OO00ODOOODOODOOODOOOOOOO
Fig.4 Example with inserted traps
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result = foo(v);
defining = (O<=result && alresultl==v); /* Dj */
if (defining) printf("0K"); else printf("NG");

1 | int bar() { return 1; } /% Q1 */

2 | void test1(){

3 int result, defining;

4 a[0]1=999, ...; /* Random */
5 int v=999; /* Pi 0 Gj */
6 g=0; /*x Ik *x/

7

8

9

05 O00000ODO0OD
Fig.5 Example test program
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02 000000D000OD000DOO00OO0O0O0
Table 2 Example of coverage by model checking and testing

1,1 1,2 2,1 2,2 3,1 3,2
SWMC Y Y Y Y Y
Testing Y Y Y Y Y Y

000 i,j0 i0c0o00b000000000 joooooao

4. OO0O0OO

000000000 (0 1)00000000000000000000000000000
O0000D00 VARVELOOOOOOOOOOOOOOO OSO00 MINIX?? (Version
31.1)0000000000000000MINIXOODODOOO0O0D0000000000
00000000000000000000000000000000000000000
00000000000000000000000000000000000000000
0000000000000000000000000000000 device.cO00000
0000000000000000000000000MINIXOOOODO0O000000
000000000000000000

03 MINIXOOOOOOOOODOOO
Table 3 Result of applying proposed approach to MINIX

Function Size #Trap #BMC #Test #Total #TC
dev_open 20 6 6 - 6 -
dev_close 9 2 2 — 2 —
dev_status 41 21 19 4 21
dev_io 48 8 8 - 8 -
tty_opcl 32 9 4 8 9 32
ctty_opcl 12 2 2 2
do_setsid 16 2 2 — 2 —
do_ioctl 39 5 5 - 5 -
gen_io 76 25 22 18 25 144
ctty_io 21 2 2 — 2 —
clone_opcl 52 7 7 - 7 -

FunctionOD O O0O. SizeDODODOO0ODOO0D0OOO0O0 #Trap0ODOODOODOO0ODOODOOOOOO
#BMCOOOOOOOO (BMC)OOOOOOOODDOOOOO #TestOODODDDOOOOOOOOODODOO
#TotalDBMC D000 O00O0O00O0O00O0D00O0DOO0ODOOODOO #TCOODOOODOOOOOOOOOOO
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04 MINIXODOODOOOOOOOOOOOOOOODOO
Table 4 Coverage in MINIX by model checking and testing

1,1 1,2 2,1 2,2 2,3 3,1 3,2 4,1 4,2 5,1 5,2
SWMC Y Y Y Y Y Y Y Y Y
Test Y Y Y Y

6,1 6,2 7,1 7,2 8,1 8,2 8,3 8,4 9,1 9,2
SWMC Y Y Y Y Y Y Y Y Y Y
Test
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