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A Spiral Review Method for Security Requirements
Based on “Actor Relationship Matrix”
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Actor Relationship Matrix (ARM) is a descriptive method which is able to
generate SD diagram, and increase understandability of the i* that is a rep-
resentative goal-oriented approach. As an extension of the ARM, we propose
a security requirements analysis method based on the Actor Relationship Ma-
trix (SARM). The proposed method which analyzes the relationship between
attacks and normal system functions is able to improve requirements analysis
at system development, then to realize secure system development by consid-
ering attackers for actors. This method is also able to convert ARM into SD
diagram of i* of Liu method for security, and has the following benefits: 1) Easy
to create because of tabular form. 2) Easy to improve the integrity among re-
lated actors, by verifying the relationship in tabular form. 3) Easy to express

logically by AND/OR relationship between tasks. We propose a spiral review
process based on SARM and i* framework of Liu method as a combination of
these methods as well.
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0 2 AAOAsset x AttackD0OO0O0O0O
Table 2 Example of AA (Asset x Attack) table.
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Table 3 Example of 1st type SARM table which represents AA table through spoofing (A_S) as the

unit.
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Fig.1 Relationship between spiral and detailed reviews.
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Table 4 Example of the 24 type SARM table after detailed review.
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Fig.2 Example of the i*-Liu method corresponding to the G, S, T, R and A of the 1°* type SARM
table.
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