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Limiting Use of Tokens for
Improvement of Bayesian Filter

TOSHIHIRO YAMAUCHI, T MaAsAHIRO UEMURAT!
and RyoTa HATANAKAT?

Using the Bayesian filter is a popular approach to distinguish between spam
and legitimate e-mails. Spam senders sometimes modify emails to bypass the
Bayesian filter. The tokens included in the e-mail are investigated for improv-
ing the accuracy of classification of emails. The results show that tokens found
at the first time sometimes degrade the accuracy of the classification. In this
paper, we propose an anti-spam method that consider the difference of the prop-
erty of tokens. The proposed method limits the use of tokens for improvement
of Bayesian filter. The evaluations were performed by using some email sets.
The results shows that the proposed method can decrease the false negative
rate.
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Table 1 Distributions of spam probability calculated by default method.
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Fig.1 Cumulative frequency distribution of spam probability of tokens.
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Table 2 False positives and false negatives by default and each proposed method.
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Fig.2 Cumulative frequency distribution of spam probability of token by proposed method (A).
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Fig.3 Cumulative frequency distribution of spam probability of token by proposed method (C).
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Fig.4 Cumulative frequency distribution of spam probability of token by proposed method (D).
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Table 3 Evaluation results of emails that authors received.
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Fig.5 Cumulative frequency distribution of spam probability of token by TREC2007.
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Fig.6 Cumulative frequency distribution of spam probability of token by TREC2007 (2).
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Table 6 Evaluation results of processing time.
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Table 8 Number of false negative emails reduced by proposed method.
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