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A Hidden Vector Encryption Scheme
Hiding Wild Cards of a Search Query

HIROKI AKIYAMA, 1! MASAHIRO MAMBOT2
and Elj1 OkaMoTof!

Searchable encryption allows one to search on encrypted data securely and
is suitable for various systems including E-mail systems. Especially, hidden
vector encryption scheme introduced by Boneh and Waters allows one to make
flexible search on encrypted data, e.g. conjunctive keyword search, range search
and subset searchJIovino and Persiano proposed a modified efficient scheme by
using bilinear groups of prime order. But as pointed out by Boneh and Waters,
both the scheme by Iovino and Persiano and that by Boneh and Waters have
a problem such that a receiver’s query exposes its attribute because anyone
can distinguish whether receiver’s query is wild card or not. As long as we
know, this problem has not been solved. To solve this problem, we introduce
a security notion, wild card hiding, meaning that there is no way for any PPT
adversary (except the server) to distinguish whether receiver’s query is wild

card or not, and propose a scheme which is wild card hiding against anyone
except the server by using bilinear groups of composite order.
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0000000000000000000000000000000 LemmaOO0000
00000000000000000000000

6. 0 OO0

0000000000 ®® 000000000000000000000000000
0000000000000 0000000 lovinoOOOO® 000000000000
gbooobooooooocoboooooboooobooobobobooboooOoboobooDo
goooobooooooooooobooooooboOoOoOooooooooooOoOoooDbonoo
gooooooobooooooooboooooboooOoooOoooooooooooooOoboo
goooooooooooooooooooooooboobo0oooooooooooobooo
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gbobobooobooooo
g0 bOoOoobooboobooboobOoobOobobOobObOoboOoobOooboob
ooo
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Al 00000000 Theorem 20000

Proof. 00cDBDHOUOOOOOO BOOODOO000 BO SemanticExp 4(1%) 00

OO0 non-negligible JOODOO0O0O0 (k) DO0DO000 AUDDOUODOODODOODOOODOO

goo

Input. 000 B0 cDBDHOOOOO0O0O000O[gp,9¢,Z =(n,G,Gr,€e),A=gy,B=
¢5,C=g5,2000000002Z0 e(gp,9,)** 0000 GrO00O00000ODO0O
00000g,0g9, 00000 GOOOO G,0G, 00000000

Init. 000 BO0O0O0 AODOOOOOU0OOOOOOOOOOOOOOOOOO zO000O

Setup. 000 BOOOOOODOOO0 PROOOODODO PYOOOOOPEDOOOD
AOODOOOOOOOO
(1) T=e(A,B)000000000y=ab0000
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(2) 1<i<mO000 #0v,0r0m, €z, 000000000070V;0R0M,;
000000000000

T; = g;tf/, if ;=1 V. — g;i; if ;=1
B, if z; =0, B, if z; =0,

R_:{ BTL it oz=1 M:{ B”ji, it oz=1
' g;i, if x; =0, ' g;ni, if x; =0.
O000x;,=10000 ¢ =t0v;=v0r;, =bri0m; =bm,0000x; =0
0000 t;=bt0v;, =bv;0r; =ri0m; =m; 0000
(3) GOOUOUOg¢gOODOUDOOOUDOO
(4) a0pBeZ, 000000O0O0OOODO
(5) Pk=lgp,¢"°,Z,T,(T:,Vi, R;, M;)™1]0 PK' = ¢* 0000
Query Phase 1. 000 AOUOOPR,(y)=0000000000000 y0O0OO0OODO
000U0oo0oo00oBOO0O00O0OOOO0OODODO Ky,O0OOOODOOO ADOOO
(1) z; 2y, 00y #+x0000 j000000
(2) DOODi#500y#+0000d,€Z, 00000000004 =34, 0
ogo
(3) 1<i<m0O000 rnd;o0rnd;n €2, 00000000000
(4) v;0L; 000000000000

r —a'/t,
Y; { AV g, D gndin gy =1
J

Al/r;g;a /Tjga-""nd'i,o, if y; = 07

Al/u_;g;a /nga,rngl,iy17 if y; = 1
L; =

7 ’
a/mj

AVmg, g, iy =0.
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(5) 1#4j0000Y,0L, 000000000000
Bai/tégﬂ*ndi,oy if x; = yi = 1
Ba;/régamndiﬁ’ if T =y = 0

)/i — g‘;i/rigwrndi,o’ if T = 1,yi =0
g;i/tigaq"ndi’o7 if Ti = 07 Yi = 1
ga'ﬁ'rndi’07 if Yi = *,

Ba,:./v; a-rnd; 1 if o

g Ao =y =1

Ba:/mi a-rnd; 1 if _ _
g A, i =y =0

Li={ gp/™gormdin if @y =1,y =0
g;i/viga.rnd“7 if 2 =0,y; =1
ga‘B‘Tndivl if yi = *.

O0000K, 0000 KeyGeneration J00000000000000000
a; =bal0a; =bla—a)000000 Lies,ai =ab=~0000000
Challenge. A00O0OOO0O MOM, eG, 00000000 BOOOOBOOOOO
0ne{0,1}0s;€Z,01<i<mlrez,0000000000B0000000
Ct, =[Q,(X;,W:)»,] 00000000 A00DO

Qiszl X{ Ct;g;tlh, if .Z'Z:l W{ gzlsz’ if xz:]-
= Mn y Aq = i =

’ ’
! —TiS, . o m;s; . o
Cligy ", if z; =0, gp Y, if z;=0.

0000s=c000000000000 Z=e(gp,g,)** 000 Q=M,T 0000
oo00cCt,0s=c0 M, 0000000000000 OOOOOOOO
Query Phase 2. Query Phase 10000
Output. A0 7 €{0,1}00000B0 n=x000000000
00 Z =e(gp,gp,)*0000B0 000000000 AD non-negligible 01 0000
000 1/poly(k) D000 1/2+ 1/poly(k) 000000000000 Z0 GrOODO0O
00o0oO0oo0ooooOBOOUOUOUOOO /20000000 cDBDHOOOOO
000ooooooeDBDHOOOOOOOOOOOOOODOOOOODOOOODOO O
A2 0J00O0O0OLemma 3.10000
Proof 00000000000 A Dist(2) 0 Dist;_y(z) 0000000000000
000000 BOmDLExpOOOOOODODAODODOOOOOODOOOOOOOO
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gooooooooboooooooboooobooOooooooooon

Input. BO [Z,9,9p,21 = g;*, 22 = g;2,%Z13 = ¢t U = gy, 2000000
D0D000000000Z0 ¢2“ ) 0000 Gr 0000000000000
Z=[n,G,Gr,e]0000

Init.

BO ADODOOOOOOO0OOOOO0O0OO0O0OODO 0000

Setup. 000 BOOODOOOODOD PKODODOOD PKFODOOODOPKOODOO
AO000O0OOOOOO

(1)
(2)

(3)
(4)
(5)

F'=e(Z,2)000000000y=220000
1<i<mO000 #0v0r0m, €Z, 00000000007:0V;0R;0M;
0oooo0O0oO000O0oOn

t] v/

Z0 i o =1 Z0 i o =1
=9 Vi=q i

zZ', it =0, zZt, it =0,

Zt if o =1 zZ" i =1
Rl = ! Ml = m’
ZQZ, if 1’1:0, Zl l, if z; = 0.

O000d4:£100000
th vl
fooif oz =1 oif oz =1
Ti: gpt/. ' o ‘/Z: gpv/. ' i
zZb, it z; =0, Z,t, itz =0,

R{zaﬁm_1M{ZP,ﬁm_1

g;i, if x;, =0, g;ni, if x; =0.
0000y =2120000:#41002;,=10000 ¢ = t;0v; = vi0r; = z17r;0
m;=2zm;0i£100 2;,=00000 z; =10¢ = z1t;0v; = 10,07, = ri0
m; =m; 000000002, =10000 ¢ = 22t;0v; = z10,07; = 2970
m;=zm,0x;=00000 ¢ = zt;0v; = zpvi0r = z1ri0m; = zym), O
ogo
GOOUOOgODOOODOOOOO
alBeZ, 00000000000
Pk =[gp,¢°,Z,T, (T3, Vi, Ri;, M), )]0 PK' = ¢ 0000

Query Phase 1. BUO AU0UO0O P,(y)=0000000000000y0O00O0O0ODO
gobooooboooooooooooboocoooo

Casel: ©y =y, or yy=x0000 OD0000x,; #y; 00 y; #«000 j#100
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0000
(1) i#j00004d,€Z,0000000000000000000a" = iyja]
0000

(2) 1<i:<m0O000 rnd;o0rnd;n €Z, 00000000000
(3) i#j00¢#410000¢:0000000000000

al /t) a-rnd; .
le/ lgp 1,0’ lf ml:yzzl
a;/'r; a-rnd; o .
ZV gy Coif =y, =0
_ al/r! arnd; g .
Yi=9§ ¢ g T if zi=1,5=0
af/t,'. a-rnd; o .
gPL LgP - ) lf Ty = 07y’t =1
a-B-rnd; .
gp 1,0) lf Yi = *,
a;/vé a-rnd; 1 .
Zy 9p i m=y=1
a’/m! a-rnd; .
le K 7”1, if x,-:yi:O
L, = aé/m; a-rnd; 1 .
i = g Sif 2 =1,4,=0
a{/v/. a-rnd; 1 .
9p" "G YA =0y =1
a-fB-rnd; 1 .
p Chaf Y = %

(4) «=l000000000O0O0OOO

2 gy, i g1
Vimd ZiEe ity
g T gy =,
2 i =
L, = Z;lz/migg'Mdi’l7 if y4=0
g;"ﬁ""”d“, if g = *.

(5) ¢=j000000000000O

(l—a;)/t/< —a'/t' a-rnd;
i —a'/t; i,0
g 7 9p

Z2 ) if Yi = 1
1—al) /7" 1t aernds; .
Vi = 4 ’Nwﬂ””% W0y =0
a-B-rnd; o .
9p ) if Y=,
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ZO*“;)/”;‘ —a’ /v’ arrnd; 1

2 g i9p , ity =1
Lj — Zilfal)/mjg_a//m;gs.rndi,l7 if Yj -0
g =

000004 # 700 ¢ 10000 a; = z16;0a; = z122a;0a; =
2122 —21zea; — 226/ 00 00000000a; O KeyGeneration 000
U zz=y00000000000O000OO
Case 2: z; #y 00 y#«x0000 OD0ODODODOOOOOOO

(1) i#!0000d,€Z,0000000000000000d = a0
goo

(2) 1<i<mDO000 rndio0rndis €7Z, 00000000000

(3) i#j00:¢#l0000000000O0OOO

Zal/t arnle’ if xl:ylzl

Za/'r arndlo’ if xl:y’L:O

Vo= gu/migemmio i g =1, =0
gpl/t ga Mdlo, if 2, =0,y =1
g;““"d”’, if y; =,

Z /s arnd”, if z;=y;=1
Za /m grndi,17 if Ti = Yi = 0

L; = g;’/m/gs Tndi’l, if ;=1,9:=0
gpt gy T i = 0,y = 1
gg'ﬂ'rndi’l, if y; = *.

(4) «+=l0000000O00OOOOO

Yz_{ 2,/ "tgme e T i g =1

2,/ Mg g e iy =0,

ZYig=e S gandin g o
Li = /ml —a//m! _arnd; .
Zy g tgp 7, i =0
O0000a = za0a = z122 — znad 0000000000a; O
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KeyGeneration 0000 z120 =y 00000000000000OO

Challenge. BO RoeGr 000000000000 I<:i<mO000 rO0s;€Z,0

000o0ooooUooooooooBOOOOOOOOCOOOOO
D*:(RO7(XZ'7W’L);JW;1)‘

O0000:<!l0000 X;O0W,eGUUOOODOOOOOOOOO04<CIOOOO B

gboboobooboo

Z, if =l =1 Zit, i i=lx, =1

ZM, if i=1l2;=0 Zyal, if i=1laz; =0
Xi = Vel e Wi = ol

Uzg i if i >lLry =1 ng7 if i>lz;=1

U’Lg Tisi7 if 7:>l7331':0, gpl S if 'L>l,.’E1:O

’

000000 Z=¢2®"* 000 D*0 s=uls = 2308 = s;0¢>10000
Dist; ;(z) 0000000000000 ZO00OOOOOOOO0O0OO0OD*0 s = ul
si=20s;,=s;0i>(0000 Dist;(x) 0000000

Quary Phase 2. Query Phase 10000
Output. J0000A0One{0,1}0000000000On=00 D, 0000n=1

0D,0000B0% 000000
00 Z=g¢=2""* 0J000A00000 Dist, 1(zx) 0000000000000
00 Z00DOOOODOOOOOOAOOOOO Disty(z) 000000000000
0000000 AQ Disty(z) 0 Dist;_ () 000000000080 DLOOOO
O0000DLOOOO0000
O
(00 220 120 2000)
(00230 6 03000)
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oo oo

gdel000d0O210000bobo0ooooDoOoOoOooooDbD 2300
goboobooooooooboooooooooboooooooooooboo
gobobooboooooooooooooooo

o0 oobooooo

930000000000 00000DOObOOobDbooooDon
gobooobooodoooooooooooooboooooooooooo
gbooooooobooooboooogz202z0bbodooooooono
gboboooooobooobolvoooooouobooooonoongsgs
gboobobdoboobobodo2008b00b00b00bO0o0oboobOoboOonoa
uobodooooooomooooooboo

oo oooboocooo

1988 0b00uoobooooooooooooobomuooooooon
gobooooooooboooooooboooooOOomoboOooobooboOoooo
goboooooooboooboooboooooboobooboooooboobooooboo
gobOz20110000000000000000O0C0O0O0O0O0DOO00O00O0
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