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An Artifact-metrics which Utilizes
Laser Speckle Patterns for ID Card Surface

MANABU YAMAKOSHIT! and TSuToOMU MATSUMOTO!2

Artifact-metrics is an automated method of authenticating artifacts based
on measurable intrinsic characteristics like microscopic random-patterns in the
manufacturing process. Such attributes, which are very difficult to copy and
control even for the legal manufacturer, can be used as a new type of anti-
counterfeit technique for various security prints. This paper describes the fea-
sibility of an artifact-metric system which utilizes a laser speckle pattern on
the surface of objects like cards and paper. Speckle patterns on a surface differ
from each other corresponding on the microscopic geometry of the object. Such
patterns can be authenticated automatically by using a matching algorithm to
compare the pattern with previously registered data. Our system employees a
laser diode and a CMOS camera attached firmly to a rigid metal frame, and a

matcher for verifying the patterns. Through our ID cards matching tests chang-
ing width of the laser emission and the aperture size of camera, we obtained
about 0.1% of EER with matching area of 16 x 16 pixels.
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Fig.1 Artifact-metric system.
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Table 1 Experimental conditions.

Measurement

Items Camera Laser Sample
stage

Type:DMK-41AF02 | Type: SMLX Card: Custom-made
Make: IMAGING- D13-675-10-TS03 Polycarbonate Make:

SOURCE Make: KIKOH GIKEN | made, Blank, TOYOSEIKI
Specification | Pixel size: Wavelength: 675 (nm), ID3-sized

4.65x4.65(um) Power: 6.8(mw) Paper:

Number of pixel: Spot size: 8x2(mm) Business card

1280x960 (pix) sized

Camera

L - shape plate
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Fig.2 Measurement stage.
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Fig.5 FMR/FNMR curves with aperture size.
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Fig.6 Speckle patterns for each aperture size.
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Fig.7 FMR/FNMR curves with data size (Aperture size: 11 mm).
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Fig.8 FMR/FNMR curves with or without maximum search.
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Fig.9 Distribution for search amount by pixels.
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Fig. 10 Distribution for similarity scores contaminated with finger prints.
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Fig.11 FMR/FNMR curves with or without electrostatic adsorption.
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