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Interdependent Relationship for Information Security
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Information security against insider threat is indispensable in our information
society. It has been seriously required to institute sufficient information-security
measures against insider threats. In this paper, we propose a method which
indicates the missing information-security measures against insider threats. In
particular, we focus on the interdependent relationship of information-security
measures based on ISO/IEC 27002 to get the effectiveness evaluation of cur-
rently used measures for information security. The method uses a fault tree
analysis technique and consists of three processes: (1) an extraction of the re-
lated information-security measures, (2) an effectiveness evaluation of currently
used measures for information security and (3) an indication of the missing
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information-security measures. The validity of the proposed method is verified
by applying it to the actual information-security accidents.
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Fig.2 Types of insider threats 7).
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Fig.3 An example of “see” description 2),
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Fig.4 A part of structure of measures against insider threats.
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