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A Study on Correlation between User Disposition
and Security Consciousness with Respect to User
Authentication

TAKEHISA KATO," YUMIKO NAKAZAWA, 2
TAKEO ISARIDA, FUuMIYASU YAMADA,T?
TAKUMI YAMAMOTO™® and MASAKATSU NISHIGAKI!

Information systems have been commonly used in universities to support stu-
dents in their study and campus life. In general, students don’t receive adequate
security education and have little experiences with security incidents. This
means that the security consciousness of students is usually not high enough
compared to company employees, and therefore security measures for the uni-
versity information systems should be designed in consideration of this kind
of students’ inexpertness. This motivates us to study a connection between

security consciousness (which is behind security incidents) and user disposition
(which is behind their security consciousness) of students. This paper carries
out user studies with about 400 university students to investigate on correlation
between users’ disposition and their security consciousness for user authentica-
tion such as password, token and biometrics.
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01 000000000000000000000000000000000000*!
Table 1 Correlation analysis between user disposition and security consciousness (user behavior) for password authentication.

Rt A EEME | AR | ERE | BAM | RENE |BCEETE XEM R S5 | #RE [ m5on
ISAT—RDHTEK -0.10 | -0.05 -0.05 -0.12 *| o0.01 0.02 -0.03 -0.04 0.06 -0.02 0.11 *| 0.04
ERAL-XFIERDEHS 0.02 0.01 -0.02 0.00 -0.01 0.02 0.02 008 T| 003 -0.07 0.06 -0.11 *
ZEMERBLTERLED 0.07 009 T o0.01 -0.03 0.19 * 013 **| -0.03 -0.01 *| o0.04 -0.07 0.05 0.03
FHEY—IL TREMEREEL-, 0.01 -0.03 -0.01 -0.05 0.02 010 7| -o0.01 009 T| 0.06 011 *| o011 *| o009 T
IRRT—FFpyd 1 #EEDFIA -0.01 0.02 -0.06 -0.02 0.04 0.02 -0.03 -0.06 -0.08 -0.01 0.06 -0.01
INRT—REAEITHERT M -0.02 -0.05 -0.09 7| 0.01 -0.02 -0.06 -0.12 *| -0.11 | -0.06 -0.04 -0.05 -0.03
EHRICEHL LSS 0.16 *{ 0.11 *| 0.00 0.04 012 *| o017 ** 0.05 -0.01 -0.07 -011 | -011 T| -0.15 **
BEEASETOEHAMG 0.02 -0.02 0.02 0.00 -0.08 -0.02 -0.04 -0.08 -0.01 0.03 0.06 0.03
BEXECHETIEEDEEN 0.15 *| 0.04 0.01 -0.01 0.04 0.11 * 0.06 -0.01 -0.01 -0.13 *| -0.04 -0.03

**p< 01, * p<.05, | p<.10

01 0oooooooooooo
Fig.1 Classification of user disposition with correlation analysis.
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02 0000000000O0O000000O0O0O0O00000C0O0O0O0O00000O0O0

Table 2 Correlation analysis between user disposition and security consciousness (consciousness level) for password authentication.

A EENE | R | R | AN | REY | BB WY | SRR SER | R | 50
EXIIVTABBL AL GIRT—R) 012 *]007 |-004 [-003 ]0.12 *]0.17 *| -0.02 |0.01 0.02 |-009 [0.03 |-0.06

**p<01, * p<.05, | p<.10

03 00000000000000000000000000000000OO*!

Table 3 Correlation analysis between user disposition and security consciousness (user behavior) for token authentication.

s EE | GEEE [ AR | EIRM | BAN | REN |BCBERYE| WEN SERAN SR | #RE | #1150
FHEMTEST N, EORE LRGN -0.23 t|-0.22 t|-0.25 *|-0.07 -0.20 -0.11 -0.20 0.00 |[-0.06 0.09 022 t| 0.14
FHIEANZETHN -0.28 *| 0.15 -0.23 T| 022 T]| 0.12 -0.06 0.15 0.28 *| 0.10 -0.10 0.04 0.04
H—RT LI B SZELR T TS D -0.08 0.12 -0.01 0.07 0.00 0.06 -0.04 |-0.05 0.09 -0.04 0.20 *| 0.03
FHMELSHEEEICLTRIESEZ LT\ 0.16 0.00 0.09 0.08 -0.09 0.07 -0.06 |-0.12 0.08 0.04 0.09 -0.07
N—REZEDTEELHBTEDN -0.01 -0.09 -0.03 0.00 0.04 0.04 -0.10 0.16 0.03 0.17 T] 0.13 019 *t
FREIDI-HEMTHLWERTSHH -0.22 | 0.11 0.10 0.13 0.29 *| 0.05 0.03 0.14 0.21 0.05 0.12 0.21
KU A EHEWELIEEDEERTH, 0.01 0.05 0.27 *| 0.12 022 *| -0.11 0.27 *| 0.02 |[-0.01 -0.10 0.01 0.04

#*p< 01, * p<.05, | p<.10

04 00000000000 OO00DO0OOO0O0DOOOOO0O0O0O0O0ODOOOO0*?

Table 4 Correlation analysis between user disposition and security consciousness (consciousness level) for token authentication.

st mE | GEEME [ R | ERRME [ AN | REM |80 BN [ERAt S5 88 501
LX) TAEHLAIL (FEED -0.22 0.04 -0.02 0.15 0.12 -0.05 0.05 0.13 0.15 |0.00 0.17 0.14

**p<.01, * p<.05, t p<.10

i mtE [ CESE | ERE | RN | AN REN | BCBERM| BN [FERHA SR #EE |50
Xl TAEHELAIL(H—F) -0.07 0.02 -0.02 0.06 0.03 0.07 -0.10 0.08 0.08 |0.09 0.23 * 015 T
**p<.01, * p<.05, | p<.10
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05 OJ0O0O0O0ODOODODODODOODODODODODOOOOOOOOOoOn
Table 5 Correlation analysis between user disposition and security consciousness (user behavior) for biometric authentication.

e EtE | EBME | MR | ERME | BAM | Bet [ B0BERE | BB iR %R [ Ay |50
BYTELDOBBRNH>THLERELEEESH 0.00 0.07 0.04 0.19 *| -0.04 0.01 0.14 t| 0.05 0.15 *| -0.04 -0.07 *| 0.07
SREIRBED-HFIZKEEZ 2D -0.02 0.04 0.11 0.05 0.16 *| 012 1 0.11 -0.06 -0.07 -0.03 0.08 0.06
MEHLADLETENH>THLRLD -0.04 0.01 0.07 0.23 *| 0.02 0.05 0.07 0.03 0.06 -0.01 0.01 014 1
ERBRESNEBICIRE T D LITER A H D, 0.03 -0.03 -0.03 -0.08 -0.04 0.07 -0.06 -0.05 0.02 0.04 0.13 t|-0.07
REMEFIBEEELLEBIET DN 0.04 -0.03 -0.02 -0.17 *| 0.07 0.06 -0.02 0.08 -0.07 0.00 0.12 t| 0.02

#*p< 01, * p<.05, | p<.10

06 00OD0O000O0O0O00D0OO0OODOOOOODOOOOOOOOOOO0O0

Table 6 Correlation analysis between user disposition and security consciousness (consciousness level) for biometric authentication.

s A RS | SR R | AN RSN (BT | B | ERaR | SER | MR (I5o%

X TAEHLAIL (EARFEED 0.01 0.02 0.06 0.07 0.06 0.11 0.08 0.01 0.03] -0.01 0.11 0.07

**p< 01, * p<.05, | p<.10
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02 0000000000O000000O0O000000O00O0000000O0

Fig.2 User disposition that will affect user’s security consciousness for password authentication.
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Fig.3 User disposition that will affect user’s security consciousness for token authentication.
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Fig.4 User disposition that will affect user’s security consciousness for biometric authentication.
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Table 7 Canonical analysis between user disposition and security consciousness for password
authentication.
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Table 8 Comparison of security consciousness according to types and frequency of use of student
ID cards.
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Table 9 Comparison of security consciousness according to the number of credit cards possessed.
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Table 10 Comparison of security consciousness according to experiences in using biometric
authentications.
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