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Challenges in Group-Based Anonymization on Cloud

KoJi CHIDA,! Da1 IkarasHI, ! KaTsuMl TAKAHASHI, !
Kokl HaMADA! and Hrrosur Fusif!

The group-based anonymization, which is an anonymization method based
on the k-anonymity or its variants, has been attracting attention as a privacy
protection technology ensuring the safe utilization of individual data on both
sides of the theory and practical use. However, the problem concerning the
trade-off of privacy and utility and the computational complexity is not neces-
sarily solved so far. In this paper, we consider the advantage and the specific
problem if we use an abundant outside computer resource such as cloud com-
puting. We also consider the potential solution by existing technologies and
show the perturbation & reconstruction method is especially promising as a
comprehensive solution.
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Table 1 A table

E-mail Age Education Zip Code Annual Income Smoking
(OD0o0) (0ooo) (ODDD0O) (0oono) (ODDDODO0O0O00) (00D0000000)
aaa@xx.com 24 Bachelor 53711 40k Yes
bbb@xx.com 25 Bachelor 53712 50k No
ccc@Qyy.com 30 Master 53713 50k No
abc@xx.com 30 Master 53714 80k No
abb@zz.com 32 Master 53715 50k No
bcc@xx.com 32 Doctorate 53716 100k Yes
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Age / Annual Income | [0 - 50k] | [51k - 80k] | [81k - 100K]
20 - 24 1 0 0
25 - 29 1 0 0
30 - 34 2 1 1
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Table 3 A 2-anonymous table

QI-Class Age Education Zip Code Annual Income

(ODDD0) (Oooo) (0DD0o0) (00000000)
gl 24 - 25 Bachelor 53711 - 53712 40k
gl 24 - 25 Bachelor 53711 - 53712 50k
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g3 32 GradSchool 53715 - 53716 100k
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Fig.1 A basic model
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Fig.2 A group-based anonymization model on cloud computing
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E-mail f Age Education | ZipCode | Annuallncome ﬂSIood Type Disease
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bbb@xx.com| 25 Bachelor 53712 50k
ccc@yy.com 30 Master 53713 50k
abc@xx.com 30 Master 53714 80k
abb@zz.com| 32 Master 53715 50k Flu

bec@xx.com \ 32 Doctorate 53716 100k \ AB Dyspepsia

N —

Pneumonia

Dyspepsia

Flu

>|w|O|O
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Fig.3 A table decomposition
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Age Education Zip Code Annual Income Age
R385 F) CHRIEF)F) CHRIEFF) (£ 7T Ri) (R F)
—_— == == e

[27-30] Bachelor [53711-53713] 40k 27 2
[27-30] Bachelor [53711-53713] 50k 28 2
[27-30] | GradSchool | [53715-53716] 40k 30 2
[27-30] | GradSchool | [53715-53716] 80k
[27-30] | GradSchool | [537152-53714] 50k
[27-30] | GradSchool | [537152-53714] 100k

Count

I—=FI22-BR)

Education | Annual Income
(EBRIF) (Lo T1TRIE)

Bachelor 40k
Bachelor 50k
Master 50k

— A

Count

Doctorate 80k

rleln]e]-

Doctorate 100k

04 0O0OO0O0O0ODODODOOD
Fig.4 An anonymized table and marginals
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