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e “Automated Discovery of Parameter Pollution Vulnerabilities in Web Applications”
e “Location Privacy via Private Proximity Testing”

o “PiOS: Detecting Privacy Leaks in iOS Applications”
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[Session 1: Secure Emerging Applications: Social Networks and Smart-
phones]

e “Soundminer: A Stealthy and Context-Aware Sound Trojan for Smartphones” (Ro-

man Schlegel et al. from City University of Hong Kong)
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“A Security API for Distributed Social Networks” (Michael Backes et al. from Saar-
land University)
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“Location Privacy via Private Proximity Testing” (Arvind Narayanan et al. from
Stanford University)
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[Session 2: Wireless Attacks!]

e “Relay Attacks on Passive Keyless Entry and Start Systems in Modern
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Cars” (Aurelien Francillon et al. from ETH Zurich)
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“Using Classification to Protect the Integrity of Spectrum Measurements in White
Space Networks”(Omid Fatemieh et al. from University of Illinois at Urbana-
Champaign)
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“Good Neighbor: Ad hoc Pairing of Nearby Wireless Devices by Multiple Anten-
nas” (Liang Cai et al. from University of California, Davis)
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0000o0oooo0o0oooooo00oOoOoooo 2000000000000 PC
gbooboooboobooboobuobobobooboobobobooooboo
iPhone OO0 OO0DOOOODOOODOCOOODDOO

[Session 3: OS Security]
e “Practical Protection of Kernel Integrity for Commodity OS from Untrusted Ex-

tensions” (Xi Xiong et al. from The Pennsylvania State University)
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e “Efficient Monitoring of Untrusted Kernel-Mode Execution” (Abhinav Srivastava et

al. from Georgia Institute of Technology)
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“SigGraph: Brute Force Scanning of Kernel Data Structure Instances Using Graph-
based Signatures” (Zhigiang Lin et al. from Purdue University)
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[Session 4: Network Malware]

e “Losing Control of the Internet: Using the Data Plane to Attack the Control

Plane” (Max Schuchard et al. from University of Minnesota)
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“EXPOSURE: Finding Malicious Domains Using Passive DNS Analysis” (Leyla
Bilge et al. from Institute Eurecom)
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[Session 5: Software Security / Code Analysis]

e “Howard: A Dynamic Excavator for Reverse Engineering Data Structures” (Asia

Slowinska et al. from Vrije Universiteit Amsterdam)
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“No Loitering: Exploiting Lingering Vulnerabilities in Default COM Ob-
jects” (David Dewey et al. from IBM)
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“TIE: Principled Reverse Engineering of Types in Binary Programs” (JongHyup
Lee et al. from Carnegie Mellon University)
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“DTA++: Dynamic Taint Analysis with Targeted Control-Flow Propagation” (Min
Gyung Kang et al. from UC Berkeley)
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“AEG: Automatic Exploit Generation” (Thanassis Avgerinos et al. from Carnegie
Mellon University)
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[Session 6: Web Security]

e “Automated Discovery of Parameter Pollution Vulnerabilities in Web Applica-

tions” (Marco Balduzzi et al. from Institute Eurecom)

00: HTTP Parameter Pollution (HPP) OO OOOOO0OO0O0O0O0HTTPOOOOO
gooobooboooboobooboboobooobooboobooooobooboobo
0000000000000 000000000O0000O0OU PAPAS (PArameter
Pollution Analysis System) 000 000000000000000149900000
00000000000 46.8% 00000000000000O000O0O00O0O0OBest
paper OO0

“WebShield: Enabling Various Web Defense Techniques without Client Side Mod-
ifications” (Zhichun Li et al. from NEC Laboratories America)
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“HTTPOS: Sealing Information Leaks with Browser-side Obfuscation of Encrypted
Flows” (Xiapu Luo et al. from The Hong Kong Polytechnic University)
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[Session 7: Network Security]

e “Accurate and Provably Secure Latency Estimation with Treeple” (Eric Chan-Tin
et al. from University of Minnesota)
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e “On Measuring the Similarity of Network Hosts: Pitfalls, New Metrics, and Em-
pirical Analyses” (Scott Coull et al. from RedJack, LLC)
00:000000000000000000000000000000O00000O0
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e “SWIRL: A Scalable Watermark to Detect Correlated Network Flows” (Amir
Houmansadr et al. from University of Illinois at Urbana-Champaign)
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[Session 8: Real-World Security: Cloud Computing, Biometrics, and Hu-
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e “SPARE: Replicas on Hold” (Tobias Distler et al. from Friedrich-Alexander Univer-

sity Erlangen-Nuremberg)
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“Efficient Privacy-Preserving Biometric Identification” (Yan Huang et al. from Uni-
versity of Virginia)
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from University of North Carolina)
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[Session 9: Privacy]

e “Tracker: Security and Privacy for RFID-based Supply Chains” (Erik-Oliver Blass
et al. from Institute Eurecom)
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e “PiOS: Detecting Privacy Leaks in iOS Applications” (Manuel Egele et al. from Vi-

enna University of Technology)
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e “Privacy-Preserving Aggregation of Time-Series Data” (Elaine Shi et al. from
PARC/UC Berkeley)
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1) AEG Demo.
available from (http://www.youtube.com/watch?v=M_nuEDT-xaw)
available from (http://www.youtube.com/watch?v=VPelW7SIdBE)

2) S. Chen, R. Wang, X. Wang, and K. Zhang, “Side-channel leaks in web applica-
tions: a reality today, a challenge tomorrow,” In Proc. IEEE Symp. Security and
Privacy, 2010.

3) Conference Acceptance Rate,
available from (http://faculty.cs.tamu.edu/guofei/sec_conf_stat.htm)

4) A. Houmansadr, N. Kiyavash, and N. Borisov, “RAINBOW:A robust and invis-
ible non-blind watermark for network flows,” In Proceedings of the Network and
Distributed System Security Symposium, 2009.

5) Internet Society,
available from (http://www.isoc.org/)

6) Z. Lin, X. Zhang, and D. Xu, “Automatic reverse engineering of data structures
from binary execution,” In Proceedings of the Network and Distributed System
Security Symposium, 2010.

7) J. M. McCune, A. Perrig, and M. K. Reiter, “Safe passage for passwords and
other sensitive data,” In Proceedings of the Network and Distributed System Se-
curity Symposium, 2009.

8) NDSS2011 web site,
available from (http://www.isoc.org/isoc/conferences/ndss/11/)

9) H. P. Reiser and R. Kapitza, “Hypervisor-based efficient proactive recovery,” In
Proceedings of the 26th IEEE Symposium on Reliable Distributed Systems, pp.83—
92, 2007.

10) Secure Biometrics,
available from (http://www.mightbeevil.org/secure-biometrics/)
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