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Performance enhancement of the ring oscillator type

true random number generator on FPGA

HapaA KazumicHl™? and ABE Koxki'!

Two types of true random number generators (TRNG) using a set of ring
oscillators (ROs) are known: Sunar-type TRNG where outputs of ROs are di-
rectly XORed and sampled by a DFF and Wold-type TRNG where each output
of an RO is sampled by a DFF before XORed. In this paper, inverters compos-
ing ROs are placed at specified positions when implementing a TRNG on an
FPGA so as to minimize variations of wire delays between inverters. Evaluation
results revealed that the randomness of Wold-type TRNG is better than that
of Sunar-type TRNG. Furthermore, the randomness of Wold-type TRNG with
a constant number of ROs does not depend on the length of ROs.
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Fig.1 Organization of a ring oscillator.
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Fig.2 Output of a ring oscillator and jitters.
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Fig.3 Sunar-type true random number generator.
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Fig.4 Wold-type true random number generator.
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Fig.5 Organization of experimental circuit.
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Fig. 7 Placement of inverters comporsing a ring oscillator with I = 5.
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Table 1 Experimental parameter [(k is fixed to 20).
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Table 2 Evaluation result of Sunar- and Wold-type random number generators by NIST SP800-
22(1 = 13, k = 20).

oooo Sunar type ‘Wold type
P-Value PROPORTION P-Value PROPORTION

Frequency 0.000000 X 0.6180 X 0.042808 o 0.9950 o
Block Frequency 0.000000 X 0.9040 X 0.727851 o 0.9880 (e]
Cumulative Sums 1 0.000000 X 0.6290 X 0.112708 O 0.9970 O
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Table 3 P-Value of Wold-type random number generator for caseA to caseH.
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Cumulative Sums 2 O O O O O O O O
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Table 4 Proportion of Wold-type random number generator for caseA to caseH.
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