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The Proposal of a Document Management System
to Specify the Source of Information Leakages

Masakr IMAL T TETSUTARO UEHARA,™? Snunur Hou, '3
Yu Tsupafl and Hajime Krraf?

There is a document management system witch prevent information leak-
ages by embeding user identification in documents with digital watermark. It
prevent users from information leakages by facilitating specification of the leak-
age source. But A comparation of same documents witch embeded different
user IDs is enabled to attackeres to falsify the ID. This paper propose the
document management system witch embeding user ID encoreded with anti-
collusion codes in documents. This system targeted OOXML (Office Open
XML) documets because it is the most widely used in the world. This paper
introduce the new large capacity watermark available in OOXML, and design
the document management system enhaced preventation effect on information
leakages.
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Fig.1 Preventation of an information leakage using anti-collusion codes
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Table 1 The parameter of anti-collusion codes
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Table 2 XML files compose OOXML documents <w:document>
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</w:document>

0 2 document.xml O XML 00O
Fig.2 A XML source code of a document.xml
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Fig.3 A XML source code of a textbox

Fig.4 A XML source code of a field
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Fig.5 An image fo the system
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