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Improving Information Loss
on Privacy Preserving Architecture

JunicHr Sawapa, ™! Koicur INnoui!! and Hiroak! NisHif!

In experiencing the growth of quantity and value of data, data holders realize
the importance to utilize information that is abandoned or concealed currently.
In this situation, they face the difficulty of releasing data without revealing
privacy information. One of the methods to protect privacy information in
publishing data is known as a privacy preserving method based on a constraint
termed k-anonymity and [-diversity. It enables users of the data to utilize
published data as they like. However, it requires a large calculation cost. In
precedence research, we developed TCAM-based architecture that significantly
accelerates the method. This paper proposes an architecture using cache mech-
anism to improve information loss. The evaluation proves that the information
loss can be reduced approximately 60% on WIDE trace.
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Table 1 Data table

Race Birth ZIp Problem
Black 1963 02150 short breath
Black 1960 02140
Black 1964 02138 chest pain
Black 1964 02138 obesity
Black 1964 02138 short breath

chest pain

&2 2-EAMMERI N T — 7V (FEHIEE:Problem)

Table 2 2-anonymized table with sensitive attribute ” Problem”
Race Birth ZIpP Problem
Black 196* 021** | short breath
Black 196* 021%*
Black 1964 02138 chest pain
Black 1964 02138 obesity
Black 1964 02138 | short breath

chest pain
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Table 3 Generalized values expressed in TCAM
(25U TCAM WD T7—%
T=5 <R
0011**** | 00110000 00001111
00111*** | 00111010 00000111

&4 TCAM B % —Mfbuns
Table 4 Gneralization process in TCAM
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00%** 00** ‘ 0000-0000  0011.0011
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Fig.2 Architecture for the anonymization mechanism with cache module
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Algorithm 1 Anonymization Algorithm

loop
/*Input*/
while TCAM is not full do
write_tuple_to_. TCAM;
end while
/*Anonymization*/
repeat
flag < 0;
for each tuple in TCAM do
search_tuple;
if tuple hits cache then
set_cache_mask_into TCAM
else if [ or k is not achieved then
generalize_tuple;
flag «— 1;
end if
end for
until flag is 0
/*Output®/
while TCAM is not empty do
read_tuple_from TCAM;
if (tuple does not hit cache || (mask <
cached mask)) then
cache_tuple;
end if
end while
end loop

i EEETS
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£5 Frvranloga Ly v FYolilRyxzuE&icslr % IL (WIDE, k=2)
Table 5 IL of the method without cache and IL of the method without the constraint of window

(WIDE, k=2)
¥ryyanl (T4 Y FI¥ARX256) RAEr7r—R (74 F7%L)
22.7% 4.07%
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71 1QIx] N-Na .
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PERT.

TV 5= avELTweb KB 28MHFAEZMEEL, WIDE ® L —A (Tran-P:
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B4 E 772, 100,000 # 7VABRL, X vy ¥ aDEEL T 5 O FHET 5 72 o,
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HRBEIZEOTHE L P 7 74y 716 LTH k=30 TEALZITV, §HliZfT-o7%2. %
BIRITHFZEICE T FPGA I FZ A% TCAM DI KY A AH3 256x256 TH > 7720,
T4 Y EUY A R 256 & L7,

B3ixk=2 R4i3k=5TWIDED L —Z2ZELILLLEEIC, EF vy axy
FPUHA ZICBOCEHIIE N IL E ¥ vy aky bRTHS, T/, R5EFvyvyia
BEREZR L, 74 Y Fo¥ A4 X256 D TCAM T k=2 TEL{LZT>=EAD IL &, 7«
YEYH A RIS XBHIRD 27 VA A CELILET > RBEADRA N —AD IL T
H2, k=2TIEFyryaxzy b UIAL XOBMNHE TLIFH 10%IBCELTE D, [
RRZ¥ vy oty FRIZ100%IICIEL T3, vy oz LOGBEICEITS IL D
22.7%, RANT—AD ILB4.0T%TH5 I 56, XA Mr—RIZMTTH 60%IL %
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Fig.3 IL and cache hit rate with cache entry size (WIDE, k=2)
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Fig.4 IL and cache hit rate with cache entry size (WIDE, k=5)
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