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Recent activities on the information security management
system (ISMS) at Yamaguchi University: publishing
ISMS document templates and extending the scoped area
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This report describes the recent activities regarding the information manage-
ment system (ISMS) at Yamaguchi University. One of the aims of the ISMS
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at our university is to support proliferation of information security culture in-
and outside the university. In addition to a dozen of Japanese universities that
are forerunner with respect to ISMS, several universities have been trying to
establish effective ISMS, and some of them have required us to reveal ISMS doc-
uments such as manuals and records as to help them accomplish their tasks. It,
however, is difficult to reveal the whole documents as is, since (1) some parts of
the documents shall not be revealed due to security reasons, (2) some parts of
the documents are copy-righted by our university and the consultant company
that we had a contract with when we initially established our ISMS, and (3)
we must follow the intellectual property provision rules of the university as the
documents are owned by the university (not by the individual staff member).
So, we are planning to publish ISMS doucment templates in cooperation with
the consulting company that helped us build our initital ISMS.

In addition to this activity, we are now planning to extend the scoped area
of our ISMS so that it includes the server room managed by non-technical staff
members as well as the original area, i.e., maintenance of the educational and
research computer systems and backbone computer network system managed
by the technical staff members belonging to Media and Information Technology
center of Yamaguchi University. We have been discussing about which parts
must be changed accordingly, especially, how the scoped area shall be modi-
fied, and which parts of the ISMS manuals and procedures should be adapted.
This report describes the recent progress and the future plan of these activities
briefly.
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