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Design of a Network Monitoring System Adaptable to Changes
in Security Countermeasures
Keito Nishimura™ Koichi Kato! Yoshimi Teshigawara*
T*Graduate School of Engineering, Soka University
Email: T{e09m5231, kokatoul@soka.ac.jp, *teshiga@t.soka.ac.jp

Abstract: It is important to detect incidents in just proportion in order to enhance the network
security. However, the validity of network monitoring points and incident detection rules
cannot be guaranteed because they are usually determined by the administrator's knowledge
and experience. Furthermore, general intrusion detection systems clarify whether an incident
had occurred by correlation analysis of individual detected events. However, the validity of
created correlation analysis rules also cannot be guaranteed. In addition, when the security
countermeasures are changed, to review monitoring policy and detection rules are needed. We
have studied a decision method of monitoring policy and correlation analysis rules adaptable
to changes in security countermeasure. This paper shows system design to realize the
proposed method, and describes its functions, databases, and the system configuration.
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