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Abstract Many implementations of pairings on embedded devices such as mobile phones, sensor nodes
and smartcards have been proposed. However, pairing at the security level equivalent to 128-bit AES key
has not been implemented in mobile phones without high-level OS such as Windows. The R-ate pairing
is one of the fastest pairings over large prime fields. In this paper, we implement the R-ate pairing at the
security level equivalent to 128-bit AES key on BREW mobile phones. Especially, we speed up the final
exponentiation of pairings using addition chain, and the number of multiplications over a prime field can
be reduced by about 8%. As a result, the timing of our implementation of the R-ate pairing on ARM 9
225MHz becomes 1.60 seconds, which is comparable to those of RSA and ECC on the same platform.
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