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Abstract In the past, computer owners were free to process data as desired and to observe the inputted
data as well as the interim results. However, the unrestricted processing of data and accessing of interim
results even by computer users is associated with an increasing number of adverse events. These adverse
events often occur when sensitive data such as personal or confidential business information must be
handled by two or more parties, such as in the case of e-Discovery, used in legal proceedings, or
epidemiologic studies. To solve this problem, a provider of the data should encrypt it, and the owner of the
computer for processing should decrypt the encrypted data only in the anti-tamper area of the computer.
Although, as Anti-tamper equipment, smart card is well-known, the function of the smart card is very
limited. Accordingly, the authors present the concept of PC-based High Grade Anti-Tamper Equipment
(HiGATE), which allows data to be handled without revealing the data content to administrators or users. To

verify this concept, an e-Discovery application on a prototype was executed.
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