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Abstract When analyzing the behaviors of an existing binary code, it is difficult because
need to learn about special technologies. Moreover, static analysis is also difficult to detect
the malicious behaviors if codes are encrypted by themselves. In this paper, we propose the
method of dynamic change of program behavior, and avoid executing vulnerability codes and
malicious codes intentionally. In order to make it possible, we plan to generalize it as reusable
programming approach.
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HANDLE CreateFile(
LPCTSTR 1lpFileName,
DWORD dwDesiredAccess,
DWORD dwShareMode,
LPSECURITY_ATTRIBUTES 1lpSecAttr,
DWORD dwCreationDisposition,
DWORD dwFlagsAndAttributes,
HANDLE hTemplateFile
){
lpFunc = (CreateFile)GetProcAddress
(hK32DLL, "CreateFile");
if (fileName OO OO DO) {
return lpFunc(renamedFileName) ;
} else {
return lpFunc(fileName);
}
}
LL(ODOOobOooooooooooo)..
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semanticspace FileIO{
int open(LPCTSTR lpFileName) ;
int close(HANDLE fileHandle);

/* (1) */
int open(LPCTSTR lpFileName){
call HANDLE Kernel32.CreateFile(
LPCTSTR 1lpFileName,
DWORD dwDesiredAccess,
DWORD dwShareMode,
LPSECURITY_ATTRIBUTES lpSecAttr,
DWORD dwCreationDisposition,
DWORD dwFlagsAndAttributes,
HANDLE hTemplateFile
)
call HANDLE Kernel32.0OpenFile(...);

}

using FileIO;
/x (2) */
around FileIO0.open(LPCTSTR fileName){
if (fileName OO OO O) {
/% (3) */
return proceed(renamedFileName) ;
}
else{
/x (4) */
return proceed(fileName) ;
}
}

00000000000 (1)Doooooo

00d0ddopooo0oDoOooooOooog ker-
nel32.dll0 000 O CreateFileO0O OO OO
O00Doooooooooooooooog
000000000000 000D0o0oDooOooog
00000000000 lpFileName OO OO
oooooooo

00 (2)00()Do0oooouoooouo
doooooooooooooooooooo
around 00 0000000000 OOODOOO
000000 CreateFileOOOOOOODOO
O00o0DOoOooooooooooooooon
000000000000 D0OD0OWindowsO O
000000o0o00ooooo 3)ooooo
000000 4)0o0oooooB)4)ooo
O proceed0 000 000O0O0ODOOOODODO
O kernel32.dll 0 0 CreateFile 0O OO OO
ooooooogoooooa

5 00O

gooboobooooobooooboog

glbbooboobooobbbbobooa
0O0DynaAOOOO DynaAOOODOOOODOO
OC++00D00000CO0O0ODOOOg C++
oooobboooodgobLLuoobooD
gboboooboobooobaobobooooooo
0000000000 C++0000000 OS
oooooboo DbLLbobobooooooo
ooooob c++00o0oobboboooooo
gboooooboooo bLLoobogoogooo
goobooboobobobobobooooooobo
OO0OODAPIDOODOOODOODOO DLLO
O000O0DDOOOO0D0DOO0OO0DynaAO
gjooboooboooooooooboooon
gboooooboan

0000000 Windows OSOO0OOO0ODO
0000000000000 UNIXOO OSSO
U000 LD_LIBRARY PATHO OO OOODODOU
gobobooboooooobobobooooon

6 G0Ud

gooooboboobboooboo



DynaAO &
l ComsERE

C++Y—Ra—F

I .
l BEOIURALS

Binary Program
(*.exe *.dll)

[

U1 goooooooboo

DynamicLink Library

6.1 UOO0OoOoOoooooboboooood

JavaVMOUOUOOOOOOOOOOOOGQO
O0o0OoOoooooooDIooooboooDogo
goboooooboooboobooogon
uboboobooboooobobooonoog
gbooboobbobbobobboboobn
ggboooobobboooobobbobbooo
oboobobbobooboobobobooo
goobooogboobbboboboobon
gobgboobobbdobooobobooan
goobobooooooogoboooooaooo
goooobbobooboobobooboobo
gboboboboaouoobooboooobogao
gogboboboooboobooobobobooon

6.2 0OU00OOoOoboOoOOOoon

gobogoooooooogbooooboo

gbooboooobooobbooboooboboboood
000 @B00o000boo0oooooooo
goooo0oDLLObDbOOoDbOo0oboboOoooDn
gbooboooobooboboouooooboood
gogooobbobooooobobbogon
gogoobboboboogboboooobooo
goooobooboooboooboooooooo
goboooooooooobooboobob vMDb
gbogboboobooobboboboo
Q00000 vVvMOOOOOOoOoOOoooooo
O00D0O0O0O00DODO0OO0O0O APIODDODOOO

gogboboooboooboboooobo
gboobboobboobobboooobo
gooooboooboovMboooooooo
godboooobboobooobobbooo

YT gogdgd

ooboooobooboobobobooooboooon
oooO0obDOoOooOobOOoOOobOOoOoooboDbo
OO00000O00ooooOooooooooo
0000 Javal SecurityManager 00 OO
OO0 6000000000000 00ooOn
00000000 O0DO0OO00oOogooonooog
O0Java0ODOOOODOOO JavaDOOOOO
oooboOoboooOoobOoboDbOobobooo
O0D000D0O0ODO0DOOO00O0O0ODO0D00O00

oooooobbooooobbobooboooo
O0000DO0O0O0000DDOO0O0O O DOGeneric
Software Wrapper[5|0 00000000000
oooboooooooooobobooonooon
O00o0bDO00oOoOobooOooOoDboooooo
O0DOo00O0O0OO00DOOO00oooOooooon
ooooooooooooooooobooboo
oO0oOboOoDbOOooOobOOoDbDboOoOoobobDOoooD
oooboooooooo

ooooOooooooooooboOooooo
OO00OO000o0OOoOoOoOooDboobOobOoOoo
goboobobobooobboooooboobboooo
oooooOOo0ooOooooooOobOooooo
obDOoOoDoobOOoOoOo0oDbDDbOoOooDbbboOoo
ooboooboobooboooooboboooon
AOpO0 00000000 DOOODOOODOD
OO0o0oooOoO0obooooOoooobogoo
goooooobooooooobooo

8 Uogg

gooooosStooOoOoooooooood
gobooooooboooooboooooo
goobobooooobbobobobboooon
uoboooooboboobobooobgaboo
O0000000OOoOoooooDoooAOPOO
gogooobbobooooobobobbooga



gobbobbooooboboobooboobo
gboboobbobooobooobbbooon
goboboooooooooon

000 Windows OSOO0OO0OOOOOOO
goboboouobouooooooboondgd
gbooooooobooboboooboobooboood

oojoooobooooboobboooooon
ubobodl calldbOobOoboooooood

DLLODOOODODOOOOODLOOOooDDoOon
gboooooboobooboboooboo
goobooooobbooboobLLOboOO
oboooooooboboooooobooooooon
goooboooboooboobobooboon
goobooe20000000 vMDODOODO
goooobobobobobooooDn

O

gooooboooooboboboboobo
ooooobooooooooo coenoonon
goboobooooboboobobobobonon
gooooooo

oo
[1] 2009 CWE/SANS Top 25 Most
Dangerous Programming Errors,

http://cwe.mitre.org/top25/
[2] AspectJ, http://www.eclipse.org/aspectj/

[3] Breech, B., Pollock L., “A Framework for
Testing Security Mechanism for Program-
Based Attacks”,Proc 2005 workshop on

Software Engineering for Secure Systems
(SESS’05), 2005.

[4] Elrad, T., Filman, R.E., and Bader A.,
“Aspect-oriented programming,” Com-
munications of the ACM, vol.44, no.10,
pp-29-32, 2001.

[5] Fraser, T., Badger, L. and Feldman, M.,
“Hardening COTS Software with Generic
Software Wrappers”, Proc. 1999 IEEE

[10]

[11]

Symposium on Security and Privacy, pp.
2-16, 1999.

Gong, L., Mueller, M., Prafullchandra,
H., Schemers, R., “Going Beyond the
Sandbox: An Overview of the New Se-
curity Architecture in the Java Develop-
ment Kit 1.2”, OProc. USENIX Sympo-
sium on Internet Technologies and Sys-
tems, pp.103-112, 1997.

Kiczales, G., Lamping, J., Mendhekar
A., Maeda, C., Lopes, C., Loingtier,
J., and Irwin, J., “Aspect-Oriented Pro-
gramming,” Proc. 11th Furopean Con-
ference on Object-Oriented Programming
(ECOOP’ 97), pp.220-242, 1997.

Kiczales, G., and Mezini, M., “Separation
of Concerns with Procedures, Annota-
tions, Advice and Pointcuts,” Proc. 19th
European Conference on Object-Oriented
Programming (ECOOP 2005), pp.195-
213, 2005.

OO0 00, Quynh, N., 00O OO, “Win-
dows OSO OO OODOOODODO Libvirt O
000o0o0oooooooooooon?,
020090 00000000000000
Onoo, 2009.

00 00,00 00,00 00,000
0,00 00,000 00,00 00,0
00,“000000000000000
00000000007, 0000000
0000 Vol.J91-D No.10 pp.2466-2477,
2008.

oo oo,00 0,«c0bbobogooon
oooooooboooooooor, 02009
gogoooooooboobbobbbog,
2009.



